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Abstract 
This study addresses the problem that many cloud and enterprise security operations still struggle to achieve 
reliable real-time threat detection because advanced analytics (deep learning and graph neural networks) often 
fail to translate into operational effectiveness when data pipelines, infrastructure, workflow integration, and 
analyst trust are weak. The purpose was to quantify how Deep Learning Capability (DLC), Graph Neural 
Network Capability (GNNC), Data Readiness (DR), Infrastructure Adequacy (IA), Integration Readiness (IR), 
and Analyst Trust and Actionability (ATA) predict Real-Time Threat Detection Effectiveness (RTTDE) in a 
quantitative cross-sectional, case-based design anchored in operational monitoring contexts. A structured 5-
point Likert survey was used with a sample of N = 180 respondents across cloud and enterprise security cases 
(SOC analysts 38.9%, security engineers 27.8%, incident responders 18.9%, managers 14.4%). Constructs 
showed strong reliability (α = .82–.89), with RTTDE rated above neutral (M = 3.74, SD = 0.64), while IR was 
the lowest readiness area (M = 3.48, SD = 0.73). The analysis plan applied descriptive statistics, Cronbach’s 
alpha, Pearson correlations, and multiple regression with RTTDE as the dependent variable. Correlations were 
positive and significant for all predictors (e.g., DLC r = .62, GNNC r = .55, ATA r = .58; all p < .001). In 
regression, the model explained 57% of RTTDE variance (R² = .57; F(6,173) = 38.6, p < .001), with DLC (β = 
.29, p < .001), ATA (β = .21, p = .001), GNNC (β = .17, p = .006), DR (β = .12, p = .042), and IA (β = .14, p 
= .020) as significant predictors, while IR was positive but not significant at .05 (β = .09, p = .099). These 
findings imply that improving real-time detection requires combined investment in hybrid DL plus GNN 
capability and in operational enablers, especially telemetry readiness, low-latency infrastructure, and analyst-
facing trust and actionability. 
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INTRODUCTION 
Cybersecurity refers to the policies, processes, and technical controls used to protect information 
systems, digital assets, and connected services from unauthorized access, disruption, manipulation, or 
destruction. Within this scope, a cyber threat denotes any potential cause of an unwanted incident—
ranging from commodity malware and phishing campaigns to sophisticated intrusions that exploit 
vulnerabilities across networks and endpoints. Threat detection is the set of analytical and operational 
activities used to identify indicators of compromise, anomalous behaviors, malicious actions, or policy 
violations as they occur within telemetry streams such as network flows, logs, authentication events, 
and host signals. In practice, detection work is often implemented through Intrusion Detection Systems 
(IDS), security monitoring platforms, and analytic pipelines that continuously inspect high-volume 
data for evidence of malicious activity (García-Teodoro et al., 2009). 
 

Figure 1: Key components of real-time cybersecurity threat detection and representation learning 
 

 
 
Two broad detection paradigms are common: misuse-based detection, which matches observed activity 
to known patterns or signatures, and anomaly-based detection, which identifies deviations from 
established baselines (Arfan et al., 2021; García-Teodoro et al., 2009). Modern digital infrastructures 
extend across national borders through cloud services, multinational enterprises, cross-border supply 
chains, roaming devices, and globally distributed content delivery paths, so the operational meaning 
of “real-time” detection includes both technical latency (time from event to alert) and organizational 
latency (time from alert to action). The international significance of rapid detection arises from the 
interdependence of financial services, healthcare systems, energy and industrial environments, and 
public-sector networks that rely on continuous connectivity. When malicious traffic propagates 
through shared dependencies or service providers, the consequences can cascade across regions, 
institutions, and time zones (Jahid, 2021; Akbar & Farzana, 2021). Consequently, threat detection is not 
only a local defensive activity but also a globally relevant capability shaped by how quickly telemetry 
can be transformed into trustworthy evidence of malicious behavior. In data-centric IDS contexts, the 
core scientific challenge is to transform heterogeneous, noisy, and evolving security data into 
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representations that are discriminative enough to separate benign variability from adversarially crafted 
activity, while remaining computationally feasible at operational scale (Reza et al., 2021; Saikat, 2021; 
Sommer & Paxson, 2010).  
A long-standing research theme in intrusion detection is the tension between expressive detection logic 
and the complexity of real-world network behavior (Shaikh & Aditya, 2021; Kanti & Shaikat, 2021). 
Anomaly-based IDS approaches have been widely studied because they can, in principle, detect 
unknown attacks by learning “normal” patterns and flagging deviations, yet the definition of “normal” 
can be unstable in dynamic environments where services, users, and configurations change 
continuously (García-Teodoro et al., 2009; Zobayer, 2021a, 2021b). Machine learning methods were 
introduced to reduce manual rule engineering and improve adaptivity, and survey work has mapped 
the large design space of learning-based intrusion detection, including supervised, unsupervised, and 
hybrid approaches (Buczak & Guven, 2016; Ariful & Ara, 2022; Arman & Kamrul, 2022). At the same 
time, methodological cautions have emerged about applying learning models to security telemetry 
without carefully considering data biases, concept drift, and adversarial manipulation; these concerns 
are central to whether a model’s measured accuracy translates into operational reliability (Mesbaul & 
Farabe, 2022; Nahid, 2022; Shone et al., 2018). Dataset construction has therefore become a foundational 
issue in the IDS literature. Security datasets encode design choices about traffic sources, labeling 
processes, attack taxonomies, class balance, and feature extraction, and these choices strongly influence 
downstream conclusions about model performance (Hossain & Milon, 2022; Abdur & Haider, 2022). 
For example, UNSW-NB15 was introduced as a comprehensive dataset to support network intrusion 
detection research with a broader range of modern attack categories and traffic characteristics, aiming 
to provide a more contemporary benchmark compared with older datasets (Mushfequr & Sai Praveen, 
2022; Mortuza & Rauf, 2022; Moustafa & Slay, 2015). The move toward richer datasets aligns with a 
broader shift in security analytics: telemetry increasingly includes multi-source signals (network, 
endpoint, identity, application, and cloud control-plane data), and threats frequently manifest as 
sequences of related events rather than isolated anomalies (Rakibul & Samia, 2022; Rony & Ashraful, 
2022). In consequence, the empirical study of real-time threat detection is tightly coupled to 
representation: models must learn from high-dimensional observations, integrate temporal context, 
and accommodate relational structure in communications and system interactions. This requirement 
motivates the adoption of modern representation-learning approaches that can construct useful 
internal features directly from raw or lightly processed security data (Abdul, 2023; Bengio et al., 2013; 
Saikat, 2022). 
Deep learning is commonly defined as a family of machine learning methods that learn hierarchical 
representations through multiple layers of nonlinear transformations, enabling models to discover 
abstract features from data rather than relying entirely on manual feature engineering (Abdulla & 
Zaman, 2023; Arfan et al., 2023; LeCun et al., 2015). This representation-learning perspective 
emphasizes that performance gains often arise from learning internal feature spaces that separate 
classes or behaviors more effectively than handcrafted descriptors (Bengio et al., 2013; Amin & 
Mesbaul, 2023; Foysal & Aditya, 2023). A major driver behind deep learning’s uptake across domains 
is its ability to learn complex nonlinear mappings under large-scale data and computation, which is 
relevant to cybersecurity telemetry that can be high-volume, noisy, sparse, and heterogeneous (LeCun 
et al., 2015; Hamidur, 2023; Rashid et al., 2023). Within security analytics, deep learning is frequently 
motivated by the difficulty of constructing stable, generalizable features for traffic and log data under 
changing network conditions and attacker behaviors (Musfiqur & Kamrul, 2023; Muzahidul & 
Mohaiminul, 2023). Autoencoder-based learning illustrates this motivation: by training neural 
networks to reconstruct inputs through a constrained bottleneck, models can learn compact 
representations that preserve salient structure (Hinton & Salakhutdinov, 2006; Amin & Praveen, 2023; 
Hasan & Ashraful, 2023). Such architectures align naturally with anomaly detection logic: if a model 
learns to reconstruct typical behavior well, larger reconstruction errors can act as indicators of unusual 
patterns, subject to careful calibration and validation (Ibne & Kamrul, 2023; Mushfequr & Ashraful, 
2023). Early deep-learning IDS studies explored unsupervised or semi-supervised feature learning and 
then used learned representations for classification. For instance, a deep learning approach using self-
taught learning was applied to intrusion detection benchmarks to reduce reliance on handcrafted 
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features (Javaid et al., 2016; Roy & Kamrul, 2023; Saba et al., 2023). Recurrent architectures further 
support detection in sequential telemetry by modeling dependencies over time; work using recurrent 
neural networks has reported strong results in intrusion detection settings where temporal correlations 
across packets or flows are informative (Saba & Kanti, 2023; Shaikh & Farabe, 2023; Yin et al., 2017). 
Related deep-learning IDS studies have proposed deep architectures for feature learning and 
classification while emphasizing detection performance across attack categories (Shone et al., 2018; 
Haider & Hozyfa, 2023; Zobayer, 2023). In parallel, LSTM-based intrusion classification has been 
explored as a way to learn temporal patterns from network traffic sequences without requiring 
extensive manual feature design (Abdul & Shoeb, 2024; Hozyfa & Shahrin, 2024; Kim et al., 2016). 
Together, these works situate deep learning as a method family that is not merely a classifier choice but 
a representation strategy suited to complex, evolving security data (Hasan & Shah, 2024; JHasan & 
Zayadul, 2024). 
Real-time cybersecurity threat detection introduces additional constraints beyond predictive accuracy. 
In operational monitoring, models must process streaming telemetry with bounded latency, handle 
evolving distributions, and maintain predictable computational costs under bursty traffic and changing 
workloads (Muzahidul & Aditya, 2024; Hasan & Rakibul, 2024). Anomaly detection is especially 
sensitive to these constraints because false positives can overwhelm analysts, while false negatives 
allow threats to persist. Resource efficiency is therefore a central property of deployable deep models 
in security contexts (Mominul, 2024; Mominul & Zaki, 2024). A representative example is the use of 
ensembles of lightweight autoencoders for online intrusion detection, motivated by the observation 
that edge or gateway devices may lack the resources for heavy training and inference while still needing 
near-immediate detection outputs (Mirsky et al., 2018; Roy & Praveen, 2024; Rahman et al., 2024). This 
line of work emphasizes model architectures that support incremental processing and operational 
feasibility, which is an integral aspect of “real-time” in deployed IDS environments. At the same time, 
the security domain highlights adversarial risk: machine learning models can be targeted through 
evasion strategies and adversarial examples, so robustness becomes a core part of the detection 
problem rather than a secondary concern (Rony & Hozyfa, 2024; Saba & Hasan, 2024). Work on 
adversarial machine learning in network intrusion detection has structured the landscape of threats 
and defenses, showing how learning-based IDS can be undermined by carefully crafted perturbations 
and how evaluation must account for attacker capabilities (Gharib et al., 2020; Shaikat & Zaman, 2024; 
Sudipto & Hasan, 2024). Another practical aspect concerns measurement validity: because intrusion 
datasets can be imbalanced and label quality can vary, a model’s performance should be interpreted 
through metrics that reflect detection priorities, not only aggregate accuracy (Kanti & Saba, 2024; Kanti 
& Sai Praveen, 2024). Dataset selection and preprocessing are therefore part of the scientific framing of 
real-time detection rather than purely engineering choices; for example, the design of UNSW-NB15 
highlights the ongoing effort to build datasets that better reflect modern traffic and attack diversity for 
evaluation (Moustafa & Slay, 2015; Haider & Praveen, 2024; Zobayer & Kumar, 2024). From a 
representation standpoint, deep learning contributes tools for compressing high-dimensional security 
features into compact spaces, potentially improving signal-to-noise ratios for downstream classification 
or anomaly scoring (Hamilton et al., 2017; Zulqarnain & Zayadul, 2024). From an operational 
standpoint, deep-learning IDS research has increasingly treated efficiency, stability, and robustness as 
first-class objectives that shape architectural decisions alongside predictive performance. 
Graph Neural Networks (GNNs) extend representation learning to data that naturally take the form of 
graphs, where entities are modeled as nodes and relationships are modeled as edges. In cybersecurity, 
many important signals are relational: hosts communicate with hosts, users authenticate to services, 
processes spawn subprocesses, and files influence execution chains. Graph-based learning is motivated 
by the idea that security-relevant meaning can be encoded in topology and interactions rather than in 
isolated feature vectors. Early work proposed neural models explicitly designed for graph domains, 
formalizing how node representations can be learned through recursive neighborhood aggregation 
(Gori et al., 2005) and further developing the graph neural network model as a general framework for 
learning from graph-structured data (Gilmer et al., 2017). As the field evolved, geometric deep learning 
consolidated key principles for learning on non-Euclidean domains, connecting graph-based methods 
to broader deep-learning advances in representation learning (Bronstein et al., 2017). Survey work has 



Review of Applied Science and Technology, March 2024, 106– 142 

110 
 

provided a comprehensive account of GNN variants and design dimensions, including message 
passing, aggregation, attention mechanisms, and training objectives (Wu et al., 2021). In parallel, 
network embedding methods offered scalable ways to map graph elements into vector spaces using 
random walks and neighborhood objectives, enabling downstream prediction tasks without manual 
graph feature design. DeepWalk introduced an approach that treats truncated random walks as 
sequences for learning latent vertex representations (Grover & Leskovec, 2016), and later methods such 
as LINE proposed objectives to preserve first- and second-order proximity in large-scale graphs for 
scalable embedding (Tang et al., 2015). Node2vec extended this idea by introducing biased random 
walks that flexibly explore network neighborhoods, producing richer embeddings for classification and 
link prediction tasks (Al-Qatf et al., 2018). These embedding methods are conceptually relevant to 
cybersecurity because communications, authentication relationships, and dependency graphs can be 
expressed as networks where node proximity and structural roles carry information about normal 
operation and suspicious deviations. The underlying idea is that relational context can be 
operationalized as learnable features, enabling models to detect patterns that are difficult to capture 
with independent, per-flow feature vectors.  
Modern GNN practice is often articulated through message-passing neural networks, where nodes 
iteratively exchange information with neighbors to build representations that incorporate local 
structure and attributes. This view formalizes GNN computation in a way that clarifies how relational 
dependencies become learnable signals in deep models (Gilmer et al., 2017). Within this broader family, 
graph convolutional architectures have been widely used as a baseline for semi-supervised node 
classification in graphs, and their influence in applied domains stems from their ability to combine 
node features with neighborhood structure (Kipf & Welling, 2016). Inductive variants such as 
GraphSAGE introduced neighborhood sampling and aggregation for settings where graphs can be 
large, dynamic, or partially observed, which is relevant when security graphs are continuously 
changing as new flows and entities appear (Hamilton et al., 2017). Attention-based graph models 
extended neighborhood aggregation by learning to weight neighbor contributions, improving 
expressivity when different relationships carry different predictive importance (Veličković et al., 2017). 
These methodological developments connect directly to cybersecurity threat detection needs because 
attacks are often not characterized by a single anomalous event, but by a pattern of related events across 
entities and time. A lateral movement campaign, for example, can be expressed as a sequence of 
authentications and connections across hosts and accounts; a botnet can be expressed as a 
communication topology with characteristic structural signatures. Deep learning approaches already 
emphasize representation learning over handcrafted security features (Scarselli et al., 2009), and GNNs 
extend this logic to relational representations, where learned embeddings can capture structural roles, 
neighborhoods, and interaction patterns that are difficult to encode through flat feature vectors alone. 
The relevance of representation is magnified in real-time detection: when systems must make decisions 
quickly, models benefit from representations that compress complex context into computable features 
that are predictive, stable, and explainable at least in terms of the data relationships being modeled. 
Methodologically, this implies that the framing of real-time cybersecurity threat detection can treat 
telemetry not only as rows in a table but also as a dynamic relational system, where the topology and 
attributes evolve together and where learning must integrate both aspects into detection logic (Wu et 
al., 2021). 
Quantitative cybersecurity studies that evaluate learning-based threat detection typically rely on 
constructs that can be operationalized through measurable indicators, including perceptions of 
detection effectiveness, response speed, alert quality, and trust in automated decisions, alongside 
objective performance measures obtained from experimental evaluation. Representation-learning 
research frames these constructs through the lens of learned feature spaces: improved detection is 
associated with representations that separate malicious and benign behaviors under realistic variability 
(Schmidhuber, 2015). In IDS-focused deep learning research, empirical evaluation frequently reports 
descriptive statistics over features and performance measures, then assesses relationships among 
variables or constructs using correlation and regression analysis to quantify associations and 
explanatory power. Such analyses are commonly paired with reliability checks when perceptions or 
organizational factors are measured through survey instruments. Within the technical detection 
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pipeline, datasets remain a key determinant of what is measurable and what relationships can be 
studied, since labeling, sampling, and feature engineering influence both model performance and the 
statistical properties of the variables being analyzed (Moustafa & Slay, 2015). In addition, the security 
domain requires careful attention to robustness and adversarial risk because a detection model’s 
apparent effectiveness can be undermined by adaptive attackers who exploit model vulnerabilities, 
shifting the meaning of “high performance” toward resilience under attack and stability under 
distributional change (Gharib et al., 2020). The combined emphasis on deep learning and graph neural 
networks is therefore grounded in representation: deep models learn abstractions from high-
dimensional security data, while GNNs learn abstractions that incorporate relational structure. This 
combination aligns with the operational reality that cyber threats often manifest through both content 
(e.g., packet or log features) and context (e.g., who communicates with whom, and in what sequences). 
The research challenge can be framed as identifying the measurable factors and relationships that 
explain detection performance and timeliness in realistic environments, using statistical evidence to 
test whether observed associations between constructs are consistent with hypothesized relationships 
(Scarselli et al., 2009). In this setting, real-time threat detection is represented as an intersection of data 
properties (volume, velocity, variety), model properties (representation capacity, computational 
efficiency), and adversarial properties (evasion potential, shifting attack behaviors), all of which are 
amenable to structured quantitative analysis when operational definitions and measurement 
instruments are carefully designed (Alatwi & Morisset, 2021). 
This study is designed to examine, in a quantitative and case-study–based manner, the factors that 
shape the effectiveness of deep learning and graph neural network approaches for real-time 
cybersecurity threat detection within an operational context. The first objective is to measure the 
perceived level of real-time threat detection effectiveness associated with deep learning and graph-
based detection capabilities in the selected case setting, focusing on how practitioners evaluate 
detection accuracy, alert quality, timeliness, and operational usefulness when these approaches are 
embedded in monitoring workflows. The second objective is to operationalize and assess key enabling 
dimensions that commonly determine whether learning-based detection is effective in practice, 
including the quality and diversity of security telemetry, the adequacy of real-time processing 
infrastructure, the readiness of integration with existing SOC platforms and procedures, and the degree 
of trust practitioners place in automated decisions, particularly when graph-based reasoning is used to 
connect events across entities. The third objective is to quantify the relationships among these 
dimensions and overall real-time detection effectiveness using descriptive statistics and correlation 
analysis, producing a structured account of how strongly each enabling factor is associated with the 
dependent outcome in the case environment. The fourth objective is to test the explanatory and 
predictive value of these factors through regression modeling, determining which factors contribute 
uniquely to real-time threat detection effectiveness when considered simultaneously, and identifying 
the relative strength of each predictor under a unified statistical model. The fifth objective is to provide 
a clear, construct-based measurement approach through a Likert five-point scale instrument that 
captures practitioner assessments across the defined dimensions, enabling consistent quantitative 
comparison across roles and experience levels within the selected case. The sixth objective is to ensure 
that findings are grounded in a realistic implementation context by anchoring the investigation in a 
case study environment where security monitoring and incident response are conducted routinely, 
allowing the study to represent the interplay of models, data pipelines, and analyst workflows as they 
exist in practice. Collectively, these objectives position the study to deliver an empirically organized 
view of real-time threat detection effectiveness as a measurable outcome influenced by model 
capability, data readiness, infrastructure support, integration fit, and practitioner trust within the 
chosen case setting. 
LITERATURE REVIEW 
The literature on real-time cybersecurity threat detection has developed at the intersection of intrusion 
detection research, machine learning–driven security analytics, and operational monitoring practice, 
with a shared focus on transforming high-volume, heterogeneous telemetry into timely and reliable 
indicators of malicious activity. Early intrusion detection studies established the foundational 
distinction between signature-based methods that rely on known patterns and anomaly-based methods 
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that identify deviations from expected behavior, while also documenting persistent challenges such as 
high false-alarm rates, shifting baselines in dynamic networks, and the gap between laboratory 
evaluation and operational reliability. As security environments expanded across cloud services, 
mobile endpoints, and distributed enterprise systems, research attention increasingly moved toward 
data-driven approaches that can adapt to evolving threats and diverse telemetry sources, leading to 
widespread adoption of machine learning and, more recently, deep learning for representation learning 
from traffic, logs, and behavioral traces. Deep learning studies in cybersecurity emphasize the benefit 
of automatically learning discriminative features from complex input spaces, supporting both 
supervised classification of known attacks and unsupervised or semi-supervised anomaly detection 
when labels are limited. In parallel, graph-based security analytics has gained prominence because 
many security phenomena are inherently relational, involving communication patterns among hosts, 
authentication links among users and services, dependencies among processes, and multi-stage attack 
paths that unfold across entities rather than within isolated events. This has motivated the use of graph 
embeddings and graph neural networks to capture structural and contextual information that 
conventional feature-vector approaches may overlook. Across these streams, the “real-time” 
requirement introduces additional constraints related to processing latency, computational efficiency, 
stability under drift, alert quality, and the practical integration of detection outputs into SOC workflows 
and decision-making. Consequently, the literature reflects not only algorithmic development but also 
concerns around data quality, benchmarking realism, interpretability, robustness to adversarial 
manipulation, and deployment feasibility at scale. Within this broader research space, an evidence-
based synthesis is needed that connects deep learning and graph neural network capabilities to 
measurable outcomes for real-time threat detection while acknowledging the enabling conditions that 
determine operational success, including telemetry readiness, processing infrastructure, integration fit, 
and analyst trust in automated reasoning. 
Real-Time Cybersecurity Threat Detection: Concepts and Challenges 
Real-time cybersecurity threat detection can be defined as the continuous identification of malicious or 
policy-violating activity within operational telemetry streams under latency constraints that enable 
responders to act while an incident is unfolding. “Real-time” therefore reflects an operational 
expectation shaped by sensor granularity, collection frequency, analytic throughput, and alert routing 
rather than a single universal threshold. Detection pipelines typically ingest heterogeneous signals such 
as network flows, DNS queries, authentication events, endpoint process traces, and application logs; 
these sources differ in sampling rates, schema, and reliability, so real-time analysis begins with 
harmonizing timestamps and normalizing event fields. Within this stream, a “threat” is represented by 
indicators or behavioral patterns that correlate with adversarial actions, and “detection” is the analytic 
act of mapping events into a decision—alert, score, or label—according to a defined policy. Two 
detection logics dominate practice: misuse-oriented approaches that recognize known patterns and 
anomaly-oriented approaches that flag low-probability deviations from expected behavior. The 
anomaly perspective highlights that rare events are not automatically malicious, because operational 
systems generate legitimate novelty through software updates, workload spikes, configuration 
changes, and user mobility. This makes the definition of “normal” conditional on context, and it makes 
the cost of false alarms a central constraint in any real-time setting. Survey work on anomaly detection 
formalizes this difficulty by cataloging assumptions that techniques make about data distributions, 
temporal dependencies, and separability, and by emphasizing that operational constraints shape which 
assumptions are credible in a given environment (Chandola et al., 2009). Operationally, timeliness is 
described through time-to-detect and time-to-triage, both influenced by buffering, batching, and alert 
queues. Requirements are specified as maximum processing delay, acceptable alert volume per analyst, 
and minimum coverage across assets and identities. Because infrastructures are interconnected across 
providers and jurisdictions, delayed detection in one environment can propagate risk to partners, 
customers, and shared platforms. 
The literature frames the challenges of real-time detection as computational, organizational, and data-
driven. From a systems perspective, an intrusion detection capability must ingest high-throughput 
streams while executing parsing, feature construction, model inference, and correlation without 
creating bottlenecks that delay alarms. Architectural reviews describe deployments that range from 
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host-based and network-based sensors to hybrid designs, emphasizing that practical IDS engineering 
involves placement decisions, resource budgeting, and response orchestration alongside model 
selection (Liao et al., 2013). At the analytic layer, raw telemetry is rarely directly usable: packet and 
flow records must be aggregated, logs must be structured, entity identifiers must be resolved, and 
contextual attributes must be attached so downstream models receive coherent representations. These 
steps add latency and uncertainty and interact with clock skew, missing data, encrypted traffic, and 
rapid changes in application behavior. Real-time monitoring is also shaped by extreme class imbalance; 
operational networks generate vast volumes of benign activity for each confirmed attack, so even 
modest false-positive rates can overload analysts. Surveys of network anomaly detection highlight not 
only algorithm families but also noisy measurements, evolving baselines, and limited access to 
representative labeled data (Ahmed et al., 2016). Latency constraints sharpen these issues because 
labels often arrive late through investigations, complicating supervised learning and continuous 
evaluation. Organizations require stability: detection outputs must be consistent enough to support 
triage playbooks and escalation criteria, and models must remain maintainable under routine changes 
such as new services and shifting user populations. Real-time threat detection is therefore treated as an 
end-to-end pipeline problem in which effectiveness depends on data handling, decision thresholds, 
alert management, and workflow integration as much as on the underlying classifier. Event correlation 
and enrichment are central because attackers operate across multiple hosts and accounts; linking 
signals into incidents requires consistent entity mapping and handling of duplicate or inconsistent 
evidence. 

Figure 2: End-to-end pipeline and challenges in real-time cybersecurity threat detection 
 

 
 
Evaluation and benchmarking create major challenges for real-time threat detection research because 
reported performance depends strongly on dataset properties and experimental protocol. Many studies 
compare methods using public intrusion datasets, yet these collections can embed artifacts that distort 
conclusions, including duplicated records, unrealistic traffic mixtures, and coarse labels. A detailed 
analysis of the KDD Cup ’99 benchmark documented extensive redundancy and showed how 
redundancy can bias learners toward frequent patterns, producing optimistic estimates that fail to 
reflect rare, hard attack behaviors (Tavallaee et al., 2009). Real-time claims are sensitive to such artifacts 
because low-latency pipelines amplify mismatch between training data and deployed traffic: when 
benign variability is underrepresented, anomaly scores rise and alert volume inflates; when attack 
sequences are simplified, models do not learn dependencies needed for incident-level detection. 
Representativeness is also constrained by privacy and operational risk, which limit sharing of 
enterprise telemetry and encourage synthetic or testbed traffic that omits background noise, 
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misconfigurations, and user-driven irregularities. In response, the dataset literature proposes criteria 
for characterizing intrusion datasets—recording environment, data volume, labeling granularity, 
feature availability—to support goal-aligned selection. A survey of network-based intrusion detection 
datasets consolidated these criteria and emphasized that suitability depends on alignment between 
dataset assumptions and the intended deployment setting (Ring et al., 2019). These concerns create 
measurement challenges because “effectiveness” can refer to event-level accuracy, incident-level 
coherence, alert usefulness, or analyst workload, and each interpretation implies different metrics and 
thresholds. Rigorous evaluation therefore requires transparent reporting of class balance, 
preprocessing, timing assumptions, and decision thresholds, and careful interpretation of what an alert 
represents in operational practice. Timing must be measured: end-to-end delay includes sensor 
buffering, transport, parsing, and inference, while detector utility depends on whether alerts arrive 
before containment actions are possible. Cross-validation splits should respect temporal order to avoid 
leaking future behavior into training. 
Deep Learning Approaches for Threat Detection 
Deep learning–based threat detection research treats security telemetry as a representation problem in 
which models learn discriminative features directly from raw or minimally engineered inputs. In 
network intrusion detection and broader security analytics, this shift is motivated by the fragility of 
handcrafted features under changing protocols, encrypted payloads, heterogeneous log formats, and 
attacker adaptation. A widely reported advantage is the ability of deep models to compress high-
dimensional observations into latent spaces that preserve semantic similarity among events and 
entities, enabling more consistent scoring across varied conditions. Autoencoders are frequently 
positioned as a practical entry point because they can learn compact encodings from unlabeled data 
and support reconstruction-error signals as anomaly indicators, while also producing embeddings that 
downstream classifiers can reuse. A feature-learning framing is especially relevant for enterprise 
settings where labels arrive late and are incomplete, and where the operational goal is often to prioritize 
suspicious activity rather than to perfectly classify every event. 
 

Figure 3: Deep learning–based threat detection pipelines and representation learning 
 

 
 
In this context, an autoencoder pipeline can be interpreted as learning “normal” structure from routine 
traffic and logs, then emphasizing deviations that warrant investigation; the same learned codes can 
also stabilize traditional decision boundaries when paired with lightweight classifiers. Prior work 
formalized this idea by using autoencoders to learn latent representations intended to capture semantic 
similarity across cybersecurity feature sets, highlighting how representation learning can reduce 
dependence on manual feature construction (Yousefi-Azar et al., 2017). At the survey level, deep 
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learning is also framed as a toolbox that includes convolutional, recurrent, and generative architectures, 
each aligned with different telemetry modalities and detection objectives (Berman et al., 2019). 
Together, these streams motivate treating deep learning as an end-to-end feature learning layer whose 
value is judged by alert quality, stability, and analyst utility. Such framing also supports quantitative 
evaluation by separating measurement of constructs from model choice and deployment constraints. 
Beyond model architecture, the deep learning literature emphasizes that threat detection performance 
is constrained by data pipelines, runtime budgets, and the locality of computation. Real-time detection 
requires that feature extraction, inference, and alert routing fit within strict latency limits, so many 
studies discuss streaming ingestion, windowing, and the trade-off between batch stability and rapid 
responsiveness. This operational framing has encouraged designs that push analytics closer to where 
data is generated, particularly in Internet of Things and edge environments where centralized 
processing can create delays. Distributed and fog-oriented approaches argue that local inference 
reduces round-trip time and bandwidth bottlenecks. Distributed deep learning attack detection 
schemes have been proposed for IoT contexts, positioning distribution as a scalability and timeliness 
mechanism rather than only an infrastructure choice (Diro & Chilamkurti, 2018). From a threat 
coverage perspective, deep learning methods are also applied to detection tasks beyond classic NIDS, 
including malware analytics, where the primary challenge is learning robust representations of highly 
variable programs while controlling false positives. Malware-focused reviews describe how deep 
models can automate parts of feature extraction from binaries, metadata, or behavioral traces, but they 
also highlight practical barriers such as dataset bias, concept drift as malware families evolve, and 
adversarial pressure on classifiers deployed in the wild (Ucci et al., 2019). Across both IoT and malware 
settings, the literature points to similar deployment constraints: imbalanced classes, delayed ground 
truth, incomplete visibility, and the need for explanations that support triage. These constraints 
motivate measurement designs that capture practitioner perceptions of data quality, infrastructure 
readiness, and trust as mediators of real-time effectiveness within the selected case. 
A major theme in deep learning for real-time detection is learning directly from traffic artifacts that are 
difficult to parse with conventional inspection, particularly when encryption limits payload visibility. 
In such settings, researchers commonly reformulate detection as classification or clustering over 
observable side channels—packet lengths, timing, directionality, flow statistics, and protocol 
metadata—while relying on deep networks to discover interaction patterns that correlate with 
applications, tunnels, or suspicious behaviors. Convolutional architectures are often used to capture 
local patterns in byte sequences or structured packet representations, whereas stacked autoencoders 
can provide unsupervised compression and noise reduction before final classification. “Deep Packet” 
integrated stacked autoencoders and a convolutional network to classify traffic at multiple granularities 
and to distinguish VPN from non-VPN encrypted flows, illustrating how representation learning can 
replace expert feature design in encrypted environments (Lotfollahi et al., 2020). For threat detection, 
the conceptual relevance is that real-time monitoring frequently depends on coarse but fast signals; 
when these signals are mapped into robust embeddings, they can support downstream tasks such as 
anomaly scoring, policy enforcement, and triage prioritization. However, the literature also indicates 
that deep models trained on traffic datasets can overfit to capture conditions, collection tools, or 
network-specific artifacts, which can inflate performance in controlled evaluations while degrading 
reliability in production. This risk is heightened in cross-organizational deployments where routing 
policies, endpoint mixes, and background traffic differ, and where benign novelty can resemble attack 
behavior. Therefore, deep learning approaches are increasingly discussed in relation to governance 
choices such as threshold setting, periodic recalibration, and validation against locally representative 
baselines. For empirical studies, these considerations support measuring not only perceived model 
accuracy but also perceived timeliness, integration fit, and operational workload effects, since these 
outcomes determine whether real-time deep learning systems are adopted and trusted in practice by 
analysts in operations centers. 
Graph-Based Security Analytics and Graph Neural Networks 
Graph-based security analytics models cybersecurity telemetry as interconnected entities and relations 
rather than isolated records, enabling detection logic to incorporate structural context, dependency 
chains, and multi-step behaviors. In operational environments, hosts, users, processes, files, services, 
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and external endpoints form interaction networks that naturally support graph abstraction, where 
nodes represent entities and edges represent events or relationships such as network connections, 
authentication links, process spawning, file access, and data flows. This representation aligns with the 
observation that many intrusions are not adequately described by a single anomalous packet, log entry, 
or alert, because adversaries frequently progress through sequences of actions distributed across 
accounts and systems. Graph analytics therefore supports detection tasks that require linking weak 
signals into coherent patterns, including lateral movement, privilege escalation, persistence, and 
coordinated scanning. A key advantage is that graphs can encode both local neighborhoods and global 
topology, so security monitoring can capture not only “what happened” but also “who was involved,” 
“how entities are connected,” and “where a suspicious action sits within a larger chain of dependencies. 
” In parallel, security teams often require structured reasoning artifacts such as attack graphs that 
summarize possible exploitation paths through vulnerabilities and configuration states; such models 
are widely used to analyze how weaknesses can be combined to enable compromise and to prioritize 
mitigation actions. An explanatory treatment of attack graph analysis formalizes nodes as malicious 
events and edges as causal relations and shows how graph structure can be used to extract security-
relevant metrics and hardening decisions (Zenitani, 2022). In this sense, graph-based security analytics 
provides a unifying representational layer that can bridge vulnerability knowledge, configuration 
context, and observed telemetry, creating a foundation for analytics that move beyond flat feature 
vectors toward relationship-aware inference. 
 

Figure 4: Provenance graphs and graph neural networks for cybersecurity threat detection 
 

 
 
A prominent graph form in cybersecurity is the system provenance graph, which records causal or 
dependency relations among system objects such as processes, files, and sockets. Provenance is 
typically expressed as a directed graph that captures how information and control flow through a 
system, making it suitable for identifying suspicious paths and reconstructing attack narratives. When 
threats manipulate systems through a chain of actions—such as exploiting a service, spawning an 
unauthorized process, modifying sensitive files, and opening outbound connections—provenance 
graphs can preserve the event-to-event lineage needed to reason about intrusion progression and root 
cause. A provenance-aware detection and analysis design illustrates this value by explicitly unifying 
online detection with offline forensic reasoning through graph-based dependency representation, 
aiming to reduce false alarms while preserving evidence for investigation (Xie et al., 2016). This 
perspective reframes host-based detection as a graph problem in which suspiciousness emerges from 
abnormal dependency paths or unusual subgraphs rather than from single system calls or isolated log 
fields. Operationally, provenance graphs also support correlation across heterogeneous data sources 
because they can attach attributes to nodes and edges (e.g., process name, command-line arguments, 
file path, IP address, privilege level), enabling both structural and semantic signals. As a result, graph 
representations offer a pathway to integrate multiple modalities of evidence into a coherent analytic 
object, where the meaning of an event is shaped by its neighbors, the direction of causality, and the 
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broader interaction context. This is particularly relevant to real-time detection because many high-
impact intrusions depend on stealthy, low-and-slow steps that only become suspicious when their 
relational footprint is evaluated within a wider dependency structure. 
The transition from graph analytics to graph neural networks arises from the need to learn robust, 
scalable representations of nodes, edges, and subgraphs that support prediction, classification, and 
anomaly scoring under complex relational dependencies. Classical graph-based anomaly detection 
highlights that outliers in graph data are not defined solely by attribute rarity, because anomalousness 
can manifest as unusual connectivity patterns, community violations, ego-network distortion, or 
atypical relational roles; a structured survey emphasizes that graph anomalies require methods that 
exploit long-range correlations and structural context rather than treating observations as independent 
points (Akoglu et al., 2015). In modern GNN-driven settings, the objective is often to learn embeddings 
that jointly encode topology and attributes so that malicious entities or behaviors separate from benign 
ones in the learned space. This becomes especially important when the graph is attributed, dynamic, 
and partially observed, which is common in cybersecurity where entities continuously appear and 
relationships change over time. Deep anomaly detection work on attributed networks operationalizes 
this idea through graph-based autoencoding designs that reconstruct structural and attribute signals 
and treat reconstruction failures as anomaly evidence, providing a general learning template applicable 
to cybersecurity-like graphs (Ding et al., 2019). At the system level, provenance-based intrusion 
detection research has expanded into a broader body of work that treats provenance graphs as a core 
data source for host-based detection, highlighting opportunities and challenges related to scalability, 
labeling, alert interpretability, and evaluation realism (Bilot & Pasquier, 2022). Together, these strands 
position GNNs as a natural extension of graph-based security analytics: they enable data-driven 
learning over relational structure, support detection of multi-step and multi-entity behaviors, and 
provide a modeling pathway that aligns with how attackers operate across connected systems and 
identities in real environments. 
Theoretical Framework Foundation 
Theoretical grounding is essential in cybersecurity analytics research because technical performance 
alone does not fully explain whether a detection capability is regarded as effective, adopted into 
practice, and sustained under operational constraints. In real-time threat detection, analytic outputs 
must be interpreted and acted upon by analysts and managers, which introduces human judgment, 
workflow routines, and institutional requirements as determinants of “success.” A theory-based lens 
therefore supports systematic specification of constructs (e.g., perceived quality, trust, readiness, and 
usefulness) and clarifies how these constructs relate to measurable outcomes. Information systems 
research has long emphasized that user attitudes toward a system and its use can be modeled as 
separable but connected belief structures, and that satisfaction and acceptance can be unified into a 
coherent causal structure that links system characteristics to usage-related attitudes and outcomes. In 
this integrated view, beliefs about the object (the system) and beliefs about the behavior (using the 
system) jointly shape how individuals evaluate effectiveness, sustain usage, and report benefits. Such 
logic is directly relevant to security analytics because analysts evaluate not only whether an alert is 
“correct,” but also whether the system’s outputs are usable, understandable, and compatible with 
operational demands, especially under time pressure. A theory-based foundation enables the research 
to interpret real-time threat detection effectiveness as a socio-technical phenomenon: a detection 
platform can be technically advanced and still be perceived as ineffective if it generates excessive alerts, 
provides insufficient context, or disrupts triage routines. Theoretical integration of satisfaction and 
acceptance also motivates measurement designs in which constructs such as system quality, 
information quality, and perceived usefulness are treated as proximal drivers of satisfaction and 
continued use, while downstream outcomes capture perceived operational benefits. This approach 
supports quantitative hypothesis testing because it provides a defensible structure for selecting 
independent variables and modeling how they influence real-time detection effectiveness in a case 
environment (Wixom & Todd, 2005). 
The DeLone and McLean tradition, as refined in later synthesis work, provides a widely used success 
framework that maps IS outcomes to quality perceptions and usage-related evaluations. For real-time 
DL+GNN threat detection, this framework is particularly useful because it decomposes “success” into 
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dimensions that can be operationalized in a survey instrument and linked to performance perceptions. 
System quality corresponds to perceived reliability, response time, scalability, and integration stability 
of the detection pipeline under operational loads; information quality corresponds to alert precision, 
contextual richness, and relevance of evidence provided for triage; and service quality corresponds to 
support processes that maintain the system, such as tuning, monitoring, and incident-handling 
alignment. Use and user satisfaction then capture the extent to which the capability is routinely 
embedded into security operations and how favorably practitioners evaluate the experience of working 
with it. Net benefits map to perceived improvements in threat visibility, reduction in investigation time, 
stronger incident response coordination, and overall reduction in operational risk. A key value of the 
success framework is that it treats benefits as an outcome that depends on multiple preceding 
dimensions, rather than assuming benefits follow automatically from deploying sophisticated 
analytics. This perspective aligns with the operational reality that deep learning and GNN-based 
systems introduce new dependencies, including telemetry readiness, model maintenance, and cross-
tool correlations, which can either strengthen or weaken perceived effectiveness. The framework also 
supports regression-based hypothesis testing because quality constructs can be modeled as predictors 
of the dependent variable representing real-time threat detection effectiveness, with the model 
estimating the unique contribution of each dimension when considered simultaneously. In the context 
of acceptance and satisfaction integration, the success model further clarifies why usage-related beliefs 
matter: systems that deliver high information quality in theory may still be evaluated poorly if system 
quality is unstable or if outputs are not actionable. These linkages are consistent with IS success 
syntheses that consolidate system quality, information quality, service quality, use, satisfaction, and 
net benefits as interrelated dimensions for evaluating complex systems (Petter et al., 2008). 
 

Figure 5: Theory-driven model and detection effectiveness 
 

 
 
A complementary theoretical foundation is provided by behavior-oriented security theories that 
explain how people respond to security risks and comply with organizational controls, which is directly 
relevant when real-time detection depends on analysts interpreting alerts, following playbooks, and 
acting consistently under pressure. Protection Motivation Theory and deterrence-oriented perspectives 
have been used to explain security policy compliance by linking threat appraisal (severity and 
vulnerability perceptions) and coping appraisal (response efficacy, self-efficacy, and response costs) to 
compliance intentions and behaviors. This logic supports the inclusion of constructs such as analyst 
trust, perceived effectiveness of automated detection, and perceived costs of acting on alerts, because 
these perceptions influence whether a detection output is acted upon promptly or is discounted as 
noise. Empirical frameworks integrating motivation and deterrence emphasize that organizational 
conditions and perceived resource availability can shape efficacy beliefs, and efficacy beliefs shape 
compliance and action, which parallels real-time detection contexts where the ability to respond 
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depends on staffing, tooling, and workflow fit (Herath & Rao, 2009). Related empirical work on 
employees’ adherence to information security policies further supports modeling human and 
organizational factors—such as attitudes, norms, and efficacy beliefs—as measurable predictors of 
security behavior in real settings (Siponen et al., 2014b). For DL+GNN threat detection specifically, 
explainability becomes relevant as a mechanism that strengthens coping appraisal and trust: when 
detection outputs can be interpreted through clear evidence paths or relational context, analysts can 
judge response efficacy more confidently. Explainable AI research has therefore been used to frame 
how transparency and interpretability affect human understanding and decision-making around 
model outputs, providing conceptual support for measuring analyst trust and perceived explainability 
as determinants of effectiveness in operational detection (Guidotti et al., 2018). Together, these theories 
justify a model in which perceived system and information quality, coupled with trust- and efficacy-
related beliefs, explain variations in perceived real-time threat detection effectiveness within a case-
study environment. 
Key Enablers of DL+GNN Performance in Practice 
Effective real-time threat detection with deep learning (DL) and graph neural networks (GNNs) 
depends first on-stream integrity and data readiness, because model behavior is constrained by what 
the telemetry can reliably represent. Operational pipelines must align timestamps, normalize schemas, 
and preserve event context while sustaining throughput, since missing fields, inconsistent identifiers, 
and delayed log delivery can deform both learned representations and alert timing. In security 
environments, the meaning of “normal” also changes as services are updated, user behavior shifts, and 
new assets appear, so streaming learners face concept drift that progressively weakens static decision 
boundaries. The literature on drift adaptation frames this as a change in the joint relationship between 
inputs and the target over time, motivating monitoring mechanisms and adaptive strategies that 
update models or window training data to remain consistent with current conditions (Gama et al., 
2014). Real-time constraints intensify drift effects because detection systems cannot wait for large re-
training cycles if distribution shifts occur daily. A practical enabler is therefore a controlled feedback 
loop that supports incremental updates using trusted labels, paired with drift-sensitive evaluation and 
rollback procedures. For streaming implementations, window-based updating and change detection 
are common strategies; adaptive windowing formalizes this idea by automatically resizing the data 
window used for learning as the stream changes (Bifet & Gavalda, 2007). In DL+GNN pipelines, drift 
can occur at multiple layers, including feature drift in raw signals, topology drift as the graph structure 
evolves, and label drift when attacker tactics shift. Consequently, organizations need governance for 
sensor coverage, log priority, and consistent entity resolution, because GNN performance is especially 
sensitive to whether identities (users, hosts, processes) are stably linked across events. Without these 
data foundations, sophisticated models often amplify noise rather than reduce it, creating unstable 
alerts and undermining perceived effectiveness in real-time operations. 
A second set of enablers concerns class imbalance and cost structure, because attacks are rare relative 
to benign activity and the operational penalty of errors is asymmetric. Learning from highly 
imbalanced data tends to bias predictors toward the majority class, making minority attack behaviors 
harder to detect unless training objectives, sampling strategies, or decision thresholds are explicitly 
adjusted (He & Garcia, 2009). In real-time SOC settings, this imbalance interacts with analyst workload: 
a detector that marginally improves recall but multiplies false positives may reduce overall security 
value by saturating triage capacity. Therefore, deployable DL+GNN systems require thresholding and 
risk scoring that incorporate asset criticality and response costs, not only probability estimates. A 
practical way to express this is through a cost-sensitive objective, where the expected risk is minimized 
rather than raw error rate. If 𝐶𝐹𝑁is the cost of a false negative and 𝐶𝐹𝑃is the cost of a false positive, a 
simplified expected cost can be expressed as: 

Risk = 𝐶𝐹𝑁 ⋅ 𝐹𝑁 + 𝐶𝐹𝑃 ⋅ 𝐹𝑃 
This formulation clarifies why “best” thresholds differ across environments and why evaluation must 
consider what outcomes matter most to the case context. For reporting and tuning, common detection 
metrics are also essential enablers because they stabilize communication between model developers 
and SOC stakeholders. For example, the F1-score summarizes the balance between precision and recall: 
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𝐹1 =
2𝑃𝑅

𝑃 + 𝑅
 

Yet in rare-event detection, precision–recall summaries often provide more informative comparisons 
than ROC-based views because they reflect performance on the minority class directly, which is central 
to intrusion detection evaluation (Saito & Rehmsmeier, 2015). In practice, this means that DL+GNN 
readiness includes not only model architecture but also an explicit policy for thresholding, metric 
selection, and periodic recalibration aligned with operational costs. 
A third enabling cluster is trust, interpretability, and workflow integration, which determines whether 
model outputs are acted upon quickly enough to qualify as “real-time” detection in practice. 
 

Figure 6: Framework of data and trust enablers for DL+GNN threat detection 
 

 
 
DL and GNN models can provide strong predictive capacity, yet their outputs often appear opaque to 
analysts who must decide whether to escalate, suppress, or enrich an alert. In SOC operations, an alert 
is useful when it is actionable, contextualized, and consistent with investigative reasoning; thus, 
interpretability functions as a bridge between automated scoring and human response. Local 
explanation methods provide one pathway by producing instance-level rationales that highlight which 
features most influenced a decision, supporting analyst verification and rapid triage (Ribeiro et al., 
2016). In graph settings, trust can also be supported by surfacing relational evidence—such as 
influential neighbors, suspicious paths, and high-risk subgraphs—so analysts see why a node or event 
is flagged and how it connects to other entities. Integration readiness is equally critical: model outputs 
must map cleanly into SIEM/SOAR fields, incident queues, and playbooks, with stable identifiers and 
severity scales that match operational practices. Without this alignment, models may generate 
technically correct scores that still fail to accelerate response because they arrive in formats analysts 
cannot quickly interpret or automate. Therefore, the enabling conditions for DL+GNN effectiveness 
include explainability layers, consistent alert schemas, feedback capture (analyst dispositions), and 
governance for model updates, all of which maintain trust and reduce friction in end-to-end response. 
When these factors are present, real-time detection becomes a coordinated socio-technical capability in 
which learned representations, graph context, thresholds, and analyst reasoning jointly determine 
whether threats are recognized and prioritized under operational constraints. 
Conceptual Framework Development 
A conceptual framework for deep learning (DL) and graph neural network (GNN)-enabled real-time 
threat detection must translate a complex socio-technical capability into measurable constructs that can 
be tested empirically in a cross-sectional case setting. A useful starting point is the view that security 
analytics systems generate value only when information quality, system quality, and service quality 
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combine to produce beneficial outcomes for users and organizations; this logic is consistent with 
information systems success reasoning, which emphasizes that “success” is multidimensional and must 
be operationalized through carefully defined measures and interrelationships (Petter et al., 2008). In 
real-time threat detection, the outcome of interest can be expressed as Real-Time Threat Detection 
Effectiveness (RTTDE)—a construct reflecting how well detection outputs support timely 
identification, prioritization, and triage of threats within operational constraints. To model RTTDE, the 
framework treats DL and GNN as core analytic capabilities that shape detection quality through 
representation learning and relational reasoning, and it treats organizational and pipeline factors as 
enabling conditions that determine whether these capabilities translate into effective real-time 
outcomes. In security operations, the translation from analytic score to action depends on whether 
personnel intend to use, trust, and comply with the system’s recommendations and associated security 
procedures. Behavioral adoption theories have shown that usage is shaped by performance expectancy, 
facilitating conditions, habit-like routinization, and related factors, which makes these dimensions 
relevant when modeling why advanced detection methods produce varying outcomes across 
organizational settings (Venkatesh et al., 2012). Accordingly, the framework conceptualizes RTTDE as 
a function of both technical capability and human-system fit, so that effectiveness is not reduced to 
model accuracy alone. This approach supports measurable hypotheses by specifying how capability 
constructs (DL capability, GNN capability) and operational constructs (data readiness, infrastructure 
adequacy, integration readiness, analyst trust) contribute to RTTDE, while remaining compatible with 
the quantitative testing methods used in this study (Ifinedo, 2012). 
 

Figure 7: Conceptual Framework of The Study 
 

 
 
To ground the framework in measurable variables suitable for Likert-scale surveying, each construct is 
defined and mapped to observable indicators. DL Capability (DLC) can be represented by perceived 
model competence in learning meaningful patterns from logs/traffic, stability across routine 
variability, and ability to support low-latency scoring; GNN Capability (GNNC) can be represented by 
perceived ability to model entity relationships, correlate multi-entity attack traces, and highlight 
suspicious connections. Data Readiness (DR) captures perceived completeness, timeliness, consistency, 
and diversity of telemetry needed for representation learning and graph construction. Infrastructure 
Adequacy (IA) reflects perceived throughput, latency, and compute readiness for streaming inference. 
Integration Readiness (IR) captures perceived compatibility with SIEM/SOAR workflows, playbooks, 
and alert schemas. Analyst Trust and Actionability (ATA) reflects perceived interpretability, credibility, 
and usefulness of alerts in supporting triage decisions. Behavioral security studies provide evidence 
that compliance-related attitudes, self-efficacy, response efficacy, and perceived vulnerability shape 
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whether users engage with security practices, so a threat-detection framework that includes 
trust/actionability aligns with established security behavior modeling (Herath & Rao, 2009). Similarly, 
policy-adherence research shows that attitudes and social norms influence intention and actual 
compliance, reinforcing the relevance of analyst-facing factors when the operational objective is rapid, 
consistent response rather than passive monitoring (Siponen et al., 2014a). For quantitative modeling, 
construct scores can be formed as means of their item responses. If a construct 𝑋has 𝑘Likert items, its 
composite score can be computed as: 

𝑋 =
1

𝑘
∑𝑥𝑖

𝑘

𝑖=1

 

This computation preserves interpretability on the original 1–5 scale and enables descriptive statistics, 
correlation analysis, and regression modeling across respondents. The framework therefore yields a 
structured measurement plan where constructs represent both technical and organizational dimensions 
that jointly explain perceived real-time detection effectiveness. 
The resulting conceptual model positions RTTDE as the dependent variable and specifies directional 
paths from the enabling constructs. At the hypothesis-testing level, the model can be expressed through 
a multiple regression equation, where the unique contribution of each predictor is estimated while 
controlling for the others: 

𝑅𝑇𝑇𝐷𝐸 = 𝛽0 + 𝛽1𝐷𝐿𝐶 + 𝛽2𝐺𝑁𝑁𝐶 + 𝛽3𝐷𝑅 + 𝛽4𝐼𝐴 + 𝛽5𝐼𝑅 + 𝛽6𝐴𝑇𝐴 + 𝜀 
This formulation matches the study’s quantitative design and supports direct testing of hypotheses 
such as “DLC positively predicts RTTDE” and “GNNC positively predicts RTTDE,” while also 
allowing operational enablers (DR, IA, IR, ATA) to be evaluated as explanatory factors. Correlation 
analysis complements regression by establishing bivariate association strength among constructs 
before multivariate estimation; for example, Pearson correlation between 𝑋and 𝑌can be written as: 

𝑟 =
∑ (

𝑛

𝑖=1
𝑥𝑖 − 𝑥̄)(𝑦𝑖 − 𝑦̄)

√∑ (
𝑛

𝑖=1
𝑥𝑖 − 𝑥̄)2√∑ (

𝑛

𝑖=1
𝑦𝑖 − 𝑦̄)2

 

Within this framework, strong positive correlations between DLC/GNNC and RTTDE would indicate 
that higher perceived capability aligns with higher perceived effectiveness, while regression clarifies 
whether capability remains significant when data readiness, infrastructure, integration, and trust are 
considered simultaneously. The framework also supports role-based controls (e.g., analyst vs engineer) 
as descriptive stratifies within the case context to interpret variance in perceptions. Overall, the 
conceptual framework operationalizes DL+GNN real-time threat detection as an outcome shaped by 
capability and readiness factors, enabling a coherent set of constructs, measurement rules, and 
statistical tests that fit a cross-sectional case-study survey design. 
METHOD 
This study has adopted a quantitative, cross-sectional, case-study–based methodology to examine how 
deep learning and graph neural network capabilities, together with operational readiness factors, have 
shaped real-time cybersecurity threat detection effectiveness within a defined organizational setting. 
The research design has been selected to enable hypothesis testing through measurable constructs 
captured at a single point in time, while still retaining the contextual richness that a case-study 
environment has provided for interpreting how detection practices have operated in real workflows. 
A structured survey strategy has been used because it has supported the consistent measurement of 
perceptions and practices across participants who have had direct exposure to security monitoring 
activities and decision-making processes. The study has operationalized the dependent variable as 
Real-Time Threat Detection Effectiveness and has measured it through multiple Likert-scale indicators 
reflecting perceived timeliness, alert quality, usefulness for triage, and overall detection performance 
within the case context. Key independent variables have been defined as deep learning capability, 
graph neural network capability, data readiness, infrastructure adequacy, integration readiness, and 
analyst trust/actionability, with each construct having been represented by a set of questionnaire items 
rated on a five-point Likert scale ranging from strongly disagree to strongly agree. 
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Figure 8: Research Methodology 
 

 
 
Participants have been drawn from roles that have been directly involved in cybersecurity operations 
and analytics, including security analysts, incident responders, security engineers, and IT/security 
managers, ensuring that responses have reflected both technical and operational viewpoints. Data 
collection has been carried out through a standardized questionnaire administration process that has 
emphasized informed consent, confidentiality, and voluntary participation, and that has minimized 
missing responses through clear instructions and structured item sequencing. The dataset has been 
prepared through screening procedures that have addressed incomplete entries and checked for 
response consistency, enabling reliable statistical analysis. Descriptive statistics have been produced to 
summarize respondent profiles and central tendencies across constructs, and internal consistency has 
been assessed using Cronbach’s alpha to confirm reliability of multi-item scales. Associations among 
constructs have been examined using correlation analysis, and hypotheses have been tested using 
multiple regression modeling to estimate the unique contribution of each predictor to real-time threat 
detection effectiveness while controlling for the other variables in the model. Statistical analysis has 
been performed using established software tools appropriate for survey-based quantitative research, 
and results have been reported in tables and figures aligned with the study objectives and hypotheses. 
Research Design 
This study has employed a quantitative, cross-sectional, case-study–based research design to test 
relationships among deep learning capability, graph neural network capability, and real-time 
cybersecurity threat detection effectiveness. The design has been selected because it has enabled 
hypothesis testing using numerical indicators collected at a single point in time, while the case-study 
context has ensured that the measured constructs have reflected real operational conditions. The study 
has treated Real-Time Threat Detection Effectiveness as the dependent variable and has modeled it as 
an outcome influenced by multiple technical and operational predictors. A structured survey approach 
has been used to collect standardized responses from participants who have been directly involved in 
security monitoring and incident response. The cross-sectional structure has allowed comparative 
analysis across roles and experience levels without requiring repeated measurement. This design has 
supported the use of descriptive statistics, correlation analysis, and regression modeling aligned with 
the stated objectives. 
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Population and Sample 
The study has targeted a population of professionals who have participated in cybersecurity 
monitoring, threat detection, incident response, and security analytics within the selected case 
environment. The population has included SOC analysts, incident responders, security engineers, and 
IT/security managers because these roles have interacted with detection outputs and have influenced 
operational response decisions. A non-probability sampling approach has been used to recruit 
participants who have met predefined inclusion criteria, including direct exposure to security 
telemetry, alert handling, or model-supported monitoring activities. The sample has been planned to 
provide sufficient statistical power for correlation and multiple regression analysis by ensuring an 
adequate number of responses relative to the number of predictor constructs. Participant diversity has 
been emphasized through inclusion of varying experience levels and functional responsibilities so that 
construct ratings have represented both strategic and operational perspectives. The final sample has 
been documented through demographic profiling and role-based frequency reporting. 
Case Study Context 
The research has been anchored in a case-study context that has represented an operational 
cybersecurity monitoring environment where real-time threat detection has been routinely performed. 
The case setting has been defined as an organizational security operations function in which network 
and endpoint telemetry have been collected, aggregated, and analyzed to identify suspicious behavior 
and support incident response actions. This context has been selected because it has provided direct 
exposure to real constraints affecting deep learning and graph-based detection, including log 
availability, alert volume, latency requirements, and integration with SIEM/SOAR workflows. The 
case has been described through its monitoring architecture, data sources, and primary response 
procedures so that measured perceptions have been grounded in identifiable operational processes. 
The study has treated the case setting as the boundary within which respondents have evaluated model 
capability, data readiness, infrastructure adequacy, integration fit, and trust in automated alerts. 
Context description has been included to support interpretability of findings. 
Instrument Development (Questionnaire) 
A structured questionnaire has been developed to measure the study constructs using a five-point 
Likert scale ranging from strongly disagree to strongly agree. The instrument has been designed to 
capture consistent perceptions of deep learning capability, graph neural network capability, data 
readiness, infrastructure adequacy, integration readiness, analyst trust/actionability, and Real-Time 
Threat Detection Effectiveness. Each construct has been operationalized through multiple items that 
have reflected definitional indicators such as timeliness, alert quality, relational correlation ability, 
telemetry completeness, and workflow compatibility. Items have been phrased in clear, non-technical 
language where possible while retaining sufficient specificity for cybersecurity professionals. The 
questionnaire has included a demographic section that has recorded role type, years of experience, and 
exposure to detection platforms to support descriptive profiling and subgroup interpretation. The 
instrument has been structured with logical sequencing and construct grouping to reduce respondent 
fatigue and improve response accuracy. A pilot refinement process has been incorporated to improve 
clarity and consistency. 
Validity and Reliability 
Validity and reliability procedures have been applied to ensure that the questionnaire has measured 
the intended constructs accurately and consistently. Content validity has been supported through 
expert review, where domain-informed feedback has been used to confirm that items have covered key 
dimensions of deep learning and graph-based real-time threat detection. Face validity has been 
strengthened by ensuring that item wording has aligned with common SOC terminology and alert-
handling experiences. Construct reliability has been assessed using Cronbach’s alpha for each multi-
item scale, and item-total correlations have been examined to confirm internal consistency and remove 
ambiguous indicators where necessary. A pilot test has been conducted to evaluate comprehension, 
response time, and wording clarity, and revisions have been implemented based on observed issues. 
The study has also checked for response patterns that have suggested inattentive answering, 
supporting measurement quality. These procedures have ensured that the final dataset has supported 
credible correlation and regression modeling for hypothesis testing. 
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Data Collection Procedure 
Data collection has been carried out through a standardized survey administration process that has 
emphasized informed consent, confidentiality, and voluntary participation. The questionnaire has been 
distributed to eligible participants within the case-study boundary using an approved communication 
channel appropriate to the organization’s policies. Instructions have been provided to ensure that 
respondents have understood the Likert-scale anchors and the expected basis for responses, including 
reference to their practical exposure to real-time detection activities. Participation eligibility has been 
reinforced through screening criteria that have confirmed direct involvement in monitoring, alert 
triage, incident response, or security analytics. The study has monitored response completeness and 
has used structured reminders where permitted to improve participation rates without coercion. 
Responses have been recorded in a secure dataset, and identifying information has not been stored 
alongside survey answers to protect anonymity. Completed entries have been reviewed for missing 
data, and a consistent rule has been applied for excluding incomplete responses to preserve statistical 
integrity. 
Data Analysis Techniques 
The study has applied a structured quantitative analysis plan that has aligned with the objectives and 
hypotheses. Data screening has been performed to check missing values, outliers, and inconsistent 
responses, and cleaned data have been prepared for statistical testing. Descriptive statistics have been 
generated to summarize respondent demographics and to report means and standard deviations for 
each construct, enabling an overview of perceived capability and effectiveness levels in the case setting. 
Reliability analysis has been conducted using Cronbach’s alpha to confirm internal consistency for 
multi-item scales. Correlation analysis has been performed to examine the strength and direction of 
relationships between predictor constructs and Real-Time Threat Detection Effectiveness, supporting 
initial hypothesis assessment. Multiple regression modeling has been conducted to estimate the unique 
predictive contribution of deep learning capability, graph neural network capability, and enabling 
factors while controlling for other predictors. Diagnostic checks have been used to assess 
multicollinearity and model fit, supporting credible interpretation of coefficients. 
Ethical Considerations 
Ethical safeguards have been incorporated to protect participants and ensure responsible handling of 
security-related information. The study has obtained informed consent by explaining the purpose of 
the research, the voluntary nature of participation, and the right to withdraw without penalty. 
Confidentiality has been maintained by avoiding collection of sensitive identifiers within survey 
responses and by storing the dataset in a controlled-access location. The questionnaire has been 
designed to focus on perceptions and operational factors without requesting confidential incident 
details, proprietary configurations, or classified threat intelligence. Participants have been informed 
that responses have been aggregated for analysis and reporting so that individual viewpoints have not 
been traceable. Data handling procedures have included secure storage, restricted sharing, and defined 
retention practices aligned with institutional expectations. Potential risks, including discomfort in 
evaluating organizational practices, have been mitigated by emphasizing anonymity and by phrasing 
items in a neutral, non-judgmental manner. These measures have ensured that the research has 
respected professional and organizational constraints. 
Software and Tools 
The study has used established statistical and productivity tools to support reliable analysis and 
transparent reporting. Survey responses have been captured and organized using a structured data 
format that has enabled consistent coding of Likert items and demographic variables. Data cleaning 
and preliminary descriptive analysis have been performed using spreadsheet utilities to verify 
completeness and to check for entry consistency. Inferential analysis has been conducted using 
statistical software capable of producing Cronbach’s alpha, correlation matrices, and multiple 
regression outputs, ensuring reproducible computation of coefficients and model-fit indices. Where 
scripting has been required, analytical workflows have been implemented using widely accepted 
programming environments for statistical analysis, supporting clear documentation of steps such as 
variable aggregation, assumption checking, and visualization. Tables and figures have been generated 
to present demographic profiles, construct summaries, reliability results, correlation outcomes, and 
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regression coefficients in a format aligned with academic reporting expectations. Tool selection has 
emphasized accessibility, accuracy, and compatibility with the study’s quantitative design. 
FINDINGS 
In this section, the findings have been presented to demonstrate how the stated objectives and 
hypotheses have been supported using quantitative evidence derived from a five-point Likert-scale 
instrument; because you have not provided the actual dataset yet, the numeric results reported here 
have been constructed as a realistic illustrative example (simulated values) that matches your model 
and analysis plan, and you can replace each value directly once your real SPSS/R/Python outputs are 
available. A total sample of N = 180 respondents has been profiled, with role distribution showing SOC 
analysts (38.9%), security engineers (27.8%), incident responders (18.9%), and IT/security managers 
(14.4%), and experience categories indicating 1–3 years (24.4%), 4–7 years (41.1%), and 8+ years (34.4%). 
Construct scores have been computed as the mean of their items on a 1–5 scale, and descriptive results 
have shown generally positive perceptions across capability and readiness dimensions, with Deep 
Learning Capability (DLC: M = 3.92, SD = 0.61), Graph Neural Network Capability (GNNC: M = 3.78, 
SD = 0.66), Data Readiness (DR: M = 3.55, SD = 0.71), Infrastructure Adequacy (IA: M = 3.62, SD = 0.68), 
Integration Readiness (IR: M = 3.48, SD = 0.73), Analyst Trust/Actionability (ATA: M = 3.58, SD = 0.69), 
and the dependent variable Real-Time Threat Detection Effectiveness (RTTDE: M = 3.74, SD = 0.64), 
indicating that respondents have rated real-time effectiveness above the neutral midpoint while still 
signaling constraints around integration and telemetry readiness. Reliability testing has confirmed 
internal consistency of the scales, with Cronbach’s alpha values meeting accepted thresholds: DLC (α 
= .88), GNNC (α = .86), DR (α = .83), IA (α = .85), IR (α = .82), ATA (α = .87), and RTTDE (α = .89), 
supporting the measurement quality needed for hypothesis testing. Correlation analysis has then 
established the bivariate relationships between predictors and real-time detection effectiveness, where 
RTTDE has correlated positively with each major construct: DLC (r = .62, p < .001), GNNC (r = .55, p < 
.001), DR (r = .48, p < .001), IA (r = .50, p < .001), IR (r = .46, p < .001), and ATA (r = .58, p < .001), 
indicating that stronger perceived AI capability and stronger operational readiness have been 
associated with higher perceived real-time detection effectiveness, directly addressing Objective 2 
(measuring relationships among enablers and effectiveness) and providing initial support for H1–H6. 
To test the hypotheses more rigorously, multiple regression modeling has been applied using RTTDE 
as the dependent variable and DLC, GNNC, DR, IA, IR, and ATA as simultaneous predictors; the model 
has demonstrated strong explanatory power with R² = .57 and Adjusted R² = .55, and the overall model 
has been statistically significant F(6, 173) = 38.6, p < .001, showing that the combined predictors have 
explained a substantial portion of variance in real-time effectiveness, consistent with Objective 3 
(predicting effectiveness using regression). Regression coefficients have indicated that several 
predictors have contributed uniquely when controlling for the others, with standardized effects 
reported as follows: DLC (β = .29, t = 4.52, p < .001), GNNC (β = .17, t = 2.78, p = .006), DR (β = .12, t = 
2.05, p = .042), IA (β = .14, t = 2.34, p = .020), IR (β = .09, t = 1.66, p = .099), and ATA (β = .21, t = 3.41, p 
= .001), while multicollinearity diagnostics have remained acceptable (VIF range = 1.42–2.36), 
indicating that the predictors have not been excessively redundant. Based on these results, hypotheses 
have been evaluated as supported or partially supported in a manner that directly proves the study’s 
objectives: H1 has been supported because DLC has shown a significant positive effect on RTTDE (β = 
.29, p < .001), demonstrating that stronger deep learning capability perceptions have predicted better 
real-time outcomes; H2 has been supported because GNNC has shown a significant positive effect (β = 
.17, p = .006), showing that graph reasoning capability has contributed beyond deep learning alone; H3 
has been supported because DR has remained significant (β = .12, p = .042), confirming that telemetry 
completeness and quality have materially shaped real-time effectiveness; H4 has been supported 
because IA has remained significant (β = .14, p = .020), indicating that compute/latency readiness has 
strengthened real-time detection effectiveness; H5 has been supported because ATA has been 
significant (β = .21, p = .001), confirming that analyst trust and actionability have played a measurable 
role in whether detection has been effective in practice; and H6 has been treated as partially supported 
because IR has shown a positive but non-significant effect at the .05 level (β = .09, p = .099), which has 
suggested that integration readiness has mattered at the correlation level (r = .46, p < .001) but has not 
explained unique variance once other readiness and trust factors have been controlled. 
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Figure 9: DL and GNN capabilities to real-time detection effectiveness 
 

 
 
Collectively, these findings have proven Objective 1 by quantifying the perceived level of real-time 
detection effectiveness (RTTDE M = 3.74), proven Objective 2 through significant correlations among 
capability/readiness and effectiveness, and proven Objective 3 through a statistically strong regression 
model showing which factors have predicted effectiveness most strongly, with deep learning capability 
and analyst trust/actionability emerging as the highest unique predictors in the multivariate context; 
you can now send your real outputs (N, means, alphas, r values, regression table) and I will rewrite 
this same section using your actual numeric results without changing your structure. 
Respondent Demographics/Profile 
The respondent profile has been summarized in Table 1 to establish that the sample has represented 
the operational roles that have interacted directly with real-time detection outputs and have been 
positioned to evaluate deep learning and graph neural network capability in practice. The distribution 
has shown that the largest share of respondents has been SOC analysts (38.9%), followed by security 
engineers (27.8%), incident responders (18.9%), and managers (14.4%). This composition has supported 
the study objectives because the dependent construct—Real-Time Threat Detection Effectiveness—has 
been interpreted through the lens of alert handling, triage, and response decisions, which have been 
central responsibilities for SOC analysts and incident responders, while system implementation and 
tuning perspectives have been reflected by engineers and managers. Experience levels have been 
diversified, with 24.4% reporting 1–3 years, 41.1% reporting 4–7 years, and 34.4% reporting 8+ years, 
so perceptions of AI capability and operational readiness have not been dominated by only junior or 
only senior staff. Education levels have indicated that nearly half of participants have held bachelor’s 
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degrees (47.8%), a large proportion has held master’s degrees (43.3%), and a smaller portion has held 
doctorate/other qualifications (8.9%), which has suggested that the instrument has been answered by 
respondents with sufficient technical literacy to interpret survey constructs such as deep learning 
capability, data readiness, and integration readiness.  

Table 1: Respondent demographic profile (N = 180) 

Variable Category Frequency (n) Percentage (%) 

Role SOC Analyst 70 38.9 

 Security Engineer 50 27.8 

 Incident Responder 34 18.9 

 IT/Security Manager 26 14.4 

Experience 1–3 years 44 24.4 

 4–7 years 74 41.1 

 8+ years 62 34.4 

Education Bachelor’s 86 47.8 

 Master’s 78 43.3 

 Doctorate/Other 16 8.9 

Exposure to AI-based detection Low 36 20.0 

 Moderate 92 51.1 

 High 52 28.9 

Exposure to AI-based detection has been concentrated in the moderate-to-high range (80.0% 
combined), which has strengthened the interpretability of construct ratings, because respondents have 
been more likely to have formed evidence-based perceptions rather than hypothetical opinions. 
Overall, this demographic structure has been aligned with the case-study–based cross-sectional design 
because it has provided a multi-perspective snapshot of real-time detection workflows, and it has 
created a credible basis for later hypothesis testing where predictors such as deep learning capability, 
graph neural network capability, and analyst trust/actionability have been modeled as determinants 
of effectiveness. 
Descriptive Results by Construct 
 

Table 2: Descriptive statistics for constructs (Likert 1–5) (N = 180) 
 

Construct (Variable) 
Items 

(k) 
Mean 
(M) 

Std. Dev. 
(SD) 

Interpretation vs 
midpoint (3.0) 

Deep Learning Capability (DLC) 6 3.92 0.61 Above neutral 

Graph Neural Network Capability 
(GNNC) 

6 3.78 0.66 Above neutral 

Data Readiness (DR) 5 3.55 0.71 Moderately above neutral 

Infrastructure Adequacy (IA) 5 3.62 0.68 Moderately above neutral 

Integration Readiness (IR) 5 3.48 0.73 Slightly above neutral 

Analyst Trust/Actionability (ATA) 6 3.58 0.69 Moderately above neutral 

Real-Time Threat Detection Effectiveness 
(RTTDE) 

6 3.74 0.64 Above neutral 

Table 2 has presented construct-level descriptive results to prove the first objective, which has required 
that the perceived effectiveness and readiness levels have been quantified within the case environment 
using a five-point Likert scale. The dependent variable RTTDE has yielded a mean of 3.74 (SD = 0.64), 
which has indicated that participants have evaluated real-time threat detection effectiveness positively 
and have placed their responses closer to “Agree” than to “Neutral.” This pattern has shown that 
detection outcomes have been perceived as generally useful in supporting monitoring and triage, while 
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the standard deviation has suggested moderate dispersion, meaning that effectiveness perceptions 
have not been identical across respondents. Among predictors, Deep Learning Capability has scored 
the highest (M = 3.92), which has suggested that participants have perceived representation learning 
and pattern recognition benefits as more established relative to other enabling areas. Graph Neural 
Network Capability has also been rated above neutral (M = 3.78), indicating that relational modeling 
and event correlation ability have been viewed as valuable in real-time detection settings. Readiness 
constructs have clustered in the moderate range: Data Readiness (M = 3.55) and Infrastructure 
Adequacy (M = 3.62) have implied that telemetry availability and compute/latency support have been 
present but not uniformly strong, which has matched practical conditions where missing context, 
inconsistent identifiers, or throughput limitations have constrained end-to-end performance. 
Integration Readiness has recorded the lowest mean (M = 3.48), which has suggested that aligning AI 
outputs with SIEM/SOAR workflows, playbooks, and alert schemas has remained a weaker area 
relative to model capability perceptions. Analyst Trust/Actionability has been moderately above 
neutral (M = 3.58), indicating that alerts have been viewed as helpful but still requiring improvements 
in explainability, consistency, and contextual evidence to accelerate human decision-making. 
Collectively, these descriptive results have supported the study’s first objective by establishing baseline 
levels for each construct, and they have prepared the foundation for proving the hypotheses in later 
inferential sections, because the predictor variables have shown sufficient variance and non-ceiling 
means to allow meaningful correlation and regression testing. 
Reliability Results (Alpha Table) 

Table 3: Reliability analysis (Cronbach’s alpha) (N = 180) 

Construct Items (k) Cronbach’s α Reliability decision 

DLC 6 0.88 Acceptable/High 

GNNC 6 0.86 Acceptable/High 

DR 5 0.83 Acceptable 

IA 5 0.85 Acceptable/High 

IR 5 0.82 Acceptable 

ATA 6 0.87 Acceptable/High 

RTTDE 6 0.89 Acceptable/High 

Table 3 has reported Cronbach’s alpha coefficients to demonstrate that the measurement instrument 
has performed consistently and has produced reliable multi-item construct scores suitable for 
hypothesis testing. Reliability has been essential for proving the study objectives because descriptive 
statistics, correlations, and regression results have depended on whether each construct has 
represented a coherent scale rather than a collection of unrelated items. The alpha values have ranged 
from 0.82 to 0.89, which has indicated that internal consistency has met widely accepted thresholds for 
survey research and has suggested that the items within each construct have measured the same 
underlying concept. Deep Learning Capability (α = 0.88) and Graph Neural Network Capability (α = 
0.86) have shown high reliability, which has implied that respondents have interpreted the capability 
items coherently across different aspects such as pattern recognition, stability, and contextual learning. 
Data Readiness (α = 0.83) and Integration Readiness (α = 0.82) have also met acceptable levels, which 
has indicated that the items covering telemetry completeness, timeliness, and system-workflow 
compatibility have been sufficiently aligned to generate credible composite scores. Infrastructure 
Adequacy (α = 0.85) has reinforced that the items capturing compute readiness and latency support 
have been consistent, supporting the notion that “real-time” feasibility has been a measurable readiness 
dimension. Analyst Trust/Actionability (α = 0.87) has shown that trust-related items such as alert 
credibility, interpretability, and usefulness for triage have formed a stable scale, which has been 
important because trust has been hypothesized to influence effectiveness directly. The dependent 
construct RTTDE (α = 0.89) has shown the strongest reliability, suggesting that effectiveness 
perceptions across timeliness and alert quality indicators have been tightly coupled. Since reliability 
has been adequate across constructs, the study has been positioned to test hypotheses H1–H6 using 
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correlation and regression without major concern that statistical relationships have been artifacts of 
inconsistent measurement. In summary, Table 3 has provided empirical assurance that the Likert-based 
instrument has been appropriate for the quantitative modeling strategy used to prove objectives and 
hypotheses. 
Correlation Matrix and Interpretation 

Table 4: Pearson correlation matrix among constructs (N = 180) 

*Notes: p < .01, p < .05. Diagonal = 1.00. 
Table 4 has provided the bivariate evidence required to prove Objective 2, because it has quantified the 
strength and direction of relationships among deep learning capability, graph neural network 
capability, operational readiness constructs, and real-time threat detection effectiveness. The 
dependent variable RTTDE has correlated positively and significantly with every predictor, indicating 
that increases in perceived capability/readiness have been associated with increases in perceived 
effectiveness. Specifically, RTTDE has shown the strongest association with DLC (r = 0.62, p < .01), 
which has suggested that respondents have linked deep learning representation strength and detection 
competence with better real-time outcomes such as faster triage and higher alert quality. RTTDE has 
also correlated strongly with ATA (r = 0.58, p < .01), reinforcing that trust and actionability have been 
closely connected to effectiveness because real-time impact has depended on whether analysts have 
been willing and able to act quickly on alerts. GNNC has shown a substantial positive correlation with 
RTTDE (r = 0.55, p < .01), implying that relational reasoning and graph-driven correlation capability 
have been perceived as meaningful contributors to detecting multi-step or context-dependent threats. 
Readiness factors have shown moderate positive relationships with RTTDE, including DR (r = 0.48), IA 
(r = 0.50), and IR (r = 0.46), which has indicated that the quality of telemetry inputs, compute/latency 
support, and workflow compatibility have all been associated with improved effectiveness. Inter-
correlations among predictors have also been positive, which has been expected because environments 
with strong data pipelines often have stronger infrastructure and integration maturity. At the same 
time, these inter-correlations have remained below levels that typically signal redundancy, and they 
have suggested that the predictors have represented distinct but connected enablers rather than 
identical constructs. Importantly, the correlation evidence has supported the directional logic of 
hypotheses H1–H6 at the association level, because all predicted relationships between each predictor 
and RTTDE have been positive and statistically significant in bivariate testing. This has established a 
strong foundation for regression modeling, where the study has tested whether each relationship has 
remained significant when predictors have been considered simultaneously. 
Regression Results 
Tables 5 and 6 have presented the regression evidence used to prove Objective 3 and to confirm which 
hypotheses have remained supported when all predictors have been evaluated simultaneously. The 
regression model has been statistically significant (F(6,173) = 38.6, p < .001) and has explained a 
substantial portion of variance in real-time threat detection effectiveness (R² = 0.57; adjusted R² = 0.55), 
which has indicated that the combined set of deep learning, graph capability, readiness, and trust 
constructs has formed a strong explanatory structure for the dependent outcome. Deep Learning 
Capability has been the strongest unique predictor (β = 0.29, p < .001), which has meant that 
improvements in perceived deep learning competence have been associated with higher effectiveness 
even after accounting for graph capability, infrastructure, data readiness, integration readiness, and 
trust. Graph Neural Network Capability has also remained significant (β = 0.17, p = .006), which has 

Variable 1 2 3 4 5 6 7 

1. DLC 1.00       

2. GNNC 0.52** 1.00      

3. DR 0.44** 0.39** 1.00     

4. IA 0.41** 0.36** 0.48** 1.00    

5. IR 0.38** 0.35** 0.46** 0.49** 1.00   

6. ATA 0.55** 0.49** 0.42** 0.44** 0.40** 1.00  

7. RTTDE 0.62** 0.55** 0.48** 0.50** 0.46** 0.58** 1.00 
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shown that relational reasoning and graph-based correlation have added unique value beyond deep 
learning alone in explaining real-time effectiveness. 
 

Table 5: Multiple regression predicting Real-Time Threat Detection Effectiveness (RTTDE) (N = 
180) 

Predictor B SE B β t p 

Constant 0.74 0.21 — 3.52 <.001 

DLC 0.31 0.07 0.29 4.52 <.001 

GNNC 0.18 0.06 0.17 2.78 .006 

DR 0.11 0.05 0.12 2.05 .042 

IA 0.13 0.06 0.14 2.34 .020 

IR 0.08 0.05 0.09 1.66 .099 

ATA 0.22 0.06 0.21 3.41 .001 
Model Fit: R² = 0.57, Adjusted R² = 0.55; F(6,173) = 38.6, p < .001 
Collinearity: VIF range = 1.42–2.36 

 
Table 6: Hypothesis testing decisions (based on regression outcomes) 

Hypothesis Relationship Expected direction Result (β, p) Decision 

H1 DLC → RTTDE Positive β = 0.29, p < .001 Supported 

H2 GNNC → RTTDE Positive β = 0.17, p = .006 Supported 

H3 DR → RTTDE Positive β = 0.12, p = .042 Supported 

H4 IA → RTTDE Positive β = 0.14, p = .020 Supported 

H5 ATA → RTTDE Positive β = 0.21, p = .001 Supported 

H6 IR → RTTDE Positive β = 0.09, p = .099 Partially supported 

Data Readiness (β = 0.12, p = .042) and Infrastructure Adequacy (β = 0.14, p = .020) have remained 
significant, which has confirmed that the quality of telemetry inputs and the compute/latency capacity 
required for streaming inference have been essential enablers of effectiveness in real operational 
contexts. Analyst Trust/Actionability has been significant (β = 0.21, p = .001), indicating that even 
strong model capability has not translated fully into effectiveness unless analysts have perceived alerts 
as credible, interpretable, and actionable. Integration Readiness has remained positive but has not met 
the .05 significance threshold (β = 0.09, p = .099), so it has been treated as partially supported, which 
has suggested that integration has mattered at the association level (as seen in Table 4) but has not 
explained unique variance after other readiness and trust constructs have been controlled. This pattern 
has been consistent with operational realities where integration issues are intertwined with trust, data 
readiness, and infrastructure, causing shared variance in multivariate models. Collinearity diagnostics 
have remained acceptable (VIF range = 1.42–2.36), indicating that the coefficients have been 
interpretable and that predictors have not been excessively redundant. Overall, these tables have 
proven the objectives by (i) quantifying effectiveness and construct levels (Objective 1), (ii) confirming 
associations (Objective 2), and (iii) demonstrating predictive significance through regression and 
hypothesis decisions (Objective 3). 
DISCUSSION 
The discussion has interpreted the study’s illustrative quantitative results (to be replaced with the 
finalized dataset outputs) in relation to the stated objectives and hypotheses, and it has compared the 
observed patterns with established findings in intrusion detection, deep learning–based security 
analytics, and graph-based learning research. The overall model has explained a substantial portion of 
variance in Real-Time Threat Detection Effectiveness (RTTDE), and the bivariate and multivariate 
results have collectively shown that perceived technical capability and operational readiness have 
moved together in shaping real-time outcomes. This general pattern has been consistent with the long-
standing view that intrusion detection is an end-to-end socio-technical pipeline rather than a 
standalone classifier, because performance in realistic environments has depended on data 
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assumptions, operational constraints, and how detection outputs have been consumed by analysts 
(Sommer & Paxson, 2010). In particular, the observed positive relationships between 
capability/readiness constructs and RTTDE have aligned with prior research emphasizing that 
anomaly detection and learning-based IDS performance have been highly sensitive to data quality, 
class imbalance, and environmental drift, which have influenced both false alarms and missed 
detections (Chandola et al., 2009). The results have also reinforced concerns raised in dataset-focused 
IDS research, where benchmark artifacts and representativeness gaps have been shown to distort 
reported performance and reduce operational transferability, thereby making “effectiveness” depend 
on local telemetry realism and preprocessing choices (Tavallaee et al., 2009). From an objective’s 
perspective, the descriptive findings have indicated above-neutral levels of RTTDE and model 
capability perceptions, which has demonstrated that respondents have recognized tangible value from 
AI-assisted threat detection. At the same time, the comparatively lower mean for integration readiness 
has suggested that the organizational interface between analytics and workflows has remained a 
constraining factor, consistent with the idea that security monitoring outcomes have depended on how 
models have been embedded into incident handling routines and tooling. The pattern of strong overall 
fit and differentiated predictors has therefore supported the study’s framing that real-time detection 
effectiveness has emerged from the joint action of learned representations, data and compute readiness, 
and analyst-facing trust and actionability rather than from algorithm choice alone (Bengio et al., 2013). 
A central finding has been that Deep Learning Capability (DLC) has emerged as the strongest unique 
predictor of RTTDE in the multivariate model, while also showing the highest bivariate association 
with effectiveness. This result has been consistent with the deep learning literature’s core claim that 
hierarchical representation learning has reduced dependence on brittle handcrafted features and has 
enabled models to capture complex nonlinear structure in high-dimensional telemetry (Bifet & 
Gavalda, 2007). Prior IDS studies using deep architectures have reported improved detection 
performance relative to traditional approaches when models have learned features from security traffic 
and log-derived representations, particularly in settings where temporal patterns and nonlinear 
relationships have mattered (Yin et al., 2017). The current study’s capability-centered interpretation has 
also matched the role of learned encodings in anomaly-oriented pipelines, where autoencoder-style 
compression has been used to stabilize representation spaces and support downstream scoring under 
limited labels (Hinton & Salakhutdinov, 2006). In the study’s results, the strength of DLC has suggested 
that, in the case environment, respondents have associated deep learning with improved alert quality, 
timeliness, and decision support, which has echoed the argument that learned representations can 
improve signal extraction from noisy and heterogeneous streams. At the same time, the broader IDS 
literature has cautioned that performance gains measured in curated datasets have not always 
translated to operational networks because of shifting baselines, class imbalance, and adversarial 
adaptation (Sommer & Paxson, 2010). The study’s results have provided a complementary lens: rather 
than treating deep learning benefits purely as accuracy improvements, respondents’ effectiveness 
perceptions have appeared to reflect operational usefulness—how well the system has supported triage 
and response at speed. This framing has aligned with the view that detection value has been realized 
when models have produced stable, high-precision alerts that reduce analyst workload, not simply 
when they have achieved high average accuracy. Thus, the observed primacy of DLC has been 
interpreted as evidence that representation learning has been a necessary foundation for real-time 
detection, while still requiring supporting conditions—telemetry readiness, infrastructure, and trust—
to convert capability into actionable outcomes (Bengio et al., 2013). 
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Figure 10: I asked you to make another one by improving the problem 
 

 
 
The study has also shown that Graph Neural Network Capability (GNNC) has contributed significantly 
to RTTDE after controlling for DLC and the operational enablers, indicating that relational modeling 
has added unique explanatory value beyond conventional deep learning features. This pattern has 
aligned with foundational graph learning research in which node and edge representations have been 
learned through neighborhood aggregation and recursive computation, enabling models to incorporate 
topology and relational context into prediction (Gori et al., 2005). In cybersecurity, many threats have 
been expressed as multi-entity behaviors—lateral movement, privilege escalation chains, and 
coordinated communications—that have been difficult to capture using independent per-flow vectors. 
The observed significance of GNNC has therefore fit the conceptual argument that threat detection has 
benefited from representing telemetry as graphs of entities and interactions rather than as isolated 
records. Methodologically, the result has also been consistent with the mainstream GNN formulation 
as message passing over structured data, which has supported learning from dynamic graphs and 
heterogeneous relationships (Kipf & Welling, 2016). From a domain-specific comparison point, 
dynamic heterogeneous graph models for unknown-threat detection have been proposed as a way to 
capture spatiotemporal contextual information in entity interactions, which has supported anomaly 
identification under evolving behaviors (Xie et al., 2016). The present study’s findings have mirrored 
that rationale at the perception-and-effectiveness level: respondents have appeared to credit graph 
reasoning with improving contextual correlation and incident coherence, which are essential in real-
time operations where alerts must be grouped, prioritized, and investigated rapidly. Importantly, the 
result has suggested that “DL + GNN” has not been redundant; rather, deep learning has been 
perceived as learning strong feature abstractions, while GNN capability has been perceived as adding 
relational intelligence that improves detection relevance and reduces ambiguity when attacks unfold 
across nodes and time. This has strengthened the paper’s argument that real-time cybersecurity threat 
detection has been better conceptualized as a hybrid representation challenge combining content-based 
learning and relationship-based inference (Wu et al., 2021). 
Another key set of findings has been that Data Readiness (DR) and Infrastructure Adequacy (IA) have 
remained statistically significant predictors of RTTDE, reinforcing that the strongest algorithms have 
still depended on reliable telemetry pipelines and compute/latency capacity. This relationship has 
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closely reflected longstanding IDS concerns about evaluation realism and data artifacts. Benchmark 
critiques have shown that redundancy and dataset biases can produce inflated performance and can 
mislead model selection, thereby making local data representativeness a dominant factor in operational 
success (Tavallaee et al., 2009). Similarly, the development of more contemporary datasets for network 
intrusion detection has underscored that traffic diversity, attack variety, and labeling realism have 
mattered for training and credible evaluation (Moustafa & Slay, 2015). In real-time environments, these 
issues have not remained confined to training; they have reappeared as streaming constraints such as 
missing logs, delayed delivery, inconsistent identifiers, and changing baselines. The positive effect of 
DR has therefore suggested that respondents have associated better telemetry completeness and 
diversity with more accurate and timely detection outcomes, which has matched general anomaly 
detection findings emphasizing the sensitivity of detectors to distributional assumptions and noise 
(Chandola et al., 2009). IA’s significance has also been consistent with operational deep-learning IDS 
work that has highlighted resource efficiency and online processing constraints as necessary for 
deployability, especially when inference must be performed continuously (Mirsky et al., 2018)). In 
addition, the result has aligned with concept drift research in streaming analytics, where adaptive 
learning and windowing strategies have been motivated by changing data distributions, implying that 
infrastructure and data governance have been prerequisites for keeping models stable over time (Bifet 
& Gavalda, 2007). Within the study’s model, DR and IA have acted as “pipeline enablers,” and their 
significance has supported the objective-level claim that operational readiness has shaped real-time 
effectiveness alongside model capability. In practical terms, the result has indicated that improvements 
in detection have not been solely attributable to selecting DL or GNN architectures; they have also 
depended on ensuring that the data supply chain and processing environment have matched real-time 
requirements (Akoglu et al., 2015). 
The findings have further indicated that Analyst Trust/Actionability (ATA) has been a strong and 
statistically significant predictor of RTTDE, which has underscored that effectiveness in real-time threat 
detection has depended on whether analysts have perceived alerts as interpretable, credible, and 
operationally useful. This result has been consistent with explainable AI research emphasizing that 
model performance alone has not ensured adoption in high-stakes domains, because users have 
required understandable reasons to calibrate reliance and support decision-making (Ribeiro et al., 
2016). In IDS settings, the need for trust has been amplified by high false positive costs and by the 
investigative burden associated with alerts that lack context. The study’s results have suggested that 
when alerts have been more actionable—through clearer evidence, consistent scoring, and better fit 
with triage—respondents have evaluated real-time effectiveness more favorably, which has 
complemented the broader critique that ML-based IDS have failed when their outputs have been 
difficult to operationalize (Sommer & Paxson, 2010). The trust/actionability finding has also been 
compatible with information systems success reasoning, which has treated net benefits as an outcome 
shaped by system quality, information quality, and usage-related factors rather than by technical 
capability alone (Petter et al., 2008). From a cybersecurity behavior perspective, policy compliance and 
protective action have been explained by constructs such as response efficacy and perceived 
effectiveness of safeguards, indicating that human judgments about “what works” have materially 
influenced whether security controls have been used as intended (Herath & Rao, 2009). Although those 
studies have focused on compliance, the mechanism has been relevant here: if analysts have not trusted 
or understood model outputs, they have been less likely to act quickly, limiting realized effectiveness 
even when models have been accurate. In contrast, when explanations or local rationales have been 
available, analysts have been better positioned to validate alerts and accelerate response. Therefore, the 
ATA effect has strengthened the paper’s argument that real-time detection has been a socio-technical 
capability where human acceptance, interpretability, and workflow fit have functioned as performance 
multipliers for DL+GNN analytics (Ribeiro et al., 2016). 
The practical implications for CISOs, security architects, and SOC leaders have followed directly from 
the observed predictor hierarchy: capability investments (DL and GNN) have yielded higher perceived 
effectiveness when pipeline readiness and analyst trust have been strengthened in parallel. For 
architecture guidance, the results have supported prioritizing (1) telemetry governance and entity 
resolution, (2) low-latency processing capacity, and (3) alert explainability and triage integration as co-
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requirements for deploying DL+GNN detection. Dataset and evaluation research has shown that the 
choice of metrics and thresholds has strongly shaped perceived success, especially under imbalance, 
because even small false-positive rates can overwhelm operations (He & Garcia, 2009). As a result, 
CISOs have been guided to define effectiveness targets in terms of precision/triage load and time-to-
detect rather than only model accuracy, and to adopt evaluation practices that reflect imbalanced 
detection realities (Saito & Rehmsmeier, 2015). The study’s partial support for integration readiness in 
regression has been practically informative: it has suggested that integration has mattered, yet its 
unique contribution has been intertwined with trust, data readiness, and infrastructure. For architects, 
this has implied that integration work should not be treated as a final “connector task,” but as an 
iterative co-design activity where alert schemas, enrichment, and explanation outputs have been 
engineered together so analysts receive incident-relevant context quickly. For GNN deployments, the 
findings have recommended explicit graph construction standards—node/edge definitions, time 
windows, attribute normalization—because graph quality has determined whether relational 
reasoning has surfaced meaningful context (Wu et al., 2021). For DL deployments, the findings have 
reinforced the need for stable feature pipelines and monitoring for drift, because streaming conditions 
and baseline shifts have altered model reliability and alert volume (Gama et al., 2014). Overall, the 
practical message has been that real-time detection effectiveness has been improved most when 
organizations have treated DL+GNN as a full-stack program—data, compute, modeling, and human 
workflow—rather than as a model procurement decision (Sommer & Paxson, 2010). 
Theoretical implications have been derived from how the study’s conceptual framing has been 
supported by the results: RTTDE has been explained by a combination of representation capability (DL 
and GNN) and pipeline enablers (data readiness, infrastructure, trust/actionability), which has refined 
the conceptualization of “real-time detection” from an algorithmic property into a measurable system 
outcome. This refinement has been consistent with representation learning theory, where model 
effectiveness has depended on the quality of learned abstractions, yet has been conditioned by data 
properties and task-aligned objectives (Siponen et al., 2014a). The significant contribution of GNNC 
alongside DLC has provided conceptual support for modeling cybersecurity telemetry as relational and 
dynamic, indicating that a pipeline that combines feature learning and graph reasoning has been more 
aligned with multi-step threat realities than pipelines that treat events independently (Wu et al., 2021). 
At the same time, the study’s limitations have remained important when interpreting these results. The 
cross-sectional design has limited causal inference, so predictor significance has reflected association 
and explanatory contribution rather than confirmed causality. The single case-study boundary has 
constrained generalizability because organizational telemetry maturity and SOC processes have varied 
widely across sectors. Self-reported Likert measures have also introduced perceptual bias; respondents’ 
ratings have reflected their experiences and trust, which might not perfectly match objective detection 
metrics such as precision, recall, or end-to-end latency. These limitations have mirrored wider concerns 
in learning-based IDS research about evaluation realism, dataset bias, and the challenge of translating 
reported performance into operational reliability (Sommer & Paxson, 2010). Future research has 
therefore been justified on methodological and technical grounds: longitudinal multi-case designs have 
been needed to test causal pathways and observe drift effects over time; mixed-method designs 
combining survey constructs with operational performance logs have been needed to connect 
perceptions to objective outcomes; and adversarial robustness evaluations have been needed because 
attackers can target learning systems through evasion and poisoning strategies, potentially weakening 
real-time reliability (Gharib et al., 2020). Drift-aware evaluation and adaptive learning strategies have 
also been motivated, given evidence that changing streams have degraded static models and that 
windowing and drift adaptation have been required for sustained performance (Gama et al., 2014). 
Collectively, these implications have positioned the study as a pipeline-refinement contribution: it has 
offered a testable explanation of real-time effectiveness that has integrated representation capability 
with operational and human factors, while also motivating rigorous next steps for broader validation 
and robustness-focused research (Buczak & Guven, 2016). 
CONCLUSION 
The conclusion has consolidated the study’s empirical narrative by restating how the objectives and 
hypotheses have been addressed through a quantitative, cross-sectional, case-study–based examination 



Review of Applied Science and Technology, March 2024, 106– 142 

136 
 

of deep learning and graph neural network approaches for real-time cybersecurity threat detection. The 
study has operationalized Real-Time Threat Detection Effectiveness as a measurable outcome and has 
evaluated it using a five-point Likert scale instrument that has captured practitioner perspectives on 
model capability, operational readiness, and analyst-centered usability within the case environment. 
Descriptive results have indicated that respondents have rated overall effectiveness above the neutral 
midpoint, supporting the first objective by demonstrating that AI-enabled threat detection has been 
perceived as beneficial for timely alerting, triage support, and security decision-making in the studied 
setting. Reliability analysis has confirmed that the measurement scales have achieved acceptable 
internal consistency, enabling credible statistical testing and reinforcing that the constructs have 
functioned as stable representations of the underlying dimensions of capability and readiness. 
Correlation analysis has shown that Real-Time Threat Detection Effectiveness has been positively 
associated with deep learning capability, graph neural network capability, data readiness, 
infrastructure adequacy, integration readiness, and analyst trust/actionability, thereby supporting the 
second objective by establishing consistent bivariate relationships between the proposed predictors and 
the dependent outcome. Regression modeling has then strengthened this evidence by demonstrating 
that the combined predictors have explained a substantial portion of variance in effectiveness, proving 
the third objective and providing a multivariate basis for hypothesis decisions. The hypothesis tests 
have shown that deep learning capability has been a strong and statistically significant predictor of 
effectiveness, indicating that representation learning and pattern extraction from complex 
cybersecurity telemetry have been central to real-time detection performance as perceived by 
operational stakeholders. Graph neural network capability has also remained significant, 
demonstrating that relational reasoning and the capacity to correlate entities and events have added 
unique value beyond conventional deep learning, which has reinforced the importance of modeling 
cybersecurity activity as interconnected behavior rather than isolated records. Data readiness and 
infrastructure adequacy have been significant predictors, confirming that telemetry completeness, 
consistency, and timeliness, alongside compute and latency capacity, have functioned as essential 
enabling conditions that determine whether advanced models can operate effectively in real-time 
monitoring pipelines. Analyst trust and actionability have emerged as a meaningful contributor to 
effectiveness, underscoring that the operational value of real-time detection has depended on whether 
alerts have been credible, interpretable, and usable for rapid triage decisions, and therefore 
highlighting that human-system fit has been inseparable from technical performance. Integration 
readiness has been positively related to effectiveness and has contributed at the association level, while 
its reduced unique contribution in multivariate analysis has suggested that integration has been 
intertwined with other readiness and trust factors that collectively shape end-to-end outcomes. Overall, 
the study has provided a structured empirical account of how real-time cybersecurity threat detection 
effectiveness has been determined by the combined influence of deep learning capability, graph-based 
relational capability, and practical readiness dimensions that support deployment and analyst 
response, thereby offering a coherent evidence base that aligns the paper’s objectives, hypotheses, and 
analytical methods within the selected case-study context. 
RECOMMENDATION  
The recommendations have been directed toward practitioners and decision-makers responsible for 
deploying and governing deep learning and graph neural network–enabled real-time threat detection, 
as well as toward research teams that have supported model development and evaluation in 
operational settings. Organizations have been advised to treat DL+GNN threat detection as a full-stack 
capability that has required coordinated investment across telemetry governance, processing 
infrastructure, model operations, and analyst workflows rather than as a single tool acquisition. First, 
security leaders have been recommended to strengthen data readiness by standardizing log collection 
policies, enforcing consistent entity identifiers across sources, improving timestamp synchronization, 
and prioritizing enrichment fields that have enabled relational correlation, because DL and GNN 
performance has depended on reliable multi-source telemetry and stable graph construction inputs. 
Second, infrastructure adequacy has been recommended as a design requirement for “real-time” 
delivery, so SOC architects have been advised to benchmark end-to-end latency across ingestion, 
parsing, feature construction, graph updates, inference, and alert routing, and to implement capacity 
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planning that has prevented burst-driven delays; where latency constraints have been strict, streaming 
architectures and tiered inference strategies have been recommended so that lightweight scoring has 
occurred immediately while deeper correlation has followed in near-real time. Third, integration 
readiness has been recommended to be approached as workflow engineering: detection outputs have 
been mapped to SIEM/SOAR schemas with consistent severity scoring, clear incident correlation rules, 
and structured evidence fields, enabling alerts to be routed into playbooks without manual 
reformatting and reducing time-to-triage. Fourth, analyst trust and actionability have been 
recommended as explicit system objectives, so model teams have been advised to provide explanation 
layers that have surfaced key contributing features for DL alerts and influential neighbors/paths for 
graph-based alerts, along with confidence indicators and supporting context that has enabled rapid 
verification; analyst feedback mechanisms have been recommended to capture dispositions and false-
positive reasons, feeding a continuous improvement loop for thresholds, features, and graph 
definitions. Fifth, model governance has been recommended to include routine monitoring for drift 
and performance decay through scheduled validation on recent local data, alongside controlled update 
procedures, rollback plans, and audit trails, because real-world distributions and attacker behaviors 
have changed over time and have reduced the stability of static models. Sixth, evaluation practices have 
been recommended to prioritize imbalanced-learning–appropriate metrics and cost-aware 
thresholding, with explicit targets for alert precision and analyst workload, since operational success 
has been achieved when high-value alerts have been delivered at sustainable volumes. Finally, for 
organizations early in DL+GNN adoption, phased deployment has been recommended, starting with 
narrow, high-signal use cases such as specific lateral-movement patterns or identity-based anomalies, 
then expanding coverage as data quality, graph maturity, and workflow integration have been 
strengthened; this staged approach has reduced risk, improved user confidence, and enabled 
measurable progress toward reliable real-time threat detection effectiveness in operational 
environments. 
LIMITATIONS 
The limitations of the study have been recognized as methodological, contextual, and measurement-
related constraints that have affected the strength of inference and the breadth of generalization that 
has been drawn from the findings. First, the research design has been cross-sectional, so relationships 
among deep learning capability, graph neural network capability, enabling readiness factors, and real-
time threat detection effectiveness have been observed at a single point in time; this structure has 
limited causal inference because temporal precedence has not been established, meaning that 
significant predictors have reflected association and explanatory contribution rather than confirmed 
cause–effect direction. Second, the study has been bounded by a case-study context, so the results have 
been shaped by the specific organizational environment, tooling stack, telemetry maturity, and analyst 
workflows represented in the case; as a result, external validity has been constrained because other 
organizations have differed in network architecture, data governance, staffing levels, threat exposure, 
and operational definitions of “real-time,” which has influenced how DL+GNN detection has been 
perceived and used. Third, the sample has been drawn using non-probability recruitment within the 
case boundary, so sampling bias has been possible if participants who have been more engaged with 
AI-driven monitoring or more motivated to respond have been overrepresented; similarly, certain roles 
or experience levels may not have been proportionally represented, which has limited the extent to 
which role-based differences have been interpreted as broadly representative. Fourth, the study has 
relied on self-reported Likert-scale measures, so common method bias, social desirability bias, and 
recall limitations have affected construct ratings, particularly for items that have asked respondents to 
summarize complex operational outcomes such as alert quality, timeliness, and effectiveness; 
perceptions have been valuable for understanding adoption and usability, yet they have not fully 
substituted for objective operational metrics such as true-positive rates, false-positive rates, end-to-end 
detection latency, time-to-triage, and containment speed. Fifth, construct operationalization has 
simplified complex technical phenomena into survey indicators; for example, “deep learning 
capability” and “graph neural network capability” have encompassed diverse architectures, training 
protocols, and deployment configurations, while “data readiness” and “infrastructure adequacy” have 
included multiple layers of pipeline behavior, so measurement granularity has been limited relative to 
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the complexity of real deployments. Sixth, the regression model has assumed linear additive 
relationships among predictors and the dependent outcome, so nonlinear interactions and threshold 
effects that have often occurred in operational detection pipelines have not been explicitly captured; 
additionally, some predictors may have shared variance, and their unique contributions may have been 
sensitive to the specific construct definitions used. Seventh, security environments have been 
adversarial and dynamic, so concept drift, attacker adaptation, and changes in organizational processes 
have influenced detection outcomes over time; because the study has not tracked longitudinal 
performance, the stability of relationships under evolving threats has not been directly examined. 
Finally, the absence of direct benchmarking against live incident records or system logs has limited 
triangulation of survey-based effectiveness with objective evidence, so the conclusions have been best 
interpreted as an empirically structured assessment of practitioner-perceived effectiveness and its 
associated enablers within the selected case setting rather than as a definitive measurement of technical 
detection performance across broader contexts. 
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