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Abstract

Distributed smart grids (feeders, microgrids and substations operated by different parties) generate the telemetry
that could train cyberattack detectors, but the parties cannot pool it: it reveals customers and operations, and
requlation forbids its transfer. Federated learning (FL) trains a shared detector without moving the data,
differential privacy bounds what the shared model reveals, and explainable Al (XAl) tells an operator why an
alarm was raised, which an energy-management system must know before it acts. This article designs a data-
driven analytics framework that joins the three and evaluates it on a transparent simulation testbed: twelve
heterogeneous grid clients; five attack classes (false-data injection, replay, denial of service, scaling and
command injection) injected into 15-minute telemetry windows; and six training schemes (local, centralised,
FedAvg, FedProx, FedAvg with record-level differential privacy, and robust aggregation under model-poisoning
clients). On each client's own attack mix the schemes were within 0.03 AUROC of one another and local models
were as good as any; on attacks a client had not seen, the federated and central detectors held their quality
(AUROC 0.87-0.88) while local models fell to 0.74, with FedProx the better federated scheme under
heterogeneity. Record-level differential privacy at single-digit € erased all but the strongest attack signature with
700 windows per client; one poisoning client in twelve destroyed plain averaging while the coordinate-wise
median withstood three. At cost-tuned thresholds federation saved 3.3 thousand per client-year over local
detection on unseen attacks (positive in 71% of economic draws) and lost 6.6 thousand on seen ones; the attack
rate and damage drive the value, poisoners and privacy noise reverse it. Shapley explanations of the federated
and centralised detectors agree (rank correlation 0.72-0.79) and a four-rule surrogate reproduces 96% of the
federated detector's decisions. All inputs are stylised with stated ranges; the testbed and results file accompany
the article.
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Introduction
The electricity system is becoming a federation of digital systems. Distribution feeders, microgrids,
aggregators, charging hubs and prosumers each run their own telemetry, control and energy
management, exchange a limited set of signals with the system operator, and are exposed (through
SCADA, phasor measurement units, smart meters and the communication networks that connect them)
to attacks that the engineering of the grid never anticipated (Mo et al., 2012; Sridhar et al., 2012; Yan et
al., 2012; Wang & Lu, 2013). The threat is not hypothetical: the Ukrainian outages of 2015 and 2016 were
caused by intrusions into distribution-utility networks and by malware written for grid protocols (Lee
et al., 2016; ICS-CERT, 2016; Whitehead et al., 2017; Cherepanov, 2017; Slowik, 2019), and the literature
on false-data injection has shown since Liu, Ning and Reiter that an attacker who knows the network
model can corrupt state estimation without triggering the bad-data detectors that operators rely on (Liu
et al., 2011; Liang et al., 2017; Deng et al., 2017; Musleh et al., 2020). Machine learning can detect such
attacks from telemetry (Ozay et al., 2016; Esmalifalak et al., 2017; He et al., 2017; Ashrafuzzaman et al.,
2020), but the detectors that perform best are trained on large, diverse datasets, and the diverse data
live with different parties who cannot share them: the telemetry reveals customers' consumption and
operating practice (McDaniel & McLaughlin, 2009; Molina-Markham et al., 2010), data-protection and
critical-infrastructure regulation restrict its transfer (European Parliament and Council, 2016; European
Parliament and Council, 2022; NERC, n.d.), and no single feeder sees enough attacks of every kind to
learn them all.
Federated learning is the architecture that answers this constraint. Clients train a shared model on their
own data and exchange only model updates, which a server averages (McMahan et al., 2017; Kairouz
et al., 2021; Li et al., 2020b; Yang et al., 2019); heterogeneity across clients is handled by proximal and
control-variate methods (Li et al., 2020c; Karimireddy et al., 2020; Zhao et al., 2018); and what the
updates themselves reveal can be bounded by differential privacy (Abadi et al., 2016; Dwork & Roth,
2014; Geyer et al., 2017; McMahan et al., 2018) or hidden by secure aggregation (Bonawitz et al., 2017).
Applications to intrusion detection in the Internet of Things and to load forecasting and attack detection
in smart grids have multiplied (Nguyen et al., 2019; Preuveneers et al., 2018; Rahman et al., 2020;
Mothukuri et al., 2022; Agrawal et al., 2022; Campos et al., 2022; Taik & Cherkaoui, 2020; Fekri et al.,
2022; Li et al., 2022; Jithish et al., 2023; Husnoo et al., 2023). Two gaps remain between these studies and
a deployable system. The first is trust in the alarm: an energy-management system that switches to a
safe mode, curtails a resource or isolates a feeder on a detector's say-so needs to know what the detector
saw, and the explainable-Al literature has shown both that post-hoc explanations can be produced for
any model (Ribeiro et al., 2016; Lundberg & Lee, 2017; étrumbelj & Kononenko, 2014) and that they can
be fragile or misleading (Ghorbani et al., 2019; Slack et al., 2020; Rudin, 2019); whether explanations of
a federated detector agree with those of a centralised one, and across clients, has rarely been measured.
The second gap is the decision: the literature reports detection metrics (AUROC, F1) but an operator
deciding whether to join a federation, how much privacy noise to accept, and how to react to alarms
needs the cost of missed attacks, false alarms and safe-mode operation under uncertainty, the drivers
of that cost, and the value of the data that federation makes available (Axelsson, 2000; Sommer &
Paxson, 2010; Arp et al., 2022).
This article designs a data-driven decision-analytics framework for explainable federated learning in
distributed smart grids and evaluates it on a transparent simulation testbed. The framework, in the
tradition of design-science research (Hevner et al., 2004; Peffers et al., 2007; Gregor & Hevner, 2013),
has four layers: a physical and telemetry layer (feeders, microgrids, measurements, attacks), a federated
learning and privacy layer (local training, aggregation, differential privacy, robust aggregation), an
explanation layer (Shapley attributions, surrogate rules, agreement checks) and a decision and
resilience layer (energy-management rules, costs of errors, Monte Carlo economics, governance). The
testbed has twelve clients with heterogeneous loads, photovoltaic shares, network sensitivities, noise
and attack mixes; 15-minute telemetry windows with 48 features derived from bus voltages, line flows,
net load, photovoltaic output, frequency, packet rates, latency and command counts; five attack classes
injected into 8% of windows; and six training schemes evaluated with three seeds on held-out windows:
local models, a centralised model on pooled data (the privacy-violating reference), FedAvg, FedProx,
FedAvg with record-level differential privacy at three noise levels, and Fed Avg with coordinate-wise
9



Review of Applied Science and Technology, August 2026, 08— 49

median and trimmed-mean aggregation under one to three model-poisoning clients. The testbed uses
no measured data; its purpose is to show how the framework's outputs behave (which scheme detects
what, at what privacy cost, with what explanation stability, and what that is worth to an energy-
management decision) so that an operator can replace the ranges with its own data. The testbed and
the complete results file accompany the article.

Four research questions structure the study. RQ1: what do the smart-grid security, federated learning,
differential privacy, explainable Al and resilience literatures require of a decision framework for
federated attack detection, and what framework meets them? RQ2: how do local, centralised, federated,
differentially private and robust training schemes compare on detection performance by attack class,
false-alarm rate, calibration and communication cost, and how does the comparison change with data
heterogeneity and poisoning? RQ3: do explanations of the federated detector agree with those of the
centralised detector and across clients, and can a readable surrogate reproduce its decisions? RQ4: what
are the costs of missed attacks, false alarms and safe-mode operation under uncertainty, which inputs
drive them, and what do the results imply for federation, privacy budgets, standards and governance?
The results support a conditional answer. On the testbed, a client's own detector is as good as any on
the attacks in its own history, and federation pays only on the attacks the client has not seen (where
local models lose a third of their recall and federated ones keep theirs) so that the value of federation
rises with a party's attack exposure and is reversed by poisoning clients and by privacy noise; record-
level differential privacy at the budgets the literature calls meaningful leaves only the strongest attack
signature when local datasets are small; one dishonest client in twelve destroys plain averaging while
a median aggregation withstands three; the federated detector's explanations name the same physical
signatures as a centralised one's and reduce to four readable rules; and at the default alarm threshold
every detector costs more in false alarms than it saves, so that threshold tuning against the operator's
cost model is part of the detector. The limitation to state at the outset is that every input is stylised (the
attack signatures, the telemetry model and the costs of errors are representations of what the literature
describes, not measurements of any grid) and the article reports the sensitivity of each conclusion to
the ranges assumed.

Framing the problem as decision analytics rather than as detection alone changes what the analysis has
to produce. The analytics literature distinguishes prediction from decision and shows that connecting
models to the decisions they serve matters more than marginal accuracy (Bertsimas & Kallus, 2020;
Elmachtoub & Grigas, 2022); the intrusion-detection literature has long warned that base rates make
false alarms the binding constraint (Axelsson, 2000) and that machine-learning detectors fail in
deployment for reasons that offline metrics hide (Sommer & Paxson, 2010; Arp et al., 2022); the
behavioural literature warns that single-run results anchor judgement (Tversky & Kahneman, 1974;
Kahneman, 2011); and the resilience literature insists that the question is not whether an attack is
detected but how the system's performance degrades and recovers (Linkov et al., 2013; Ganin et al.,
2016; Panteli & Mancarella, 2015; Bie et al., 2017). A framework for federated attack detection therefore
has to state its data and their provenance, evaluate with seeds and held-out windows against local and
centralised references, bound what the shared model reveals, explain what it detects and check that the
explanation is stable, propagate error costs into probabilities and ranges (Spiegelhalter, 2017), and
record the decisions and their basis (ISO, 2018; National Institute of Standards and Technology, 2024).
The remainder of the article reviews the literature and derives the requirements (RQ1), describes the
testbed, the training schemes, the explanation methods and the evaluation (Methods), reports
detection, privacy, robustness, explanation and economic results (RQ2-RQ4), and discusses
implications, analytics practice, limitations and further research. Twelve figures and fifteen tables carry
the detail.

Background and Related Work

Cyber-physical security of smart grids

The security problem of the grid is cyber-physical: attacks on measurements and commands have
physical consequences, and physical models can detect attacks that network monitoring cannot
(Cérdenas et al., 2011; Pasqualetti et al., 2013; Giraldo et al., 2018; Urbina et al., 2016; Humayed et al.,
2017). The canonical attack is false-data injection against state estimation (Schweppe & Wildes, 1970;
Abur & Gomez Exposito, 2004): an attacker who knows the measurement matrix can add a vector that
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passes the residual test (Liu et al., 2011), with variants that need only partial knowledge, that target
markets or that are coordinated across meters (Kosut et al., 2011; Kim & Poor, 2011; Giani et al., 2013;
Cui et al., 2012); reviews catalogue attacks, impacts and defences (Liang et al., 2017; Deng et al., 2017;
Musleh et al., 2020). Beyond state estimation, the threat landscape of industrial control systems and
smart-grid communications includes replay, denial of service, command injection and protocol abuse
(McLaughlin et al., 2016; Yan et al., 2012; Wang & Lu, 2013; Galloway & Hancke, 2013; Mackiewicz,
2006; Kumar et al., 2015), documented in the Stuxnet, Ukraine and Industroyer cases (Langner, 2011;
Falliere et al., 2011; Lee et al., 2016; Whitehead et al., 2017; Cherepanov, 2017; Slowik, 2019) and codified
in standards and guidance, NIST SP 800-82 for operational-technology security, NISTIR 7628 for smart-
grid cybersecurity, IEC 62443 for industrial automation, the NERC CIP standards for bulk-system
assets, and the NIST Cybersecurity Framework and the EU NIS 2 Directive at the governance level
(Stouffer et al., 2023; Smart Grid Interoperability Panel, 2014; International Electrotechnical
Commission, 2023; NERC, n.d.; National Institute of Standards and Technology, 2024; European
Parliament and Council, 2022). Privacy is the other half of the problem: smart-meter data reveal
household activity (McDaniel & McLaughlin, 2009; Molina-Markham et al., 2010), and the General Data
Protection Regulation and sector rules restrict their transfer (European Parliament and Council, 2016).
Machine learning for attack detection

Machine learning has been applied to attack detection in grids and control systems from several angles:
supervised classifiers for false-data injection (C)zay et al.,, 2016; Esmalifalak et al., 2017; He et al., 2017;
Ashrafuzzaman et al., 2020; Zhang et al., 2021; Wang et al., 2018), data mining on the Mississippi State
power-system disturbance dataset, which established the task of discriminating disturbances from
cyber-attacks (Pan et al., 2015; Borges Hink et al., 2014), anomaly detection on physical process data
(Goh et al., 2017; Kravchik & Shabtai, 2018; Inoue et al., 2017), and the broad intrusion-detection
literature with its benchmark datasets and surveys (Buczak & Guven, 2016; Ferrag et al., 2020; Ahmed
et al., 2016; Chandola et al., 2009; Sharafaldin et al., 2018; Moustafa & Slay, 2015; Koroniotis et al., 2019;
Meidan et al., 2018; Alsaedi et al., 2020). Three cautions from that literature shape this study. The base-
rate fallacy: when attacks are rare, even a small false-positive rate produces alarms that dwarf the true
detections (Axelsson, 2000). The closed-world problem: detectors trained and tested in the laboratory
fail on deployment because of distribution shift, data snooping and unrealistic evaluation (Sommer &
Paxson, 2010; Arp et al., 2022; Kaufman et al., 2012). And imbalance and calibration: rare classes need
weighting or resampling, and detector scores must be calibrated if they are to be acted on as
probabilities (He & Garcia, 2009; Chawla et al., 2002; Guo et al., 2017; Niculescu-Mizil & Caruana, 2005;
Saito & Rehmsmeier, 2015; Davis & Goadrich, 2006). The Al-based threat landscape also runs the other
way: attackers use machine learning too (Kaloudi & Li, 2020; Mirsky et al., 2023).

Model Generalization and Real-World Deployment

Despite significant advances in machine learning-based attack detection, ensuring reliable performance
across diverse operational environments remains a major challenge(Aminul Islam & Md, 2023;
Jahanara, 2025; Syed Feroz, 2024). Many existing detection models demonstrate high accuracy when
evaluated using benchmark datasets but experience reduced effectiveness when deployed in real-
world power grids, industrial control systems, and other critical infrastructure environments (Jannatul,
2024; Mansura Akter & Sumaiya, 2022; Sumaiya, 2026). This performance gap is often attributed to
differences in network configurations, evolving attack patterns, variations in operational conditions,
and changes in data distributions over time (Ahmed, 2026; Md Ashfaq & Abdullah Mohammad, 2022;
Nishat, 2023). Furthermore, models trained using controlled laboratory datasets may struggle to
identify previously unseen attacks or distinguish malicious activities from legitimate operational
disturbances (Abdullah Mohammad, 2023; Sumaiya, 2025; Tahmedur & Rifat, 2023). The complexity of
modern interconnected infrastructures introduces additional challenges because communication
patterns, sensor measurements, and system behavior can change dynamically in response to equipment
failures, maintenance activities, renewable energy fluctuations, and external disturbances (Jahanara &
Mst Kaniz, 2023; Md Asif Ali Sheak & Tahmedur, 2023; Md Mahamud Pervaz, 2025). Such variations
may increase false-positive rates and reduce the effectiveness of conventional classification approaches,
particularly when detection models rely heavily on predefined attack signatures or historical training
patterns (Asheke, 2024; Ashik & Shabbir, 2022; Md Anisur Rahman, 2023).
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Addressing these limitations requires the development of machine learning frameworks capable of
maintaining consistent detection performance under varying operational conditions (Mashfiqur, 2026;
Md Arif Uz et al., 2025; Stabak & Md Shahid, 2022). Adaptive learning, transfer learning, domain
adaptation, and continuous model evaluation offer potential approaches for improving generalization
and reducing dependence on static training datasets (Gazi Yeasin, 2023; Md Kaium, 2023; Sumaiya,
2024). In addition, incorporating diverse data sources, including network traffic, physical sensor
measurements, and operational control signals, may provide a more comprehensive representation of
system behavior and improve the identification of coordinated cyber-physical attacks (Ashrafuzzaman,
2024; Jahanara, 2026; Maishar Mostari, 2025). However, integrating heterogeneous information
introduces challenges related to data synchronization, computational complexity, feature selection, and
system scalability (Mashiat, 2025; Md Mahamud Pervaz, 2023; Sadia & Maishar Mostari, 2022).
Detection frameworks must also balance accuracy with response time, particularly in environments
where delayed identification of malicious activities can affect operational safety and service continuity
(Aminul Islam, 2024; Mst Kaniz & Jahanara, 2022; Syed Feroz, 2025). Therefore, future research should
emphasize realistic testing environments, cross-dataset validation, and robust performance evaluation
under distribution shifts, imbalanced attack scenarios, and evolving adversarial strategies. These
considerations are essential for translating laboratory-based machine learning achievements into
practical, scalable, and dependable cybersecurity solutions.
Adaptive Machine Learning for Cybersecurity
Another important direction in machine learning-based attack detection involves developing
explainable and adaptive detection frameworks capable of responding effectively to increasingly
sophisticated cyber threats (Ahmed, 2024; Kynatun & Saba, 2024; Mashiat & Md Anisur Rahman, 2022).
Although advanced machine learning and deep learning algorithms can identify complex relationships
within high-dimensional sensor measurements, communication records, and operational data, their
limited interpretability may reduce the confidence of system operators in automated security decisions.
This limitation is particularly significant in smart grids and industrial control systems, where security
alerts may trigger operational interventions that influence equipment performance, system stability,
and the continuity of essential services (Asheke, 2023; Md & Gazi Yeasin, 2022; Mohammad Badrul &
Md. Mominul, 2023). Traditional black-box models often provide limited information about the specific
features, measurements, or behavioral deviations responsible for their predictions, making it difficult
for operators to distinguish genuine malicious activities from abnormal but legitimate operating
conditions (Mashfiqur & Md, 2022; Md Imran & Jannatul, 2022; Rony & Md, 2026). Explainable artificial
intelligence techniques can address this concern by identifying influential input variables, illustrating
relationships between operational anomalies and attack indicators, and generating interpretable
explanations for classification outcomes (Adnan & Iftekhar, 2023; Mashfiqur, 2025; Nuzhat Sadia, 2023).
Such capabilities may strengthen human oversight, improve incident investigation, and support more
transparent cybersecurity decision-making across interconnected infrastructure systems (Ahmed &
Nuzhat Sadia, 2023; Jannatul, 2026; Syed Feroz, 2023).
Furthermore, the growing sophistication of cyberattacks highlights the importance of integrating
adaptability, adversarial robustness, and uncertainty estimation into machine learning-based detection
systems (Kazi Rakib Hasan & Adnan, 2022; Md. Morshedul & Aminul Islam, 2022; Stabak & Md Siam,
2023). Attackers may deliberately manipulate input measurements, exploit weaknesses in classification
boundaries, or develop previously unseen attack strategies to evade conventional detection
mechanisms. Static machine learning models may therefore become less effective as threat
characteristics and operational environments evolve (Jannatul, 2025; Mashiat, 2024; Syed Feroz & Md
Mahamud Pervaz, 2022). Adaptive frameworks incorporating online learning, incremental model
updates, and feedback-driven optimization may provide opportunities to maintain detection
effectiveness without requiring complete model retraining after every operational change (Abdullah
Mohammad, 2024; Md Imran & Jannatul, 2021; Shaiful et al., 2022).
Federated learning: optimisation, heterogeneity and systems
Federated averaging trains a shared model by iterating local stochastic-gradient steps on each client
and weighted averaging of the resulting models (McMahan et al., 2017); the field's open problems
(heterogeneity, communication, privacy, robustness, fairness) are catalogued in a comprehensive
12
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survey (Kairouz et al., 2021), with shorter treatments of the challenges and of the horizontal, vertical
and transfer settings (Li et al., 2020b; Yang et al., 2019). Statistical heterogeneity (non-identically
distributed client data) degrades FedAvg (Zhao et al., 2018; Hsu et al., 2019; Sattler et al., 2020), and is
addressed by a proximal term that keeps local models near the global one (FedProx) (Li et al., 2020c),
by control variates (SCAFFOLD) (Karimireddy et al., 2020) and by adaptive server optimisers (Reddi
et al., 2021). Systems work has shown federated learning at scale and in edge networks (Bonawitz et
al., 2019; Lim et al., 2020; Wang et al., 2019; Beutel et al., 2020), and surveys map federated learning
onto the Internet of Things and smart-grid settings (Nguyen et al., 2021; Cheng et al., 2022).

Privacy, attacks on federated learning and robust aggregation

Federated learning does not by itself protect privacy: gradients leak training data (Zhu et al., 2019;
Geiping et al., 2020), membership and property inference succeed against both centralised and
federated models (Shokri et al., 2017; Nasr et al., 2019; Melis et al., 2019), and surveys of security and
privacy in federated learning catalogue the threats (Mothukuri et al., 2021; Lyu et al., 2024). Differential
privacy is the formal remedy (Dwork et al., 2006; Dwork & Roth, 2014): DP-SGD clips per-example
gradients and adds Gaussian noise, with a moments accountant to track the privacy loss (Abadi et al.,
2016); client-level variants protect whole clients' contributions (Geyer et al., 2017; McMahan et al., 2018);
the trade-off between privacy and utility has been analysed for federated learning (Wei et al., 2020);
and hybrid designs combine differential privacy with secure multi-party computation (Truex et al.,
2019; Bonawitz et al., 2017). Robustness is the complementary concern: a malicious client can poison
the global model or insert a backdoor (Bagdasaryan et al., 2020; Fang et al., 2020), and Byzantine-robust
aggregation rules (Krum, coordinate-wise median and trimmed mean) limit the damage at a cost in
statistical efficiency (Blanchard et al., 2017; Yin et al., 2018).

Federated learning for intrusion detection and smart grids

Federated intrusion detection began with device-type-specific anomaly models for the Internet of
Things (Nguyen et al., 2019) and chained anomaly detectors (Preuveneers et al., 2018), and has been
compared with centralised and on-device learning (Rahman et al., 2020) and surveyed for its concepts,
challenges and evaluation practice (Agrawal et al., 2022; Campos et al., 2022; Mothukuri et al., 2022). In
smart grids, federated learning has been applied to load forecasting from smart-meter data (Taik &
Cherkaoui, 2020; Fekri et al., 2022; Badr et al., 2023), consumer-characteristic identification (Wang et al.,
2021), secure and efficient edge-cloud training (Su et al., 2022), false-data-injection detection (Li et al.,
2022), distributed anomaly detection (Jithish et al., 2023) and disturbance-versus-attack discrimination
on the power-system dataset (Husnoo et al., 2023). The common findings are that federated detectors
approach centralised performance when data are reasonably homogeneous, that heterogeneity and
small local datasets open a gap that proximal methods partly close, that differential privacy costs
accuracy, and that robustness to poisoning requires explicit aggregation rules. What these studies do
not provide is the explanation and decision layer: whether the federated detector's reasons agree with
a centralised one's, and what its operating point is worth.

Explainable Al for security and energy

Post-hoc explanation methods attribute a prediction to features: LIME fits a local linear surrogate
(Ribeiro et al., 2016), Shapley values from cooperative game theory give an axiomatic attribution
computed by sampling or by the SHAP family (Shapley, 1953; Strumbelj & Kononenko, 2014; Lundberg
& Lee, 2017; Lundberg et al., 2020), integrated gradients attribute along a path (Sundararajan et al.,
2017), counterfactual explanations say what would have to change (Wachter et al., 2018), and
permutation and accumulated-local-effect methods summarise global behaviour (Fisher et al., 2019;
Apley & Zhu, 2020; Molnar, 2025). Surveys organise the field and its evaluation (Guidotti et al., 2018;
Adadi & Berrada, 2018; Barredo Arrieta et al., 2020; Doshi-Velez & Kim, 2017; Lipton, 2018; Miller,
2019), and the case for inherently interpretable models in high-stakes decisions is made by Rudin
(Rudin, 2019). Two warnings apply directly to security: explanations of neural networks are fragile to
small input perturbations (Ghorbani et al., 2019), and post-hoc explainers can be fooled by an
adversarial model (Slack et al., 2020). Explainable intrusion detection has its own literature of decision-
tree explanations for trust management, explainable frameworks for intrusion-detection systems,
surveys of explainable Al in cybersecurity and a systematisation of explainable machine learning for
security (Mahbooba et al., 2021; Wang et al., 2020; Capuano et al., 2022; Neupane et al., 2022; Nadeem
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et al,, 2023), which emphasises that the audience is an analyst who must act, and that explanation
stability matters as much as fidelity.

Resilience and energy management under attack

Power-system resilience (the ability to anticipate, absorb, adapt to and recover from disruption) has
conceptual frameworks and metrics (Panteli & Mancarella, 2015; Bie et al., 2017; Arghandeh et al., 2016;
Wang et al., 2016; Linkov et al., 2013; Ganin et al., 2016), with microgrids and distribution-system
restoration as the operational levers (Chen et al., 2017; Olivares et al., 2014; Parhizi et al., 2015;
Hatziargyriou et al., 2007) and home and building energy-management systems as the distributed
controllers whose decisions an attack can corrupt (Beaudin & Zareipour, 2015; Zhou et al., 2016). Attack
detection matters to resilience through the energy-management response: a detected attack can trigger
a safe mode (falling back to last-good state, local measurements and conservative setpoints) whose cost
is the price of resilience, while a missed attack lets corrupted data drive dispatch, and a false alarm
imposes the safe-mode cost needlessly (Cardenas et al., 2011; Pasqualetti et al., 2013; Zhang et al., 2023).
The incident-response and risk-management standards frame these as decisions with recorded
rationale (Cichonski et al., 2012; Joint Task Force Transformation Initiative, 2012; International
Organization for Standardization, 2022; ISO, 2018; Kaplan & Garrick, 1981; Hubbard & Seiersen, 2016).
Decision analytics and interpretable learning

The management-science literature supplies the framework's remaining requirements: prescriptive
analytics connects models to decisions (Bertsimas & Kallus, 2020; Elmachtoub & Grigas, 2022; Ban &
Rudin, 2019); aleatoric uncertainty (which attacks will come) is distinguished from epistemic
uncertainty (what they cost, how good the detector is) because only the second can be bought down
(Hillermeier & Waegeman, 2021; Kendall & Gal, 2017); risk is communicated as probabilities and
ranges (Spiegelhalter, 2017); flexible models are made readable with importance, partial dependence
and shallow trees (Friedman, 2001; Ke et al.,, 2017; Lou et al., 2012; Caruana et al., 2015); human
judgement is supported rather than replaced (Amershi et al., 2019; Shneiderman, 2020; Fildes et al.,
2009); variance-based sensitivity analysis and value of information connect uncertainty to decisions
(Sobol', 2001; Saltelli et al., 2010; Herman & Usher, 2017, Howard, 1966); simulation studies follow
conventions of verification and common random numbers (Law, 2015; Sargent, 2013); evaluation of
learned models respects seeds, held-out data and the dependence between folds (Demsar, 2006;
Nadeau & Bengio, 2003; Bergmeir & Benitez, 2012; Henderson et al., 2018); and analytics capability pays
through organisational routines and data quality (Mikalef et al., 2019; Brynjolfsson et al., 2021; Hazen
et al.,, 2014; Haug et al., 2011).
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Requirements and the framework

Six requirements follow. R1, data that stay where they are: the detector must be trained without
transferring telemetry, because the telemetry reveals customers and operations and its transfer is
restricted. R2, heterogeneity and rarity as the normal case: clients differ in loads, networks and attack
exposure, and most see few examples of most attacks, so the scheme must be evaluated under non-
identical data and label skew. R3, bounded disclosure and bounded damage: what the shared model
reveals must be quantified by a privacy budget, and what a malicious client can do to it must be limited
by the aggregation rule. R4, explanations that an operator can check: attributions per attack class and
per client, their agreement across schemes and clients, and a readable surrogate. R5, decision outputs:
costs of missed attacks, false alarms and safe-mode operation under uncertainty, their drivers, and the
value of federation over local and centralised alternatives. R6, feedback and governance: measured
alarms, incidents and explanation drift must return to retraining, and the data provenance, privacy
parameters, aggregation rules and decisions must be recorded. From these, the framework (Figure 1)
is designed as four layers (the physical and telemetry layer, the federated learning and privacy layer,
the explanation layer and the decision and resilience layer) with feedback from governance to training
and from economics to the privacy budget. Figure 2 shows how the federated schemes, the privacy
mechanism, the aggregation rules and the explanation methods fit together; the Methods give the
models. Table 1 organises the literature into nine strands and the gap each leaves.

Table 1: Literature strands, what they establish, representative sources and the gap addressed
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Strand What the literature establishes Representative sources

Gap addressed
here

Attacks on measurements and commands Mo et al. (2012); Sridhar et al. (2012); Liu et
have physical consequences; false-data  al. (2011); Liang et al. (2017); Deng et al.
Cyber-physical injection can pass bad-data detection; (2017); Musleh et al. (2020); Lee et al.
security of smart grids documented incidents (Stuxnet, Ukraine, (2016); Cherepanov (2017); Stouffer et al.
Industroyer); standards for OT and smart- (2023); Smart Grid Interoperability Panel
grid security (2014)

Ozay et al. (2016); He et al. (2017); Pan et
al. (2015); Borges Hink et al. (2014); Goh et
al. (2017); Axelsson (2000); Sommer &
Paxson (2010); Arp et al. (2022); Guo et al.
(2017)

Supervised and anomaly detectors for
Machine learning for ~ FDIA, disturbances and process attacks;
attack detection benchmark datasets; the base-rate fallacy,
the closed-world problem and calibration

McMabhan et al. (2017); Kairouz et al.
(2021); Li et al. (2020b, 2020c); Zhao et al.
(2018); Karimireddy et al. (2020); Reddi et
al. (2021); Bonawitz et al. (2019); Lim et al.

(2020)

FedAvg; open problems; non-IID
degradation and remedies (FedProx,
SCAFFOLD, adaptive optimisers);
systems at scale and at the edge

Federated learning:
optimisation and
heterogeneity

Zhu et al. (2019); Geiping et al. (2020);
Gradient leakage and inference attacks; Shokri et al. (2017); Nasr et al. (2019);
Privacy, attacks on FL.  differential privacy and DP-SGD witha Dwork & Roth (2014); Abadi et al. (2016);

and robust moments accountant; client-level DP; Geyer et al. (2017); Bonawitz et al. (2017);
aggregation secure aggregation; poisoning and Bagdasaryan et al. (2020); Fang et al.
backdoors; Byzantine-robust rules (2020); Blanchard et al. (2017); Yin et al.
(2018)

Nguyen et al. (2019); Preuveneers et al.
(2018); Rahman et al. (2020); Agrawal et al.
(2022); Campos et al. (2022); Taik &
Cherkaoui (2020); Fekri et al. (2022); Li et
al. (2022); Jithish et al. (2023); Husnoo et al.
(2023)

Ribeiro et al. (2016); Lundberg & Lee
(2017); Strumbelj & Kononenko (2014);
Sundararajan et al. (2017); Wachter et al.
(2018); Rudin (2019); Ghorbani et al. (2019);
Slack et al. (2020); Capuano et al. (2022);
Nadeem et al. (2023)

Federated IoT anomaly detection;
Federated learning for comparisons with central and on-device
intrusion detection learning; federated load forecasting, FDIA
and grids detection, anomaly detection and

disturbance discrimination in grids

LIME, Shapley attributions, integrated
gradients, counterfactuals, surrogates;
fragility of explanations; explainable
intrusion detection and its analyst
audience

Explainable AI for
security

Panteli & Mancarella (2015); Bie et al.
Resilience frameworks and metrics; (2017); Arghandeh et al. (2016); Linkov et
microgrids and restoration; energy- al. (2013); Ganin et al. (2016); Olivares et al.
management systems as the controllers an (2014); Beaudin & Zareipour (2015); Zhou
attack corrupts; safe-mode responses et al. (2016); Cardenas et al. (2011);
Pasqualetti et al. (2013)

Resilience and energy
management under
attack

Stouffer et al. (2023); Smart Grid
Interoperability Panel (2014); IEC (2023);
NERC (n.d.); NIST (2024); European
Parliament and Council (2016, 2022);
Cichonski et al. (2012); ISO (2018)

OT security guidance, smart-grid
Standards, regulation cybersecurity guidelines, IEC 62443,
and governance NERC CIP, NIST CSF 2.0, NIS 2, GDPR;
incident response and risk management

Prescriptive analytics; aleatoric vs Bertsimas & Kallus (2020); ElImachtoub &
epistemic uncertainty; risk Grigas (2022); Hiillermeier & Waegeman
Decision analyticsand =~ communication; interpretable models; ~ (2021); Spiegelhalter (2017); Rudin (2019);
interpretable learning Sobol sensitivity; simulation and Sobol' (2001); Saltelli et al. (2010); Law
evaluation conventions; analytics (2015); Sargent (2013); Demsar (2006);
capability Mikalef et al. (2019)

Five attack classes
injected into
heterogeneous
telemetry with
known ground
truth

Detection
evaluated by class,
false-alarm rate and
calibration, with
seeds and held-out
windows

Local, central,
FedAvg and
FedProx compared
under a
heterogeneity
sweep and label
skew
A privacy-utility
curve with
accounted € and a
poisoning
experiment with
median and
trimmed-mean
aggregation
Explanation and
decision layers
added to the
federated detector;
value of federation
measured

Agreement of
explanations across
schemes and
clients, and a
surrogate tree with
fidelity
A safe-mode rule
whose costs of
missed attacks,
false alarms and
safe-mode
operation are

priced

Governance record
of data provenance,
privacy budget,
aggregation rule
and decisions

Costs under
uncertainty, Sobol
indices and a
readable
metamodel as the
framework's
outputs
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Figure 1: Explainable federated learning decision-analytics architecture for distributed smart grids:
physical and telemetry layer, federated learning and privacy layer, explanation layer, and decision
and resilience layer, with feedback loops
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Methods

Study design

The study follows the design-science process of problem and requirements, design of the artefact,
evaluation and communication (Peffers et al., 2007; Hevner et al., 2004), with an artificial evaluation on
a simulation testbed, chosen because the framework's outputs (detection by attack class under known
ground truth, privacy budgets, explanation agreement, costs of errors) can only be checked where the
truth is known (Venable et al., 2016; Sonnenberg & vom Brocke, 2012). Figure 3 shows the design as a
flowchart: a synthetic testbed of twelve heterogeneous grid clients with injected attacks, six training
schemes with three seeds, evaluation on held-out windows, verification, experiments on heterogeneity,
privacy and poisoning, explanation and agreement analysis, resilience economics with Monte Carlo,
Sobol indices and a metamodel, and outputs. The simulation follows the conventions of simulation
studies (explicit assumptions, verification of components, common random numbers (the same held-
out windows for every scheme within a seed) (Law, 2015; Sargent, 2013)) and the evaluation
conventions of machine learning in security: held-out data, no leakage of test statistics into training,
attention to base rates, seeds and interval estimates (Sommer & Paxson, 2010; Arp et al., 2022; Kaufman
et al., 2012; Henderson et al., 2018). It is implemented in Python with NumPy (the detector is a small
NumPy multilayer perceptron with hand-written backpropagation, so that per-example gradient
clipping for differential privacy is explicit), with SALib, LightGBM and scikit-learn for the analysis
(Harris et al., 2020; Herman & Usher, 2017; Ke et al., 2017; Pedregosa et al., 2011), runs in under half an
hour on two cores, and writes a results file from which every table and figure is produced. No measured
data from any grid, utility or network were used.

Figure 3: Study design as a flowchart: testbed and attack injection, training schemes, evaluation on
held-out windows, verification, experiments, explanation analysis, resilience economics and
metamodel, outputs
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Testbed: clients, telemetry and attacks
Table 2 lists the testbed and Figure 4 shows an example client. Twelve clients (feeders or microgrids
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operated by different parties) each produce a 15-minute telemetry stream of seventeen channels: six
bus voltages, four line flows, net load, photovoltaic output, frequency, SCADA packet rate, latency,
command count and setpoint deviation. Each client has fixed physical characteristics drawn once and
shared by its training and test streams: a load scale of 0.6-1.6, a photovoltaic share of 0-60%,
measurement noise of 0.4-2%, and voltage and flow sensitivities to net load (-0.02 to —0.08 pu per unit
load and 1.0 to 0.25 per unit load, each perturbed by +20%) in the manner of a linearised distribution
model (Farivar & Low, 2013; Baran & Wu, 1989); load follows evening and morning peaks with noise,
photovoltaics a clear-sky shape scaled by a daily cloudiness factor (Pfenninger & Staffell, 2016). The
stream is cut into windows of eight steps (two hours); each client has 700 training windows, 300
validation windows (used only to tune the alarm threshold) and 800 test windows drawn from its own
attack mix, plus a second test stream of 800 windows with a uniform mix over the five classes (the
attacks the client may never have seen) and 8% of windows carry an attack. The attack class is drawn
from a client-specific mix sampled from a Dirichlet distribution with concentration 0.5 over the five
classes, so that clients differ in which attacks they see and some see almost none of a class, the label
skew that federated learning is meant to overcome (Zhao et al., 2018; Hsu et al., 2019); the concentration
is varied (0.1, 2, 100) in the heterogeneity experiment. Table 3 gives the attack models, each a stylised
representation of a documented class: false-data injection shifts voltages and flows coherently, as if net
load had moved by 15-50% of the client's load scale, from the window's midpoint: a shift that passes a
voltage-flow consistency check but not a comparison with the measured load, in the spirit of the
stealthy attacks of Liu et al. (Liu et al., 2011; Liang et al., 2017); replay overwrites the last four to eight
steps of the measurement channels with a segment recorded ten to fifty hours earlier (Mo et al., 2012;
McLaughlin et al., 2016); denial of service cuts the packet rate by 40-95%, raises latency by 30-110 ms
and freezes the measurements at their last value (Yan et al., 2012; Wang & Lu, 2013); scaling multiplies
the load and photovoltaic channels by 0.85-1.25 (Deng et al., 2017); and command injection adds three
to twelve commands and a setpoint deviation of #0.05-0.2 in the second half of the window
(Cherepanov, 2017; Slowik, 2019). From each window 48 features are computed: the means of the
seventeen channels; seven derived checks (the residual of a crude local state check, voltage spread, flow
balance, load change, photovoltaic change, packet-rate change and the hour of day); the first-to-last
change of each channel; and seven variability and jump features (standard deviation of net load,
frequency, command count and latency, and the largest step change in voltages, flows and packet rate).
Features are standardised per client on its own training data, so no cross-client statistic is exchanged.

Table 2: Testbed: clients, telemetry channels, physical characteristics, windows, attack share and
heterogeneity

Element Model Values (stylised) Basis

12 feeders / microgrids operated by different
Clients parties; fixed physical characteristics drawn
once per client

Load scale 0.6-1.6; PV share 0-60%; noise Author's stylisation;
0.4-2% Farivar & Low (2013)

Voltage sensitivities —0.02 to —0.08 pu per

Six bus voltages and four line flows from net unit load, flows 1.0-0.25 per unit load, each

Baran & Wu (1989);

Telemetry channels  load through linear sensitivities; net load; PV; o . . . Pfenninger & Staffell
+20% per client; load with evening and
17) frequency; packet rate; latency; command mornine peaks: PV clear-sky x cloudiness (2016); De La Ree et al.
count; setpoint deviation &P ’ y (2010)

0.3-1.0

Windows of 8 steps (2 h); 48 features: 17
Windows and channel means, 7 derived checks, 17 first-to-
features last changes, 7 variability and jump features;
per-client z-scores on training data

Chandola et al. (2009);

700 training and 800 test windows per client Kaufman et al. (2012)

Five classes injected into a share of windows;
Attacks class drawn from a client-specific Dirichlet
mix

Attack share 8%; Dirichlet concentration 0.5 Zhao et al. (2018); Hsu
(0.1, 2, 100 in the heterogeneity sweep) etal. (2019)

Loads, PV, sensitivities and noise differ by
Heterogeneity client; attack mixes differ (label skew); some See Figure 4(b) and 4(d)
clients see almost none of a class

Kairouz et al. (2021); Li
et al. (2020b)

The seed fixes client characteristics, data,
Seeds initialisation and sampling; the same held-out
windows serve every scheme within a seed

3 seeds (2 for the poisoning and Law (2015);
heterogeneity experiments) Henderson et al. (2018)
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Figure 4: Testbed: (a) an example client's telemetry over a day with injected attacks, (b) attack-class
mixes across the twelve clients, (c) feature-space separation of attack classes, (d) class counts per

client
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Table 3: Attack models (stylised): mechanism, affected channels, parameter ranges and the
documented class each represents

Documented
Class Mechanism in the testbed Channels affected Parameters class it
represents

Coherent shift of voltages and flows as if

net load had moved, from the window Liu etal. (2011);

False-data S Shift 0.15-0.5 x load ~ Liang et al.
S midpoint; passes a voltage—flow 6 voltages, 4 flows . .
injection . . scale, either sign  (2017); Deng et
consistency check but not a comparison al. (2017)
with the measured load ’
Last steps of the measurement channels Voltages, flows, load, Replayed length 4-8 Mo et al. (2912);
Replay replaced by a segment recorded 10-50 h PV frequenc steps McLaughlin et
earlier s Hrequency P al. (2016)
Packet rate collapses, latency rises and ~ Packet rate, latency, Packet-rate drop 40- Yan et al. (2012);
Denial of service =~ measurements freeze at their last value voltages, flows 95%; latency +30- Wang & Lu
from the window midpoint (frozen) 110 ms (2013)
Load and PV measurement channels Deng et al.
Scaling multiplied by a constant for the whole Net load, PV Factor 0.85-1.25  (2017); Giani et
window al. (2013)
. Cherepanov
Command Bul;;&izzzizihmen;:?:rf da ESI?OSF :ﬁgmt Command count, 3-12 commands; (2017); Slowik
injection - setpoint deviation  deviation £0.05-0.2 (2019); Lee et al.
window (2016)

20



Review of Applied Science and Technology, August 2026, 08— 49

Detector, training schemes, privacy and robustness

Table 4 gives the detector and the schemes. The detector is a multilayer perceptron (48 inputs, two
hidden layers of 64 rectified units, six-way softmax over normal and the five attack classes) trained
with class-weighted cross-entropy (weights proportional to the square root of inverse class frequency,
clipped to 0.5-4, against imbalance (He & Garcia, 2009)), Adam at 3 x 10~ 3 (Kingma & Ba, 2015),
minibatches of 64 and per-client standardised features. Six schemes train it. Local: each client trains its
own model for 30 epochs on its own windows and is evaluated on its own test windows; a transfer
score evaluates one client's model on the others. Central: one model trained for 60 epochs on the pooled
training windows of all clients: the privacy-violating reference that federated learning tries to match
(Rahman et al., 2020). FedAvg: 60 rounds in which every client trains two local epochs from the global
model and the server averages the updates weighted by client size (McMahan et al., 2017). FedProx:
the same with a proximal term (p = 0.05) that keeps local models near the global one under
heterogeneity (Li et al., 2020c). Differentially private FedAvg: each client trains with DP-SGD, per-
example gradients clipped to L2 norm 2 and Gaussian noise with multiplier o € {1, 2, 4} added to the
batch sum, so that the model protects individual windows (records) of each client's data (Abadi et al.,
2016; Dwork & Roth, 2014); the privacy loss (e at 6 =10~ ° ) is accounted with the leading term of the
moments-accountant bound of Abadi et al. composed over all local steps (sampling rate 64/700 per
step, 1,320 steps), which is an approximation whose omitted term is small for o > 1; an exact Rényi
accountant would give similar or slightly smaller values (Abadi et al., 2016; Dwork & Roth, 2014).
Robust aggregation: FedAvg with coordinate-wise median or 20% trimmed-mean aggregation (Yin et
al., 2018; Blanchard et al., 2017) under one, two or three model-poisoning clients that train on flipped
labels (attacks relabelled as normal) and scale their updates eightfold (Bagdasaryan et al., 2020; Fang et
al., 2020), compared with plain averaging under the same poisoners. Each scheme is run with three
seeds (two for the poisoning and heterogeneity experiments), with the seed fixing the clients'
characteristics, data, initialisation and sampling. Communication cost is counted as the bytes of model
parameters exchanged (two directions, 32-bit) per client per round; the central scheme is charged the
bytes of the raw training data it moves.

Table 4: Detector, training schemes, differential privacy, robust aggregation and poisoning model:
architecture, hyperparameters, protocol and accounting

Element Specification

Multilayer perceptron 48—64—64—6 (softmax over normal and five attack classes); class-
Detector weighted cross-entropy (square-root inverse frequency, clipped 0.5-4); Adam at 0.003;
minibatches of 64; NumPy implementation with explicit per-example gradients

Each client trains its own model for 30 epochs on its own windows; evaluated on its own test

Local windows (pooled); transfer score = client 1's model on the other clients
One model trained for 60 epochs on the pooled training windows of all clients (privacy-violating
Central
reference); charged the bytes of the raw data moved
FedAv 60 rounds; every client trains 2 local epochs from the global model; server averages updates
& weighted by client size (McMahan et al., 2017)
FedProx As Fed Avg with a proximal term 1 = 0.05 toward the global model (Li et al., 2020c)
Local DP-SGD: per-example gradient clipping to L2 norm 2, Gaussian noise with multiplier o €
DP-FedAv {1.0, 2.0, 4.0} on the batch sum (Abadi et al., 2016); record-level guarantee; € at = 1e-05 from the
& leading term of the moments-accountant bound composed over 1320 steps at sampling rate 0.091
(approximate)
. Coordinate-wise median or 20% trimmed mean of the client updates (Yin et al., 2018; Blanchard et
Robust aggregation

al.,, 2017), compared with plain averaging

1-3 clients train on flipped labels (attacks relabelled as normal) and scale their update by 8
(Bagdasaryan et al., 2020; Fang et al., 2020)

Communication Bytes of parameters exchanged per client per round (two directions, 32-bit); 7,686 parameters

Poisoning model
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Explanations

Table 5 gives the explanation methods. For the central, FedAvg, FedProx, differentially private (o = 1)
and local (client 1) detectors, sampling-based Shapley values (Strumbelj & Kononenko, 2014; Shapley,
1953; Lundberg & Lee, 2017) of the predicted probability of each attack class are computed for 120 held-
out windows of that class with 40 random feature permutations against a background of 60 training
windows per client; the mean absolute value per feature gives the importance of the feature for that
class, and the mean over classes gives a global importance vector. Agreement between schemes is the
Spearman rank correlation between their global importance vectors; agreement across clients is the
rank correlation between the importance vector computed on each client's attacked test windows and
the global vector, which measures whether the federated detector's reasons are the same everywhere
(Ghorbani et al., 2019; Nadeem et al., 2023). A depth-3 decision tree fitted to the FedAvg detector's
predicted class on the pooled test windows gives a readable surrogate with a fidelity score (Rudin,
2019; Guidotti et al., 2018; Molnar, 2025).

Table 5: Explanation methods: Shapley sampling design, importance aggregation, agreement
measures, surrogate tree and the questions each answers

Method Design Question answered
. Strumbel]. & Kononenkf) (2014) permutation sampling of Which features drive each class's
Shapley sampling per the predicted probability of each attack class: 120 held- .
. . detection (Lundberg & Lee, 2017;
class out windows of the class, 40 permutations, background

of 60 training windows per client Shapley, 1953)

Mean absolute attribution per feature, averaged over the

. What the detector relies on overall
five classes

Global importance

Acreement across Spearman rank correlation between global importance Does federation (or privacy noise)
sciemes vectors of central, FedAvg, FedProx, DP (o = 1) and local change the detector's reasons?
(client 1) detectors (Ghorbani et al., 2019)

Are the federated detector's reasons

Rank correlation between each client's importance vector
p the same everywhere? (Nadeem et al,,

A t lient . .
greement across chients (its attacked test windows) and the global vector

2023)

Depth-3 decision tree fitted to the Fed Avg detector's Can an operator read the decision

Surrogate tree predicted class on pooled test windows; fidelity = rule? (Rudin, 2019; Guidotti et al.,
agreement with the detector 2018)

Evaluation, resilience economics and experiments

Table 6 lists the metrics and Table 7 the experiments. Detection is evaluated on the held-out test
windows of all clients: AUROC and area under the precision-recall curve for attack versus normal, F1,
precision, recall and false-positive rate at a threshold of 0.5 on the attack probability, recall per attack
class and macro-averaged over classes, accuracy, expected calibration error of the attack probability in
ten bins (Fawcett, 2006; Davis & Goadrich, 2006; Saito & Rehmsmeier, 2015; Guo et al., 2017; Naeini et
al., 2015), and per-client AUROC, on both test streams, the in-mix stream (each client's own attack mix,
the usual protocol) and the uniform-mix stream (every class equally, the deployment question).
Because attacks are rare, the 0.5 threshold is not the operating point an operator would use (Axelsson,
2000): for each scheme a cost-minimising alarm threshold is chosen on the clients' validation windows
(each client evaluates the annual-cost curve of thresholds from 0.5 to 0.999 locally and only the curves
are pooled), and recall per class and false-positive rate at that threshold are reported for both streams.
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Table 6: Evaluation metrics: detection, calibration, per-client and transfer performance,
communication and the resilience cost model

Metric or cost Definition Baseline value / source
Attack-versus-normal ranking of the attack Fawcett (2006); Davis &
AUROC, AUPRC probability (1 — P(normal)); area under ROC and Goadrich (2006); Saito &
precision-recall curves Rehmsmeier (2015)
E}),Rpreasmn, recall, At a threshold of 0.5 on the attack probability Axelsson (2000)
Per-class and macro Share of each attack class p.redlcted as that class; He & Garcia (2009)
recall mean over the five classes
Calibration (ECE) Expected calibration error of the attack probability in  Guo et al. (2017); Naeini et al.
ten bins (2015)
Per-client AUROC; AUROC on each client's test windows; local model of Rahman et al. (2020)
transfer client 1 applied to the other clients ’
Communication Parameter bytes exchanged (federated) or raw data Bonawitz et al. (2019)
bytes moved (central)
Alarm — safe mode (last-good state, local 35 per step; Cérdenas et al.
Safe-mode rule . .
measurements, conservative setpoints) for 8 steps (2011)
Missed-attack damage Per missed event, by class FDIA 1,800; other classes 700;

attacks 18 per client-year

Per false alarm plus two safe-mode steps; applied to

False-alarm cost FPR x normal windows per year

90 per alarm

Missed-attack damage (class shares x (1 — recall) x
damage X rate) + safe-mode cost of detected attacks Author's stylisation
+ false-alarm cost + communication

Annual cost of a
scheme

Table 7: Experiments: scheme comparison, heterogeneity sweep, privacy-utility curve, poisoning
and robust aggregation, explanation agreement, Monte Carlo economics, Sobol and metamodel

Experiment Design Outputs

Local, central, FedAvg, FedProx, DP-FedAvg Detection, calibration, per-class recall,

Scheme comparison (0 =1, 2, 4) x 3 seeds on held-out windows per-client AUROC, communication

Dirichlet concentration 0.1, 0.5, 2, 100 x local, ~Gap between local, federated and the

Heterogeneity sweep FedAvg, FedProx (2 seeds) pooled reference as label skew varies

Detection lost per unit of privacy

Pri —utilit =1, 2, 4 with ted . . . .

rivacy-utliity curve © with-accounted gained; which classes vanish first
Poisoning and robust 1, 2, 3 poisoners x mean, median, trimmed Damage from poisoners and the cost of
aggregation mean (2 seeds) robustness

Shapley importance for central, FedAvg,
Explanation agreement FedProx, DP, local; agreement across schemes
and across clients; surrogate tree

Whether reasons survive federation
and privacy; a readable rule

2,000 draws of damage, false-alarm, safe- Annual cost by scheme; saving of

Monte Carlo mode, attack-rate, communication and .
) . . . federation over local; value over
economics privacy-value inputs on measured operating . . .
points central including privacy

Sobol indices of the federation-over-local
Sobol and metamodel ~ saving; LightGBM on the experiment grid x
sampled economics with a depth-3 tree

Drivers of the saving; conditions that
make federation worth most
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The resilience economics translate the operating point into money: an energy-management rule
switches a client into a safe mode (last-good state, local measurements, conservative setpoints) for eight
steps when the detector raises an alarm, at a cost per step; a missed attack causes damage (1,800 per
false-data-injection event, 700 per event of the other classes, in the testbed's units); a false alarm costs
90 plus two safe-mode steps; attacks arrive at 18 per client-year; and the annual cost of a scheme is the
sum of missed-attack damage (weighted by one minus recall per class and the class shares), safe-mode
cost of detected attacks and false-alarm cost (false-positive rate times the normal windows in a year),
plus communication (Cardenas et al., 2011; Pasqualetti et al., 2013; Axelsson, 2000). The Monte Carlo
analysis draws 2,000 sets of these inputs (damage per false-data-injection event (triangular 500-1,800-
6,000), damage per other event (150-700-2,500), false-alarm cost (20-250), safe-mode cost per step (10-
80), attack rate (2-18-60 per year), communication cost (0.002-0.05 per MB) and the value a party places
on not pooling its data (0-20,000 per year)) and recomputes the annual cost of each scheme from its
cost-tuned operating point on each test stream (in-mix and uniform-mix), reporting distributions, the
saving of federation over local detection and the value of federation over centralised training including
the privacy value (Morgan & Henrion, 1990; Spiegelhalter, 2017); Sobol indices attribute the variance
of the federation-over-local saving to its inputs (Sobol', 2001; Saltelli et al., 2010; Herman & Usher, 2017;
Iwanaga et al., 2022). A gradient-boosting metamodel on the experiment grid (heterogeneity
concentration, privacy noise, number of poisoners) crossed with sampled economics, with a depth-3
tree as a readable summary, says which conditions make federation worth most (Ke et al., 2017;
Friedman, 2001; Rudin, 2019). The experiments are: the scheme comparison (six schemes, three seeds);
the heterogeneity sweep (Dirichlet concentration 0.1, 0.5, 2, 100 for local, FedAvg and FedProx); the
privacy-utility curve (o =1, 2, 4 with their €); the poisoning experiment (one to three poisoners x mean,
median, trimmed mean); the explanation agreement analysis; and the economics.

Verification

Verification checks were that attacked windows carry the intended signatures (false-data injection
passes the voltage-flow consistency check while raising the state residual; denial of service collapses
the packet rate), that the class counts per client match the Dirichlet mixes, that per-client
standardisation uses training data only and that alarm thresholds are tuned on validation windows
never used for training or testing, that FedAvg with a single client reduces to local training, that the
privacy loss & decreases monotonically with the noise multiplier, that median and trimmed-mean
aggregation without poisoners track plain averaging, that learning curves (global AUROC every five
rounds) flatten within the round budget, and that every table and figure is produced from the results
file (Law, 2015; Sargent, 2013). The code is organised so that the telemetry model, the attack models,
the detector, the aggregation rules and the economics can be replaced independently.

Results

Learning and detection by scheme

Figure 5 shows the learning curves and the spread of detection quality across clients; Table 8 and Figure
6 give the scheme comparison on the held-out windows. The federated detectors reached most of their
final quality within ten rounds (global AUROC 0.878 for FedAvg and 0.880 for FedProx at round 10,
against 0.864 and 0.884 at round 60) and the central model within five epochs; the differentially private
detector with o = 1 learned more slowly, from 0.23 to 0.52 at round 10 and 0.867 at round 60, as the
noise slowed the early rounds. On the in-mix test (each client's own attack mix, the protocol most
studies use) the schemes are close: central 0.894 + 0.007 AUROC over three seeds, local 0.885 + 0.002,
FedProx 0.884 £ 0.006, Fed Avg 0.864 + 0.008; the ranking by area under the precision-recall curve is the
same (0.764, 0.754, 0.762, 0.718), and false-positive rates at the default threshold of 0.5 range from 0.99%
(local) to 2.82% (central). On the uniform-mix test (every client exposed to all five classes equally) the
picture changes: the central and federated detectors hold their quality (0.882, 0.880 and 0.870) while the
local models fall to 0.743 + 0.018 and their macro recall over the five classes from 0.613 to 0.396, because
a client whose history held few or no examples of a class cannot detect it; a local model transferred to
the other clients scores 0.749. The per-client spread (Figure 5b) is wide for every scheme (0.70-1.00 for
local, 0.72-0.99 for the federated detectors) and reflects the clients' attack mixes and noise levels more
than the scheme. By attack class (Table 9, Figure 6b), denial of service is detected almost perfectly by
every scheme except the noisiest private one (0.94-1.00), command injection and false-data injection
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well (0.76-0.94 and 0.70-0.87 in-mix), replay poorly (0.27-0.50) and scaling worst (0.15-0.26), the last
two because their signatures (a splice in the measurement history and a proportional error in two
channels) are small relative to the day-to-day variation of the features; the central model detects replay
best (0.50) and the local models detect scaling best (0.24), the one class where client-specific sensitivities
help. Calibration of the attack probability is good for all non-private schemes (expected calibration error

0.023-0.043).

Figure 5: Learning and spread: (a) global AUROC on held-out windows by round for central,
FedAvg, FedProx and differentially private FedAvg (mean and range over seeds), (b) per-client
AUROC by scheme

(@) Learning curves (mean and range over seeds)
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Table 8: Scheme comparison on held-out windows: AUROC, AUPRC, F1, false-positive rate, macro
recall and calibration on the in-mix test; per-client AUROC range; AUROC and macro recall on the

uniform-mix test; communication

AUI?OC, in- FPR P.er- AUROC, Macro o
Scheme mix test AUPRC F1 (0.5) Macro ECE client uniform. recall, Communication
(mean *sd (0.5) o7 recall AUROC . uniform- (MB)
% mix test .

over seeds) range mix
Local (own data) 0.885+0.002 0.754 0.738 099 0.613 0.026 0.70-1.00 0.743+0.018 0.396 0.0
Central (pooled) 0.894+0.007 0.764 0.721 2.82 0.712 0.043 0.74-1.00 0.882+0.012 0.716 1.6
FedAvg 0.864+0.008 0718 0.687 1.83 0.584 0.037 0.72-0.99 0.870+0.010 0.636 443
FedProx 0.884+0.006 0.762 0.744 1.07 0.621 0.023 0.73-0.99 0.880 £0.001  0.651 443
?P'FedA"g' °7 0867+0007 0707 0651 020 0427 0.026 0.69-0.99 0.841+0.004 0.488 443
ZDP'FedAVg’ 7 0822+0014 059 048 0.08 0279 0.035 0.63-0.99 0.795+0.009 0.342 443
4DP-FedAvg, 7 0651+0016 0302 0222 000 0115 0.047 0.43-0.90 0.602+0.041 0.130 443
Local model
transferred to 0.749 n/a n/a n/a n/a n/a n/a n/a n/a n/a

other clients
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Figure 6: Detection by scheme: (a) AUROC on the in-mix and uniform-mix tests, (b) recall by attack
class, (c) false-positive rate at the default and cost-tuned thresholds with recall at the tuned
threshold, (d) macro recall over classes on both tests
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Table 9: Recall by attack class on the in-mix and uniform-mix tests, cost-tuned alarm thresholds,
and attack recall and false-positive rate at the tuned threshold, by scheme

False-data . Denial of . Command Attack recall FPR at tuned

R Replay (in- .. Scaling C . Cost- at tuned

injection . service (in- . . injection . threshold, %

Scheme . . mix / . (in-mix / . . tuned threshold (in- . .
(in-mix / . mix / . (in-mix / . (in-mix /
. uniform) . uniform) . threshold mix / .
uniform) uniform) uniform) . uniform)
uniform)

]&gf;)l (own 070 /043 027/012 098/081 024/010 088/052 0985  052/033  0.03/003
Central
(pooled) 0.87/090 050/049 1.00/1.00 026/021 094/098 0999  068/0.67  0.65/0.30
FedAvg 0.76/0.79 028/036 094/098 015/013 078/092 099  051/055  0.13/0.08
FedProx 0.79/082 033/038 097/1.00 017/012 084/093 0993  050/055 0.7/ 0.03
?P'FedA"g' 7 0537065 0.02/002 096/099 000/000 062/078 0860  039/044  0.03/0.02
?P'FEdAVg' % 012/021 0.00/000 095/098 0.00/000 033/052 0733  026/030  0.01/0.01
EP'FedAVg’ °7 0.00/000 0.00/000 057/065 000/000 000/000 0567  012/012 0.0/ 0.01
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Communication and compute are small at this scale but instructive. Each federated round exchanges
the 7,686 parameters of the detector in both directions, 44 MB per client over 60 rounds, whereas
moving a client's 700 training windows of 48 features to a central server would take 0.13 MB; the raw
data are smaller than the model traffic by two orders of magnitude, so federation here buys
confidentiality, not bandwidth, and the communication cost contributed nothing to the Sobol indices
below. Training took 9-14 seconds per scheme and seed on two cores; the Shapley explanations took
longer than the training. The time-to-quality favours the federated schemes in one respect: because
every client trains in parallel, ten rounds (a few seconds of wall-clock in the testbed and a few minutes
in a deployment with 15-minute windows) are enough to reach 0.88, and a new client joining a trained
federation inherits the global model at once, which a local model cannot do.

The operating point matters more than the ranking. At the default threshold, false-positive rates of 1-
3% mean 300-900 false alarms per client-year at 35,040 windows per year, which the cost model prices
above the damage of every attack the detector catches; the cost-tuned thresholds chosen on the
validation windows lie at 0.985-0.999 for the non-private schemes and at 0.57-0.86 for the private ones
(whose attack probabilities are less concentrated), and at those thresholds the false-positive rates fall to
0.03-0.13% for local, FedAvg and FedProx while attack recall falls to 0.50-0.52 in-mix and 0.33 (local)
to 0.55 (federated) on the uniform mix (Figure 6c). The central model is the exception: its attack
probabilities on normal windows are more concentrated near one than the federated models' (it over-
fits the pooled data; its calibration error is the highest of the non-private schemes), the threshold grid's
upper value of 0.999 was not high enough, and its tuned false-positive rate stays at 0.65% in-mix and
0.30% uniform, a calibration problem that a finer grid or a calibration step would address, and that the
economics below penalise.

Heterogeneity

Table 10 and Figure 7 give the heterogeneity sweep. As the Dirichlet concentration falls from 100 (every
client sees every class) through 2 and 0.5 to 0.1 (each client's attacks concentrated in one or two classes),
the local models' in-mix AUROC rises from 0.843 to 0.881 (a client specialised in one class learns it well)
while their uniform-mix AUROC falls from 0.836 to 0.555 and their uniform-mix macro recall from
0.526 to 0.219: the local model is only as good as the attacks the client has already suffered.

Table 10: Heterogeneity sweep: AUROC, macro recall and false-positive rate on the in-mix test,
AUROC and macro recall on the uniform-mix test, and annual EMS cost at the tuned threshold for
local, FedAvg and FedProx at Dirichlet concentrations of 0.1, 0.5, 2 and 100

. AUROC, in-mix Macrorecall, FPR(05), AUROC, Macrorecall, -1nual EMS cost per
Dirichlet a Scheme . . . . R .. client, uniform-mix, Seeds
(mean * sd) in-mix % uniform-mix uniform-mix
tuned (thousand)
0.1 Local (own 0.881 % 0.036 0.641 133 0.555 0.219 19.5 2
data)
FedAvg 0.774 0.016 0.390 1.98 0.772 0.440 13.9
FedProx 0.831 +0.023 0.484 036 0.855 0577 11.0
05 Local (own 0.885 + 0.002 0.613 0.99 0.743 0396 13.7 3
data)
FedAvg 0.864 % 0.008 0.584 1.83 0.870 0.636 13.6
FedProx 0.884 % 0.006 0.621 1.07 0.880 0.651 11.1
2 Local (own 0.840 + 0.006 0520 0.79 0.776 0.437 18.9 2
data)
FedAvg 0.869 % 0.007 0.639 1.48 0.849 0.643 113
FedProx 0.881 % 0.007 0.646 115 0.865 0.651 16.6
100 LOC;i t(;wn 0.843 + 0.019 0533 0.96 0.836 0526 12.2 2
FedAvg 0.884 +0.018 0.679 191 0.857 0.676 115
FedProx 0.891 +0.017 0.679 1.82 0.881 0.690 102

27



Review of Applied Science and Technology, August 2026, 08— 49

FedAvg degrades with heterogeneity on both tests (uniform-mix AUROC 0.857 at a =100, 0.772 at a =
0.1), the client-drift effect that the non-IID literature describes; FedProx degrades less (0.881 to 0.855)
and is the best federated scheme at every level of heterogeneity, with uniform-mix macro recall of 0.577
at a = 0.1 against 0.440 for FedAvg and 0.219 for local. At the homogeneous end the federated schemes
beat the local models on both tests (0.884-0.891 against 0.843 in-mix), because pooling knowledge of
attacks that every client sees adds data; at the heterogeneous end they lose in-mix and win on the
uniform mix, because pooling adds classes. Which test an operator should weight is the deployment
question: the uniform-mix test asks whether a client is protected against attacks it has not yet seen.

Figure 7: Heterogeneity sweep: (a) in-mix AUROC of local, FedAvg and FedProx by Dirichlet
concentration, (b) uniform-mix AUROC (detection of attacks a client has not seen)
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Privacy and robustness

Table 11 and Figure 8 give the privacy-utility curve. Record-level DP-SGD inside FedAvg with noise
multipliers of 1, 2 and 4 gives privacy losses of ¢ ~ 36, 15 and 6.7 at 6 =10~ * under the approximate
accounting of the Methods, and AUROC of 0.867, 0.822 and 0.651 against 0.864 without noise; at o =1
the ranking quality is intact but the classes with weak signatures vanish first (replay and scaling recall
fall to 0.02 and 0.00, false-data injection to 0.53, command injection to 0.62) while denial of service stays
at 0.96; at o = 2 false-data injection falls to 0.12 and at o = 4 only denial of service is still detected (0.57).
The private detectors are also conservative: their false-positive rate at the default threshold is 0.00-
0.20%, which, as the economics show, is not a disadvantage. The privacy budgets are large by the
standards of the differential-privacy literature (single-digit € is the usual target) and the testbed's
conclusion is that record-level DP-SGD at those budgets costs most of the detector's value when each
client has 700 windows: the privacy that small local datasets can afford is limited, and client-level
mechanisms with more clients, or larger local datasets, are the routes the literature offers. Table 12 and
Figure 9 give the poisoning experiment. One poisoning client among twelve, training on flipped labels
and scaling its update eightfold, collapses plain averaging from 0.864 to 0.719 AUROC and attack recall
from 0.64 to 0.21; coordinate-wise median aggregation holds at 0.860 and 0.60 recall and the 20%
trimmed mean at 0.844 and 0.57. With two poisoners the median holds at 0.821 and the trimmed mean
at 0.819 against 0.677 for averaging; with three (a quarter of the clients) averaging detects nothing (recall
0.003), the trimmed mean, which removes only two values per coordinate, fails (0.716, recall 0.14), and
the median still detects 0.45 of attacks at 0.794 AUROC. Robustness has a price without poisoners: the
median's false-positive rate is higher (2.29% against 1.83% at one poisoner) because it discards the
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information in the averaged update's tails.
Table 11: Privacy-utility curve: noise multiplier, privacy loss £, AUROC, F1, false-positive rate,

macro recall, recall by class and annual EMS cost for FedAvg without noise and with DP-SGD at o
=1, 2 and 4, with the no-detector cost

. Annual EMS cost
No'lse‘ €(0=10"5, AUROC (mean FPR (0.5), Macro Recall by class: FD.IA/ per client,
Scheme multiplier . F1 (0.5) o replay / DoS / scaling / . 4
o approximate) *sd) %o recall emd injection uniform-mix,
) tuned (thousand)
FedAvg, no 0.76 / 0.28 / 0.94 / 0.15
DP n/a 0 0.864 +0.008 0.687 1.83 0.584 /078 13.6
DP-FedAvg 1 35.8 0.867 £ 0.007 0.651 0.20 0427 053/ 0'0/2 ({ 602’96 /000 123
DP-FedAvg 2 14.9 0.822 £0.014 0.483 0.08 0.279 012/ 0'0/0 ({ 3%95 /0.00 143
DP-FedAvg 4 6.7 0.651 £ 0.016 0.222 0.00 0.115 000/ 0'0/0(48)657 /0.00 16.0
No detector n/a n/a n/a n/a n/a n/a n/a 16.5

Figure 8: Privacy and utility: (a) AUROC against the accounted privacy loss ¢, (b) recall by attack
class as noise rises, (c) F1 and false-positive rate at the default threshold, (d) annual EMS cost at
the tuned threshold on the uniform-mix test
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Table 12: Poisoning and robust aggregation: AUROC, F1, false-positive rate, attack recall, macro
recall, recall of false-data injection and command injection, and annual EMS cost for plain
averaging, coordinate-wise median and 20% trimmed mean under one to three poisoning clients

Poisoning

AUROC

Annual EMS cost
FPR Recall: FDIA per client,

Attack Macro

clients Aggregation (mean * sd) F1(0.5) (0.5), % recall (0.5) recall / com m.and uniform-mix,
injection
tuned (thousand)
0 Plainaveraging (no  g¢4 1 0008 0687 183 0636 0584 076 /078 13.6
poisoners)
1 Plain averaging 071940022 0324  0.17 0208 0204 029024 144
Coordinate-wise o a5) 40000 0.642 229 0599 0555  0.69/0.72 14.2
median
20% trimmed mean 0.844 £0.008  0.648  1.65 0572 0539  0.67/0.73 141
2 Plain averaging ~ 0.677+0.106 0229  0.23 0156 0138  0.19/025 17.2
Coordinate-wise 0>1 10005 0575 220 0.506 0482  0.65/ 0.66 133
median
20% trimmed mean 0.819£0.021  0.607  0.98 0490 0466  0.60/0.60 13.2
3 Plain averaging ~ 0.603+0.088  0.005  0.00 0.003 0.003  0.00/0.00 16.5
Coordinate-wise 0, 0003 0553 144 0.447 0422 049/ 0.39 14.1
median
20% trimmed mean  0.716 £0.020 0233  0.15 0138 0112  0.07/0.00 15.3

Figure 9: Poisoning: (a) AUROGC, (b) attack recall, (c) false-positive rate and (d) F1 of plain
averaging, coordinate-wise median and trimmed mean as the number of poisoning clients rises

from zero to three
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Explanations

Table 13 and Figure 10 give the explanations. The Shapley attributions of the FedAvg detector are
physically readable: false-data injection is attributed to the largest flow jump (24 % of the mean absolute
attribution) and the state residual (18%) (the splice and the inconsistency with the measured load that
the attack leaves); replay to the variability of net load (19%) and the photovoltaic change (8%); denial
of service to the packet-rate jump, the packet rate and latency variability (17%, 16%, 15%); scaling to
the state residual (23%) and net load (8%); and command injection to the command count and its
variability (22%, 17%). The central detector's attributions name the same features in a slightly different
order (false-data injection: flow jump 20%, state residual 20%; command injection: setpoint deviation
21%, command count 13%), and the rank agreement of the global importance vectors is 0.72 between
central and FedAvg, 0.74 between central and FedProx and 0.79 between FedAvg and FedProx; the
private detector agrees less (0.51-0.55) because noise flattens its reliance on the weak-signature features,
and the local model of client 1 least (0.46-0.56) because it has learned its own client's mix. Across clients,
the FedAvg detector's explanation on each client's attacked windows agrees with the global vector at a
mean rank correlation of 0.73 (range 0.55-0.85), the central detector's at 0.71 (0.45-0.88), FedProx at 0.77
and the private detector at 0.79; the federated detectors' reasons are at least as uniform across clients as
the pooled model's. The depth-3 surrogate tree reproduces 96.4% of the Fed Avg detector's predictions
on the pooled test windows with four rules that an operator can read: a packet-rate z-score below —2.7
is denial of service; otherwise a command count above 3.2 is command injection; otherwise a flow jump
above 3.4 is false-data injection; otherwise the window is normal; the tree ignores replay and scaling,
which the detector itself detects poorly, and its fidelity is the fidelity of a detector that mostly sees three
classes.

Table 13: Explanations: top Shapley features per attack class for the FedAvg and central detectors,
rank agreement of global importance across schemes, per-client agreement, and the surrogate tree
with its fidelity

Item FedAvg detector (seed 0) Central detector (seed 0)

3 o/ . 1 o/ . 3 3 o/ . 3 o/ .
False-data injection max_jump_flow 24%; state_resid 18%; max_jump_v max_jump_flow 20%; state_resid 20%; A

4%; flow_12 2% flow_115%; A flow_12 3%
Reol sd_net_load 19%; pv_change 8%; max_jump_flow sd_net_load 13%; pv_change 10%; A
epay 8%; A pv_out5% pv_out 9%; max_jump_flow 7%

. . max_jump_pkt 17%; pkt_rate 16%; sd_latency 15%; pkt_rate 24%; max_jump_pkt 14%;
Denial of service Alatency_ms 8% latency_ms 11%; A latency_ms 10%
Scalin state_resid 23%; net_load 8%; max_jump_flow 4%; state_resid 25%; net_load 9%; flow_I1 3%;

& v_busb 3% hour_sin 2%
Command iniection cmd_count 22%; sd_cmd_count 17%; A cmd_count setpoint_dev 21%; cmd_count 13%; A
0 a jectio 7%; setpoint_dev 7% cmd_count 11%; A setpoint_dev 8%

central-FedAvg 0.72; central-FedProx 0.74; central-
DP 0=1 0.55; central-local 0.46; Fed Avg-FedProx
0.79; FedAvg-DP o0=1 0.51; Fed Avg-local 0.56;
FedProx-DP o0=1 0.54; FedProx-local 0.54; DP 0=1-
local 0.50

Rank agreement of global
importance (Spearman)

Per-client agreement with

the global vector FedAvg: mean 0.73, range 0.55-0.85 Central: mean 0.71, range 0.45-0.88

pkt_rate <-2.73 & pkt_change < -3.93 — dos;
pkt_rate <-2.73 & pkt_change > -3.93 — dos;
pkt_rate > -2.73 & emd_count<3.17 &
Surrogate tree (depth3)  max_jump_flow < 3.38 — normal; pkt_rate > -2.73
on the FedAvg detector; & cmd_count <3.17 & max_jump_flow > 3.38 —
fidelity 96.4% fdia; pkt_rate > -2.73 & cmd_count > 3.17 &
cmd_count £ 5.12 — cmd_injection; pkt_rate > -2.73
& cmd_count > 3.17 & cmd_count > 5.12 —
cmd_injection

Thresholds are z-scores of per-client
standardised features
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Figure 10: Explanations: (a) global feature importance of the FedAvg and central detectors, (b) top
features per attack class for FedAvg, (c) rank agreement of global importance across schemes, (d)
agreement of each client's explanation with the global one
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Economics: the cost of errors and the value of federation

Table 14 and Figure 11 give the resilience economics. At baseline economics and tuned thresholds, on
the uniform-mix test, a client with no detector bears 16.5 thousand per year of attack damage; a local
detector reduces the total of missed attacks, safe-mode operation and false alarms to 13.7 thousand,
FedAvg to 13.6, FedProx to 11.1, the private detector at 0 =1 to 12.3, at 0 =2 to 14.3 and at 0 = 4 to 16.0,
and the central model raises it to 23.4 because of its false alarms. On the in-mix test the local detector
does best (12.1 thousand), FedProx next (13.9) and FedAvg no better than no detector (16.7): where
every client's future attacks resemble its past ones, its own model, tuned to its own base rates, is hard
to beat. Under 2,000 draws of economic inputs the annual saving of FedAvg over local detection on the
uniform mix is 3.3 thousand per client (median 2.3, 5th-95th percentile —3.1 to 13.0), positive in 71% of
draws; on the in-mix test it is 6.6 thousand (—10.5 to —2.6), negative in all but a handful of draws; and
the value of FedAvg over the centralised reference, counting the value a party places on not pooling its
data (0-20 thousand per year) and the central model's false alarms, is 22.2 thousand (8.1-36.4), positive
in all draws. Sobol indices attribute 60% of the variance of the federation-over-local saving to the attack
rate and 18-24% each to the damage per false-data-injection and per other event, with the false-alarm
and safe-mode costs contributing 2-6% and communication nothing: the value of federation rises with
the frequency and severity of attacks, which is where pooled knowledge of unseen attacks pays, and
the uncertainty an operator should buy down first is its own attack exposure. The metamodel over the
experiment grid (Table 14) attributes the variance of the saving to the number of poisoning clients
(36%), the privacy noise (26%), heterogeneity (12%) and the attack rate (11%); its tree reads: without
poisoners and with 0 <1 the saving is 4.8 thousand at attack rates below 28 per year and 9.0 thousand
above; with o > 1 it is negative; with any poisoner it is negative unless robust aggregation is used; the
conditions, in order, under which a party should join a federation.
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Table 14: Economics at tuned thresholds: annual cost components by scheme on the uniform-mix
and in-mix tests, Monte Carlo distributions of the value of federation over local and central
detection, and Sobol indices

Tuned Missed Safe mode False Total, Total Saving vs
Scheme / quantity threshold / attacks/ alarms/ uniform- . no
. / 5th-95th . in-mix
mean median P(>0) mix detector
Local (own data) 0.985 10.7 1.6 14 13.7 12.1 2.8
Central (pooled) 0.999 4.6 3.4 15.3 23.4 414 -6.9
FedAvg 0.996 6.7 2.8 4.1 13.6 16.7 29
FedProx 0.993 6.8 2.8 1.6 111 13.9 5.4
DP-FedAvg, o=1 0.860 8.9 2.2 1.2 12.3 13.6 4.2
DP-FedAvg, 0=2 0.733 12.2 1.5 0.6 14.3 14.7 2.2
DP-FedAvg, 0=4 0.567 15.0 0.6 0.4 16.0 15.9 0.5
No detector n/a 16.5 0 0 16.5 16.7 0
Monte Carlo: FedAvg
saving over local, 33 23 31t0130 71
uniform-mix (thousand
per client-year)
Monte Carlo: FedAvg 6.6 66 -105t0-2.6 0
saving over local, in-mix
Monte Carlo: FedAvg
value over central incl. 222 22 81-364 100
privacy value, uniform-
mix
Monte Carlo: cost with no 384 334 105-832 100
detector, uniform-mix
Monte Carlo: cost with 26.5 243 108-50.6 100
Fed Avg, uniform-mix
attack rate: 0.50
/ 0.60; other
damage: 0.19 /
0.24; FDIA
Sobol indices of the damage: 0.14 /
. 0.18; safe-mode 4,096
FedAvg-over-local saving . 76
51/ ST) cost: 0.04 / evaluations
0.06; false-
alarm cost: 0.02
/ 0.02;
communication

cost: 0.00 / 0.00

Verification

Attacked windows carried the intended signatures: false-data injection raised the state residual and the
flow jump while leaving the voltage-flow consistency check within noise, denial of service collapsed
the packet rate by the drawn fraction; class counts per client matched the Dirichlet mixes (7.75% of
training windows attacked, 89-177 windows per class across the twelve clients, with four to five clients
holding three or fewer examples of a given class); standardisation used training windows only and
thresholds validation windows only; FedAvg with a single client reproduced local training; ¢ fell
monotonically with o (35.8, 14.9, 6.7); median and trimmed-mean aggregation without poisoners
tracked averaging within seed variation; the learning curves flattened within the round budget; and
every table and figure was produced from the results file. The run took eight minutes on two cores.
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Figure 11: Economics: (a) annual EMS cost per client by scheme under economic uncertainty, (b)
value of federation over local and central detection, (c) Sobol indices of the saving, (d) metamodel
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Discussion

Answers to the research questions

RQ1 asked what a decision framework for federated attack detection requires. The literature yields six
requirements (data that stay where they are, heterogeneity and rarity as the normal case, bounded
disclosure and bounded damage, explanations an operator can check, decision outputs in money under
uncertainty, and feedback with governance) and the four-layer framework of Figure 1 meets them; the
testbed shows the outputs each produces. RQ2 asked how the schemes compare. On each client's own
attack mix the schemes are within 0.03 AUROC of each other and the local models are as good as any;
on the attacks a client has not seen the federated detectors hold their quality (0.87-0.88) and the local
models fall to 0.74; FedProx is the better federated scheme at every level of heterogeneity; record-level
differential privacy at single-digit € costs most of the detector's value with 700 windows per client; one
poisoning client in twelve destroys plain averaging and the coordinate-wise median withstands three.
RQ3 asked whether the explanations agree. The federated and central detectors attribute each class to
the same physically meaningful features with rank agreement of 0.72-0.79, agree with each client's
explanation at 0.71-0.77 on average, and a four-rule surrogate reproduces 96% of the federated
detector's decisions; privacy noise and local training lower the agreement to about 0.5. RQ4 asked what
the operating point is worth. At the default threshold every detector costs more than it saves because
of false alarms; at cost-tuned thresholds the federated detectors save 3-5 thousand per client-year
against no detector and FedAvg saves 3.3 thousand over local detection on unseen attacks (positive in
71% of draws) but loses 6.6 thousand on seen ones; the attack rate and damage drive the value, and
poisoners and privacy noise are the conditions that reverse it.
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What federation is for, and what it is not

The two tests give opposite verdicts on federation, and both are right about something. A local detector
trained on a client's own history is the best detector of that history: it knows the client's sensitivities, its
noise and its base rates, and no averaging with eleven other clients improves that. A federated detector
is a detector of what the other clients have seen, and its value is realised only when an attack arrives
that the client has not seen, which, for a security system, is the case that matters, because the attacker
chooses. The uniform-mix test is a stylised version of that case, and on it the local models lose a third
of their macro recall while the federated models keep theirs. The economics follow the same logic: the
saving of federation over local detection is positive on unseen attacks and scales with the attack rate
and damage, which is why the Sobol indices point to the operator's own exposure as the uncertainty to
resolve. Two corollaries follow for the design of a federation. First, the heterogeneity that makes
federation valuable (clients see different attacks) is the heterogeneity that makes FedAvg drift, so the
proximal term of FedProx (or a personalised layer on a shared backbone, which the literature has since
developed) should be the default (Li et al., 2020c; Kairouz et al., 2021). Second, the base rate, not the
model, sets the operating point: with attacks in 8% of windows, a detector that raises alarms on 1-3%
of normal windows is a liability in any cost model with a non-trivial false-alarm cost, and threshold
tuning on validation data at the operator's costs is as much part of the detector as its weights (Axelsson,
2000; Sommer & Paxson, 2010).

Privacy, robustness and the size of the federation

The privacy result is sobering and should be read with its conditions. Record-level DP-SGD protects
each window of each client's data against inference from the shared model, and with 700 windows per
client and 1,320 noisy steps, the budgets at which the detector still works (e =36 at o = 1) are far above
the single-digit values the literature treats as meaningful, while budgets below 10 leave only the denial-
of-service signature (Abadi et al., 2016; Dwork & Roth, 2014; Wei et al., 2020). The arithmetic is the well-
known one: the privacy cost of a step scales with the sampling rate, which is large when local datasets
are small, and the noise that masks one record also masks the rare classes whose signatures are weakest.
Three routes exist. Larger local datasets lower the sampling rate; client-level differential privacy, where
the unit of protection is a client's whole contribution, suits federations of organisations better than
record-level protection and becomes affordable with many clients (Geyer et al., 2017; McMahan et al.,
2018); and secure aggregation hides the individual updates from the server without noise, at the cost
of trusting the aggregate (Bonawitz et al., 2017; Truex et al., 2019). The testbed's twelve clients are the
smallest federation that shows the effects; the privacy and robustness arithmetic both improve with
scale, which is an argument for sector-wide federations under a system operator rather than bilateral
ones. The robustness result is the complementary warning: with twelve clients, one dishonest
participant is 8% of the federation, enough to destroy plain averaging; the median withstood three, the
trimmed mean did not, and both cost a little accuracy without poisoners. A federation needs an
aggregation rule chosen for the number of participants it can afford to lose, attestation of the
participants, and drills (Blanchard et al., 2017; Yin et al., 2018; Fang et al., 2020).

Explanations as a control, not an ornament

The explanation layer earned its place in two ways that a detection metric cannot show. First, the
attributions are physically interpretable and stable across schemes: the federated detector found the
same signatures (the flow jump and state residual of false-data injection, the packet-rate collapse of
denial of service, the command burst of command injection) as the centralised one, with rank agreement
of 0.72-0.79, and the four-rule surrogate reproduces 96% of its decisions. An analyst receiving an alarm
with "largest flow jump 3.5 standard deviations, state residual 2.9" and the rule "flow jump > 3.4 —
false-data injection" can check the telemetry; one receiving only a probability cannot. Second, the
agreement measures are a monitor: a fall in per-client agreement signals a client whose data or model
has drifted, and a fall in cross-scheme agreement under privacy noise or poisoning signals that the
detector's reasons have changed even when its AUROC has not: the private detector at o = 1 kept its
AUROC (0.867 against 0.864) but lost agreement (0.51), because it had stopped using the weak-
signature features. That explanations can themselves be attacked, and that a surrogate's fidelity is the
fidelity of the detector's blind spots as much as its strengths (the tree has no rule for replay or scaling),
are the two cautions the literature adds and the testbed confirms (Ghorbani et al., 2019; Slack et al.,
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2020; Rudin, 2019; Nadeem et al., 2023).

Implications for energy management and resilience

The energy-management layer turns the detector into a resilience mechanism, and the economics show
what that mechanism is worth and what it costs. A safe mode that holds the last good state, trusts local
measurements and applies conservative setpoints for two hours after an alarm absorbs an attack at a
price (in the testbed, 35 per step, 280 per alarm) and that price is paid for every true alarm and every
false one. The cost model therefore has three terms that pull against each other: damage avoided (which
rises with recall), safe-mode cost (which rises with recall and with false alarms) and false-alarm cost
(which rises with the false-positive rate), and the tuned thresholds sit where their sum is least. In the
resilience vocabulary, the detector shortens the time an attack goes unabsorbed and the safe mode
bounds the performance loss during it, while false alarms impose a performance loss of their own
(Panteli & Mancarella, 2015; Linkov et al., 2013; Ganin et al., 2016); a detector that is tuned without
regard to the safe-mode cost makes the grid less resilient, not more, because it spends the system's
tolerance for degraded operation on windows that were never attacked. Two design consequences
follow. The safe-mode rule itself should be graded (a short, cheap response to a low-confidence alarm
and a longer one to a confirmed attack) which turns the single threshold of this study into a policy, and
makes the explanation layer part of the response: an alarm whose attribution names the packet-rate
collapse calls for a communications fallback, one that names the flow jump and state residual calls for
a state-estimation check before dispatch acts. And the measured outcomes of the safe mode (how often
it was entered, for how long, at what cost, and whether an attack was in progress) are the data that the
governance record needs and that the framework's economics would be recalibrated from; without
them the cost model remains the stylisation it is here (Cardenas et al., 2011; Pasqualetti et al., 2013; Chen
et al., 2017).

The centralised reference

The centralised model is the reference that federation is usually measured against, and on the testbed
it was the best detector by every ranking metric and the worst by cost. Both facts are informative.
Pooling the data gave it the most examples of every class and the highest recall on replay and scaling,
which is the ceiling that the federated schemes approach (within 0.01-0.02 AUROC on the uniform
mix). But a single model fitted to twelve clients with different sensitivities, noise and base rates over-
fits the pooled normal windows in a way that the per-client standardisation does not undo: its attack
probabilities on normal windows are the most concentrated near one, its calibration error the highest
of the non-private schemes, and its false-positive rate at any threshold the highest (at the tuned
threshold still 0.3-0.65%), which the cost model prices at 15-33 thousand per client-year. The lesson is
not that centralisation is bad but that a pooled model needs per-client calibration and per-client
thresholds, which is exactly what the federated schemes get for free from local training and local
threshold curves (Guo et al., 2017; Niculescu-Mizil & Caruana, 2005; Rahman et al., 2020). It is also a
reminder that privacy is not the only reason to keep data and decisions local: the base rates are local
too.

Implications for operators and federations

Three implications follow for practice. First, join a federation for the attacks you have not seen, and
evaluate it on them: an operator comparing a local detector with a federated one on its own history will
conclude, correctly for that history, that the local one is as good; the comparison that bears on risk is on
attack classes the client has not experienced, which the uniform-mix test stylises and which a red-team
catalogue would make concrete. Second, set the operating point from a cost model, and measure the
two costs that the Sobol indices and the tuned thresholds make decisive (the cost of a false alarm and
of safe-mode operation, and the client's attack rate) before trusting any annual value; in the testbed the
choice of threshold changed the sign of the detector's value. Third, treat privacy budget and
aggregation rule as design parameters with a price: the testbed's privacy-utility curve and poisoning
table are the form in which that price can be shown to a data-protection officer and a security officer
respectively, and the federation's size is the lever that lowers it (Kairouz et al., 2021; Mothukuri et al.,
2021; Lyu et al., 2024).
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Implications for standards, regulation and governance

The results connect to the standards and regulatory threads in four ways. NIST SP 800-82 and NISTIR
7628 ask operators to monitor operational-technology networks and to protect the confidentiality of
grid data; federated training satisfies both at once only if the model updates are themselves protected,
which is what the differential-privacy and secure-aggregation results speak to (Stouffer et al., 2023;
Smart Grid Interoperability Panel, 2014; Bonawitz et al., 2017). IEC 62443 and the NERC CIP standards
define security zones and the evidence an operator must keep; a federated detector crosses zones by
design, and its governance record (data provenance, privacy budget, aggregation rule, incidents and
explanation drift) is the evidence that the detector's behaviour can be audited (International
Electrotechnical Commission, 2023; NERC, n.d.; National Institute of Standards and Technology, 2024).
The EU NIS 2 Directive extends incident-reporting duties to energy operators, and the General Data
Protection Regulation restricts the transfer of personal data such as consumption profiles; federation
keeps the telemetry where it is, but the regulation also asks what a shared model reveals, which only a
privacy budget answers (European Parliament and Council, 2022; European Parliament and Council,
2016; Wachter et al., 2018). And the incident-response and risk-management standards frame the alarm
as a decision with recorded rationale (Cichonski et al., 2012; Joint Task Force Transformation Initiative,
2012; International Organization for Standardization, 2022; ISO, 2018): the surrogate rules and
attributions of this study are the form in which that rationale can be recorded and reviewed. Figure 12
sets out the implementation as four phases (data and governance, federate and validate, deploy with
explanation, scale and harden) with the governance bodies and enablers each needs.

Figure 12: Implementation roadmap for explainable federated attack detection in distributed smart
grids: four phases from data and governance through federation and validation and deployment
with explanation to scaling and hardening, with the governance bodies and enablers
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Implications for analytics practice

The study illustrates five analytics practices for federated detectors. Evaluate on the mix the
deployment will face, not only on each client's history: the in-mix and uniform-mix tests give opposite
answers about federation, and the uniform-mix test is the one that asks whether a client is protected
against attacks it has not yet seen (Sommer & Paxson, 2010; Arp et al., 2022). Tune the operating point
to the cost model and report the base-rate arithmetic: at an 8% attack share, a false-positive rate of 1-
3% at the default threshold produces hundreds of false alarms a year whose cost dwarfs the damage
avoided, and the cost-tuned thresholds near 0.95-0.99 are what make any detector worth having
(Axelsson, 2000). Account for privacy with a stated mechanism, a stated accountant and its
approximations, and report what each unit of privacy costs in detection (Abadi et al., 2016; Dwork &
Roth, 2014). Check explanations for agreement across schemes and clients before trusting them, and
keep a surrogate rule that an analyst can read (Ghorbani et al., 2019; Rudin, 2019; Nadeem et al., 2023).
And propagate the operating point into money under uncertainty with Sobol indices, so that the
operator knows which cost to measure first: here, the false-alarm and safe-mode costs (Sobol', 2001;
Saltelli et al., 2010; Spiegelhalter, 2017). These practices are the analytics counterpart of the federated-
learning content; they are what turns a detection metric into a decision about federation, privacy and
response.

Limitations

Table 15 lists the assumptions and their likely effects. The testbed is stylised throughout: the telemetry
model is linear with per-client sensitivities, the attack models are representations of documented
classes, and the features were designed with those classes in mind, so absolute detection rates describe
the testbed: replay and scaling are hard here because their signatures are small relative to the features'
day-to-day variation, and real attacks may be easier or harder. Twelve clients with 700 training
windows each is a small federation with small local datasets, which favours federation on rare classes
and makes record-level privacy expensive; the privacy accounting is an approximation (the leading
term of the moments-accountant bound) and its e values are upper bounds whose exact counterparts
would be somewhat smaller. The detector is a small multilayer perceptron trained for 60 rounds with
three seeds (two in the sweeps), and differences of one to two points of AUROC between schemes are
within seed variation. The poisoners are strong but simple; stealthier attackers would behave
differently against the median. The explanations rest on sampling-based Shapley values of seed-0
detectors and on rank agreement, which is sensitive to the many low-importance features; the
surrogate's fidelity is measured on the detector's predictions, not on the truth. The cost model is stylised
(fixed safe-mode duration, per-event damages, a false-alarm cost) and the thresholds tuned on
validation windows at baseline costs are optimistic for a central model whose probabilities needed a
finer grid; the economics omit platform capital, incident tails and discounting; and the uniform-mix
test assumes every client faces every class equally, which is a stylisation of "attacks you have not seen"
rather than a measurement of any threat landscape.

Further research

Five directions follow. First, calibration to real telemetry: SCADA and phasor-measurement streams
from feeders and microgrids, with red-team or replayed attack traces, would replace the generators,
and the public power-system datasets would anchor the attack classes (Pan et al., 2015; Borges Hink et
al., 2014; Goh et al., 2017). Second, stronger and more varied detectors under the same protocol
(sequence models on raw windows, physics-informed residuals from a full state estimator, one-class
and anomaly detectors for unseen attacks) to raise recall on replay and scaling and to test whether
federation's advantage on unseen classes persists (Ozay et al., 2016; Pasqualetti et al., 2013; Liu et al.,
2012; Scholkopf et al., 2001). Third, privacy and robustness together: client-level differential privacy
with secure aggregation, exact accountants, personalised federated models for heterogeneous clients,
and adaptive poisoners against Krum, norm clipping and attestation (McMahan et al., 2018; Truex et
al., 2019; Blanchard et al., 2017; Fang et al., 2020). Fourth, explanation under adversaries: whether
attributions can be manipulated by a poisoning client, how explanation drift signals model
compromise, and how analysts use attributions and surrogate rules in incident response (Slack et al.,
2020; Capuano et al., 2022; Nadeem et al., 2023). Fifth, resilience beyond a safe-mode rule: closed-loop
energy management under detected and undetected attacks, restoration and islanding, and the
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resilience metrics (performance loss and recovery time) that the response actually changes (Panteli &
Mancarella, 2015; Chen et al., 2017; Zhang et al., 2023). Each would use the same framework; only the
layer would change.

Conclusion

This article asked what a decision-analytics framework for explainable federated learning in distributed
smart grids should contain, and what it says on a transparent testbed. The framework has four layers
(physical and telemetry, federated learning and privacy, explanation, and decision, resilience and
governance) and meets six requirements drawn from the smart-grid security, federated learning,
differential privacy, explainable AI and resilience literatures: data that stay where they are,
heterogeneity and rarity as the normal case, bounded disclosure and bounded damage, explanations
an operator can check, decision outputs in money under uncertainty, and feedback with a governance
record. On a stylised federation of twelve grid clients with five injected attack classes, local, central and
federated detectors were within 0.03 AUROC of each other on each client's own attack mix, but only
the federated and central detectors held their quality on attacks a client had not seen (0.87-0.88 against
0.74 for local models), with FedProx the better federated scheme under heterogeneity; record-level
differential privacy at single-digit € erased all but the strongest attack signature with 700 windows per
client; one poisoning client in twelve destroyed plain averaging while the coordinate-wise median
withstood three.
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