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Abstract

This study quantitatively evaluated the effectiveness of deep-learning architectures for real-time network
intrusion detection using heterogeneous benchmark datasets, with particular emphasis on predictive accuracy,
attack-specific recognition, computational efficiency, scalability, statistical reliability, and cross-dataset
generalization. The analytical framework incorporated NSL-KDD, UNSW-NB15, CICIDS2017, CSE-CIC-
IDS2018, BoT-IoT, and ToN-IoT, representing approximately 23.15 million eligible network-traffic
observations after preprocessing and an overall retention rate of 94.4%. DNN, CNN, RNN, LSTM, GRU,
autoencoder-based, CNN-LSTM, and CNN-GRU architectures were evaluated and compared with
conventional machine-learning models. CNN-GRU achieved the strongest binary detection performance, with
99.18% accuracy, 99.06% precision, 99.24% recall, 99.09% specificity, 99.15% F1-score, and ROC-AUC of
0.996, while limiting false-positive and false-negative rates to 0.91% and 0.76%, respectively. The model
exceeded XGBoost, the strongest conventional benchmark, by 1.72 percentage points in accuracy. Attack-
specific results showed F1-scores of 99.54% for DDoS and 99.31% for DoS, although minority attacks remained
more difficult to identify, with worm recall declining to 84.63% and its false-negative rate reaching 15.37%.
Cross-dataset evaluation revealed a reduction in mean accuracy from 98.96 % within datasets to 91.72% across
datasets, demonstrating sensitivity to distribution shifts and heterogeneous traffic characteristics.
Computational evaluation showed that CNN-GRU processed approximately 13,240 flows per second with
baseline inference latency of 1.46 ms. At 250,000 flows, accuracy remained 98.46% and F1-score remained
98.31%, indicating substantial scalability under increased processing demand. Statistical analysis confirmed
significant differences among principal models, F(4, 36) = 42.87, p < .001, partial n? = .83, while CNN-GRU
exceeded XGBoost with a large effect size of Cohen’s d = 1.28. Ouverall, the findings demonstrated that hybrid
deep-learning architectures can provide highly accurate, statistically reliable, and computationally efficient real-
time intrusion detection, although minority-class recognition and cross-dataset generalization remain
important challenges.
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INTRODUCTION

Network intrusion detection refers to the continuous monitoring, analysis, and classification of network
activities to identify unauthorized access, malicious behavior, abnormal traffic, policy violations, and
cyberattacks that may threaten the confidentiality, integrity, or availability of information systems.
Network intrusion detection systems examine packets, traffic flows, protocol behavior, connection
characteristics, communication sequences, and statistical network attributes to distinguish legitimate
activities from potential attacks (Kocher & Kumar, 2021). Conventional intrusion detection has mainly
relied on signature-based and anomaly-based mechanisms. Signature-based detection identifies
previously known attacks by matching observed traffic with predefined patterns, whereas anomaly-
based detection identifies deviations from expected or learned normal behavior. Deep learning extends
machine learning through multilayer computational architectures capable of automatically extracting
complex and hierarchical representations from large volumes of network data.

Figure 1: Deep learning network intrusion detection
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In intrusion detection, deep learning models can learn discriminative patterns from high-dimensional
traffic features, temporal sequences, flow statistics, and protocol characteristics without depending
entirely on manually constructed security rules. Real-time intrusion detection adds a computational
requirement because incoming traffic must be analyzed and classified rapidly enough to generate
operationally useful alerts (Vishwakarma & Kesswani, 2022). Consequently, detection latency,
inference time, throughput, resource consumption, scalability, and processing efficiency become
important alongside classification accuracy. More than 30 empirical studies have evaluated deep neural
networks, convolutional neural networks, recurrent neural networks, long short-term memory
networks, gated recurrent units, autoencoders, deep belief networks, generative adversarial networks,
attention mechanisms, transformer-based architectures, and hybrid models for network intrusion
detection. CNNs are commonly used to extract hierarchical and local traffic patterns, while RNNs,
LSTMs, and GRUs are designed to model temporal dependencies in sequential network behavior.
Autoencoders support representation learning and anomaly detection, whereas GAN-based
approaches have been applied to synthetic attack generation and class-imbalance management. Hybrid
models such as CNN-LSTM and CNN-GRU combine feature extraction with temporal modeling. These
architectures have been evaluated using benchmark datasets including KDD Cup 99, NSL-KDD,
UNSW-NB15, CICIDS2017, CSE-CIC-IDS2018, BoT-IoT, ToN-IoT, and Edge-IloTset. The progression
from traditional signatures and statistical anomaly measures toward machine-learning and deep-
learning models reflects the increasing complexity, volume, and dimensionality of modern network
traffic. Quantitative comparison remains necessary because architectural complexity alone does not
guarantee better intrusion detection performance (Ayantayo et al., 2023). Model effectiveness varies
according to preprocessing, feature representation, attack distribution, class balance, training strategy,
hardware configuration, and evaluation procedure. Therefore, meaningful assessment of deep learning
for real-time intrusion detection requires simultaneous examination of predictive accuracy, attack-
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recognition capability, false-alarm behavior, inference speed, throughput, and computational
requirements.

Real-time network intrusion detection has substantial international significance because modern
economic, governmental, industrial, financial, healthcare, educational, transportation,
telecommunications, and commercial systems depend increasingly on interconnected digital
infrastructures (Wang et al., 2023). Cloud platforms, distributed data centers, Internet of Things
environments, industrial Internet of Things systems, mobile networks, edge computing, software-
defined networking, enterprise platforms, and globally distributed digital services continuously
exchange large volumes of traffic across organizational and national boundaries. Cyberattacks
including distributed denial-of-service, botnets, malware, brute-force attacks, reconnaissance,
infiltration, web attacks, spoofing, exploitation attempts, and unauthorized access can originate in one
geographical location while disrupting services and users across multiple countries. Deep learning has
therefore become important in cybersecurity research because conventional rule-dependent systems
can be difficult to maintain when traffic volume, heterogeneity, and behavioral complexity increase.
International studies have relied extensively on standardized benchmark datasets to evaluate and
compare intrusion-detection algorithms under reproducible conditions. NSL-KDD remains a widely
used baseline benchmark, while UNSW-NB15 contains more contemporary normal and malicious
network activities. CICIDS2017 and CSE-CIC-IDS2018 provide larger traffic collections with diverse
attack categories, while BoT-IoT, ToN-IoT, IoT-23, IoTID20, and Edge-IloTset extend evaluation into
IoT, IIoT, botnet, edge, and cyber-physical environments. Dataset selection strongly affects reported
performance because benchmarks differ in sample size, feature dimensionality, attack diversity, traffic
realism, labeling quality, class distribution, temporal characteristics, and protocol representation. Class
imbalance is particularly important because models may achieve high overall accuracy while showing
weak detection of minority attacks. Precision, recall, specificity, Fl-score, false-positive rate, false-
negative rate, ROC-AUC, and confusion-matrix measures therefore provide a more complete
assessment than accuracy alone. For real-time systems, these metrics should be considered together
with inference latency, processing time, throughput, CPU utilization, memory consumption, model
size, and computational complexity (Magan-Carrion et al., 2020). Generalization is another major
quantitative concern because models can learn dataset-specific characteristics that may not transfer
consistently across different network environments. Cross-dataset evaluation can therefore reveal
whether a model performs reliably under changes in traffic distribution, feature structures, attack
categories, and sample composition. Statistical comparisons across repeated experiments can further
distinguish genuine performance differences from variation caused by training partitions or model
initialization. The quantitative assessment of deep-learning intrusion detection is consequently
multidimensional, requiring evaluation of classification effectiveness, minority-class recognition, false-
alarm behavior, computational efficiency, real-time responsiveness, and consistency across benchmark
datasets (Jin et al., 2020). Such a structured approach provides an appropriate empirical basis for
comparing deep-learning architectures under standardized experimental conditions and for
determining the extent to which different models satisfy the technical requirements of real-time
network intrusion detection (Al-Hadhrami & Hussain, 2020).

The primary objective of this quantitative study is to evaluate the impact of deep learning on real-time
network intrusion detection by systematically comparing the predictive performance, detection
reliability, computational efficiency, and operational suitability of selected deep-learning architectures
using established benchmark cybersecurity datasets. The study aims to determine how effectively deep
neural networks, convolutional neural networks, recurrent neural networks, long short-term memory
networks, gated recurrent units, autoencoders, and selected hybrid deep-learning models can
distinguish benign network activity from malicious traffic across multiple intrusion categories.
Particular attention is directed toward measuring classification accuracy, precision, recall, specificity,
F1-score, ROC-AUC, false-positive rate, false-negative rate, and class-specific detection performance in
order to provide a multidimensional assessment of model effectiveness rather than relying on overall
accuracy alone. The study also seeks to quantify real-time operational performance through indicators
such as inference latency, processing time, throughput, memory utilization, computational cost, and
model complexity to determine whether highly accurate models can also satisfy the speed and resource
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requirements associated with continuous network monitoring. Another objective is to examine whether
deep-learning performance remains consistent across benchmark datasets such as NSL-KDD, UNSW-
NB15, CICIDS2017, CSE-CIC-IDS2018, BoT-IoT, ToN-IoT, and related intrusion-detection datasets that
differ in traffic composition, attack diversity, feature structure, class balance, and scale. The analysis
further aims to assess the effects of class imbalance, preprocessing procedures, feature representation,
and attack-category distribution on model performance, with emphasis on identifying whether
minority and less frequent attacks are detected with comparable reliability to dominant classes.
Statistical comparison of repeated experimental results will be used to determine whether observed
differences among deep-learning architectures are meaningful and consistent across datasets and
evaluation conditions. Through this quantitative framework, the study is designed to establish which
deep-learning approaches provide the strongest balance between detection accuracy, false-alarm
control, real-time responsiveness, computational efficiency, and cross-dataset robustness within
benchmark-based network intrusion detection environments.

LITERATURE REVIEW

The literature on deep learning for real-time network intrusion detection has developed around the
quantitative assessment of detection accuracy, attack-class discrimination, false-alarm control,
computational efficiency, processing latency, and generalization across heterogeneous network
environments. Existing studies have evaluated deep neural networks, convolutional neural networks,
recurrent neural networks, long short-term memory networks, gated recurrent units, autoencoders,
generative adversarial networks, attention mechanisms, transformer architectures, and hybrid models
using established cybersecurity benchmark datasets. NSL-KDD, UNSW-NB15, CICIDS2017, CSE-CIC-
IDS2018, BoT-IoT, ToN-IoT, IoT-23, and Edge-IloTset are particularly important because they provide
quantitatively measurable traffic observations, attack labels, network-flow attributes, and varying
degrees of class imbalance and attack diversity. The literature has increasingly moved beyond overall
classification accuracy toward multidimensional evaluation involving precision, recall, specificity, F1-
score, ROC-AUC, false-positive rate, false-negative rate, detection rate, confusion-matrix outcomes,
inference latency, throughput, CPU and memory utilization, and training complexity. Another major
body of research has examined how preprocessing, feature selection, dimensionality reduction, class
balancing, traffic representation, and hyperparameter configuration influence model performance.
Comparative studies have additionally evaluated whether deep-learning architectures provide
statistically and operationally meaningful improvements over conventional machine-learning methods
such as random forests, support vector machines, decision trees, k-nearest neighbors, logistic
regression, and shallow neural networks. Cross-dataset generalization and minority-attack recognition
remain important dimensions because strong performance within a single benchmark may not
represent equivalent detection reliability under different traffic distributions. Accordingly, this
literature review is organized around eight quantitative areas covering benchmark characteristics,
preprocessing and feature engineering, architectural performance, comparative model accuracy,
attack-specific detection, real-time computational performance, robustness and generalization, and
statistical validation. Together, these areas provide a structured basis for examining the measurable
impact of deep learning on real-time network intrusion detection.

Traffic Distributions and Class Imbalance

The quantitative literature on network intrusion detection demonstrates substantial differences in
dataset scale, feature dimensionality, traffic composition, and experimental structure across commonly
used cybersecurity benchmarks (Debasish, 2021; Silva et al., 2022). Across more than ten empirical and
comparative studies, NSL-KDD has frequently been employed as a controlled baseline because it
reduces the extensive redundant records associated with KDD Cup 99 and provides predefined
training and testing partitions. The commonly used NSL-KDD configuration contains approximately
125,973 training records and 22,544 testing records, with 41 input features describing connection
characteristics and traffic behavior. Its attack observations are generally organized into denial-of-
service, probing, remote-to-local, and user-to-root categories, although individual attack types can also
be examined separately . UNSW-NB15 represents a substantially larger and more contemporary
benchmark, containing approximately 2.54 million records generated from normal activity and nine
attack families, with a commonly used partition of 175,341 training observations and 82,332 testing
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observations (Abdur & Iftekhar, 2021; Zhang & Wang, 2023). Its feature space contains approximately
49 attributes before removal of identifiers or labels, allowing deeper analysis of flow, content, temporal,
and connection characteristics. CICIDS2017 expanded experimental scale through several days of
traffic and more than 2.8 million flow observations, combining benign activity with attacks such as
brute force, DoS, DDoS, botnet, port scanning, infiltration, and web attacks. CSE-CIC-IDS2018
increased the scale further, with published analyses commonly working with millions of network-flow
observations distributed across multiple attack scenarios. BoT-IoT was designed around IoT-oriented
botnet activity and contains tens of millions of raw traffic instances, while researchers frequently
employ smaller extracted subsets for computationally manageable experiments. ToN-IoT integrates
network, operating-system, telemetry, and IoT information, creating a multidimensional cybersecurity
environment rather than a single homogeneous traffic table. IoT-23 contains 23 captured scenarios,
including malicious and benign IoT traffic. Edge-IloTset extends benchmark evaluation to edge-
enabled IoT and IloT settings and contains more than 20 million raw records before preprocessing, with
a commonly reported processed dataset exceeding two million observations. These quantitative
differences establish markedly different experimental conditions for evaluating deep-learning
intrusion detectors (Debasish, 2022; Mahfouz et al., 2020).

Figure 2: Benchmark intrusion dataset characteristics
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A consistent finding across benchmark-focused intrusion-detection studies is that benign and malicious
traffic are rarely distributed uniformly, while individual attack categories often exhibit substantially
greater imbalance than the overall binary class distribution suggests (Mahbubul et al., 2022; Rao &
Babu, 2023). NSL-KDD illustrates this problem clearly because denial-of-service and normal traffic
represent substantial portions of the observations, whereas user-to-root and remote-to-local attacks
occur much less frequently. Consequently, models can generate strong overall accuracy while
producing considerably lower recall for rare attack categories. Studies using UNSW-NB15 have
identified a related pattern across its nine attack families, including fuzzers, analysis, backdoors, DoS,
exploits, generic attacks, reconnaissance, shellcode, and worms. Generic and exploit traffic can be
comparatively well represented, while worms, shellcode, and backdoor observations occupy
substantially smaller proportions of the data. CICIDS2017 also contains a strongly heterogeneous attack
distribution: benign traffic accounts for a major proportion of total flows, whereas attacks such as
Heartbleed and infiltration are represented by very small numbers compared with DoS, DDoS, port
scanning, and brute-force traffic (Gonzalez-Cuautle et al., 2020; Ashfaq & Mohammad, 2022). CSE-CIC-
IDS2018 similarly combines high-volume attack scenarios with relatively sparse classes, creating
multiclass classification conditions in which aggregate metrics can conceal weak minority-class
detection. BoT-IoT presents another form of imbalance because malicious botnet-related observations
dominate portions of the dataset, making the direction of imbalance different from benchmarks
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dominated by benign activity. ToN-IoT, 10T-23, and Edge-IloTset further demonstrate that class
proportions vary according to device, capture scenario, attack mechanism, and preprocessing strategy.
Across CNN, DNN, LSTM, GRU, autoencoder, and hybrid-model studies, minority classes have
repeatedly produced lower recall and Fl-scores than dominant classes even when total accuracy
exceeds commonly reported high-performance thresholds (Sheak & Risha, 2022; Milosevic & Ciric,
2022). Researchers have therefore used undersampling, oversampling, class weighting, synthetic
minority generation, stratified sampling, and GAN-based augmentation to modify class distributions.
The literature collectively indicates that attack prevalence must be examined at the class level because
binary benign-versus-malicious proportions alone provide an incomplete quantitative representation
of dataset difficulty and can overstate practical detection reliability.

Studies comparing intrusion-detection benchmarks also identify data quality, redundancy,
missingness, protocol composition, and preprocessing as important sources of quantitative variation.
NSL-KDD was developed partly to reduce the duplicate-record problem associated with KDD Cup 99,
where extensive redundancy could allow classifiers to repeatedly encounter highly similar
observations and produce inflated performance estimates (Rashedul & Kaium, 2022; Jhaveri, et al.,
2021). Removal of many duplicate records created a more challenging distribution and increased the
relative importance of difficult and uncommon traffic instances. More contemporary flow-based
datasets introduce different quality concerns. Research using CICIDS2017 has reported the need to
inspect duplicate observations, infinite values, missing values, malformed entries, and highly
correlated or constant features before model training. Different cleaning decisions can therefore
produce different final sample sizes from the same original benchmark. Comparable preprocessing
issues have been documented for CSE-CIC-IDS2018, where the large number of flow records and
multiple collection files require careful integration, label harmonization, duplicate inspection,
treatment of nonfinite observations, and normalization. UNSW-NB15 contains categorical protocol,
service, and state information alongside numerical traffic characteristics, requiring encoding
procedures before most neural architectures can process the data effectively. Its protocol diversity is
considerably broader than that represented by simplified legacy benchmarks, providing a more
heterogeneous traffic environment. BoT-IoT, ToN-IoT, IoT-23, and Edge-IloTset contain loT-oriented
protocols, device communications, telemetry patterns, and attack behaviors that further increase
feature heterogeneity (Chowdhury & Tonay, 2022; Oliveira et al., 2021). Edge-IloTset, for example, was
designed to represent diverse IoT and IIoT connectivity and attack conditions across multiple device
and protocol contexts. Studies across these datasets have applied min-max normalization,
standardization, categorical encoding, duplicate removal, missing-value treatment, feature selection,
correlation filtering, principal component analysis, autoencoder-based dimensionality reduction, and
other transformations before deep-learning classification. Such procedures frequently reduce the
original feature space or alter the number of eligible observations (Al-Essa & Appice, 2021; Hossan,
2022). Therefore, quantitative comparisons across published studies require attention not only to the
named benchmark but also to the exact preprocessing pipeline, retained features, sampling procedure,
training/testing partitions, and cleaned record counts used in each experiment.

Data Preprocessing and Class-Balancing

The quantitative literature on deep-learning-based network intrusion detection consistently identifies
data preprocessing as a major determinant of classification performance, computational efficiency, and
stability across benchmark datasets. Across more than ten empirical studies using NSL-KDD, UNSW-
NB15, CICIDS2017, CSE-CIC-IDS2018, BoT-1oT, ToN-IoT, and Edge-IloTset, researchers have applied
normalization, standardization, categorical encoding, duplicate removal, missing-value treatment,
infinite-value correction, and label harmonization before model training (Kumar & Sharma, 2023;
Kaniz, 2022). Normalization has been particularly common because network attributes such as packet
counts, byte volumes, connection durations, rates, and temporal statistics can differ substantially in
numerical magnitude. Studies comparing raw and normalized inputs have frequently reported
increases in model stability and classification accuracy, with improvements commonly ranging from
approximately 1 to 5 percentage points depending on the dataset and architecture. Standardization has
produced comparable improvements for DNN, CNN, LSTM, GRU, and autoencoder models while also
supporting faster convergence during training. Categorical encoding is especially important for NSL-
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KDD and UNSW-NB15 because protocol, service, state, and connection-related variables cannot be
directly processed by most neural architectures in their original textual form. One-hot and label-
encoding procedures have transformed these variables into numerical representations, although one-
hot encoding can increase feature dimensionality considerably (Nishat & Kaniz, 2022; Sauber-Cole &
Khoshgoftaar, 2022). Studies using CICIDS2017 and CSE-CIC-IDS2018 have additionally documented
performance changes after removing duplicate, missing, infinite, or invalid records. Cleaning has
generally reduced dataset size while improving the consistency of model inputs and lowering the risk
that repeated observations artificially inflate classification accuracy. Several comparative investigations
have reported reductions in false-positive rates following systematic cleaning and scaling, while recall
and Fl-score have improved particularly for heterogeneous traffic classes. The literature therefore
demonstrates that preprocessing is not simply an administrative stage preceding deep learning
(Kraiem et al.,, 2021; Shaiful et al., 2022). Numerical transformations, data-quality controls, and
encoding decisions directly influence the distribution and dimensionality of model inputs, the number
of eligible training observations, convergence behavior, training duration, and resulting accuracy,
precision, recall, F1-score, and false-alarm performance.

Feature selection and dimensionality reduction have received substantial quantitative attention
because intrusion-detection datasets can contain dozens or hundreds of variables, many of which may
be redundant, highly correlated, weakly informative, or computationally expensive to process
(Mohammad, 2023; Zakariah & Alotaibi, 2023). Studies using information gain, correlation-based
feature selection, recursive feature elimination, mutual-information ranking, principal component
analysis, and related methods have commonly reduced original feature spaces by approximately 30%
to more than 80% while maintaining or improving detection performance. Research on NSL-KDD has
frequently reduced its 41 original traffic features to subsets containing approximately 10 to 30 variables,
with several experiments reporting similar or higher accuracy and Fl-scores than models trained on
the complete feature set. Comparable investigations using UNSW-NB15 have reduced approximately
40 or more predictive attributes to fewer than 20 highly informative features, producing measurable
decreases in model training time and memory requirements.

CICIDS2017 studies have reported even greater opportunities for reduction because its flow-based
representation contains approximately 80 variables before cleaning and label removal. Information-
gain and correlation-based methods have often retained between 15 and 40 influential features,
reducing dimensionality by roughly one-half or more. Principal component analysis has similarly
compressed high-dimensional traffic representations into smaller sets of components while retaining
substantial statistical information, although excessive compression has occasionally reduced minority-
class sensitivity (Debasish, 2023; Naushin et al., 2023). Recursive feature elimination has produced more
targeted subsets by repeatedly removing weak predictors according to classifier performance. Across
DNN, CNN, LSTM, GRU, and hybrid-model studies, optimized feature subsets have commonly
reduced training duration by approximately 20% to 60%, depending on architecture, dataset size, and
hardware conditions. Accuracy improvements are generally smaller than computational gains, often
ranging from less than one percentage point to several percentage points, while false-positive rates can
decline when noisy or redundant features are removed (Gupta et al., 2023; Kaium, 2023). These findings
indicate that the primary quantitative value of feature selection lies in achieving comparable or
improved predictive performance with fewer variables, shorter training periods, reduced memory
requirements, and lower real-time processing overhead. Autoencoder-based representation learning
provides a distinct dimensionality-reduction strategy because compact traffic representations are
learned directly from the data rather than selected exclusively through statistical ranking or predefined
feature importance (Farrugia et al., 2021; Pervaz, 2023). Empirical studies have combined autoencoders
with DNNs, CNNs, LSTMs, and conventional classifiers to compress network attributes before binary
or multiclass intrusion detection. Across NSL-KDD, UNSW-NB15, CICIDS2017, and loT-oriented
datasets, autoencoder architectures have reduced input dimensions while preserving latent patterns
associated with normal and malicious traffic. Published experiments have commonly compressed
several dozen original features into latent representations containing fewer than 10 to 30 dimensions,
representing reductions that can exceed 50% depending on the initial feature space. Deep and stacked
autoencoders have also been used as unsupervised or semi-supervised feature-learning mechanisms,
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allowing large volumes of unlabeled or mixed network traffic to contribute to representation
construction. Comparative studies have reported classification accuracy frequently above 90% and,
under selected benchmark configurations, above 95% after autoencoder-based feature extraction,
although performance differs substantially by dataset and attack distribution. Improvements in
precision, recall, and F1-score have often been most apparent when latent representations remove noisy
or highly correlated attributes while retaining discriminative traffic characteristics (Jang et al., 2022;
Chowdhury, 2023).

Figure 3: Intrusion data preprocessing workflow
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Autoencoder preprocessing has also produced reductions in downstream classifier training time
because smaller latent vectors require fewer input operations, although the initial representation-
learning stage introduces its own computational cost. Research comparing PCA and autoencoder
compression has shown that neither technique is universally dominant: PCA can provide
computationally inexpensive linear compression, while autoencoders can represent nonlinear
relationships that are difficult to preserve through linear components. The benefits are also influenced
by compression strength, since very small latent spaces can remove information required to recognize
rare attacks. Studies involving multiclass intrusion detection have consequently reported stronger
aggregate accuracy than minority-class recall in some highly compressed configurations (Badrul &
Mominul, 2023; Sadeghi et al.,, 2023). The literature therefore characterizes autoencoder-based
representation learning as a quantitative trade-off involving dimensionality reduction, computational
cost, classification performance, and preservation of attack-specific information.

Class-balancing techniques constitute another major quantitative component of intrusion-detection
preprocessing because benchmark datasets frequently contain severe differences between dominant
and minority attack categories. Studies using NSL-KDD have repeatedly identified user-to-root and
remote-to-local attacks as difficult minority categories, while UNSW-NB15 contains comparatively
small numbers of worms, shellcode, backdoor, and analysis observations (Rakib & Towhidul, 2023;
Shorten & Khoshgoftaar, 2019). CICIDS2017 and CSE-CIC-IDS2018 similarly include rare infiltration,
web-attack, and specialized attack records alongside substantially larger benign, DoS, DDoS, and
scanning classes. Across more than ten comparative investigations, SMOTE, random oversampling,
random undersampling, class weighting, adaptive synthetic sampling, and GAN-based balancing have
been applied to reduce these distributional inequalities. SMOTE-based experiments have frequently
produced substantially larger improvements in minority-class recall and Fl-score than in overall
accuracy, illustrating that aggregate accuracy can conceal the primary benefit of balancing. In severely
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imbalanced configurations, minority-class recall has increased by more than 10 percentage points and,
in selected studies, by several tens of percentage points following resampling (Musial & Bojanowski,
2022; Nishat, 2023). Random oversampling can achieve similar gains but may increase training time
because the number of observations expands, while undersampling reduces computational
requirements at the cost of discarding portions of dominant-class information. Class-weighted learning
modifies the importance assigned to minority observations without increasing dataset size and has
produced improved sensitivity in DNN, CNN, LSTM, and GRU classifiers. GAN-based approaches
generate synthetic minority attack observations and have been evaluated particularly where
conventional oversampling provides insufficient diversity. Several studies have reported improved
minority-class precision, recall, F1-score, and ROC-AUC after GAN augmentation, although results
depend strongly on the realism and diversity of generated samples. Balancing can also alter false-
positive rates because stronger minority sensitivity may cause additional benign observations to be
classified as attacks. Consequently, the strongest configurations reported in the literature generally
optimize both minority detection and false-alarm control rather than maximizing recall independently
(Ashrafuzzaman, 2024; Cardoso-Fernandes et al., 2020). Collectively, quantitative evidence shows that
preprocessing, feature reduction, and balancing can substantially alter intrusion-detection results, with
their largest benefits appearing in computational efficiency, minority-attack recognition, F1-score, and
the reliability of multiclass detection.

DNN, CNN, RNN, LSTM, GRU and Hybrid Deep-Learning Architectures

The quantitative literature comparing deep-learning architectures for network intrusion detection
shows that deep neural networks, convolutional neural networks, and recurrent neural networks can
all achieve strong predictive performance, although their effectiveness varies according to dataset
characteristics, traffic representation, attack diversity, and classification structure (Alghamdi et al.,
2022; Debasish, 2024). Across more than ten empirical studies using NSL-KDD, UNSW-NB15,
CICIDS2017, CSE-CIC-IDS2018, BoT-IoT, and related benchmarks, DNN models have commonly
achieved binary classification accuracy above 90%, with several optimized configurations reporting
accuracy exceeding 95%. Precision, recall, and F1-score generally remain close to overall accuracy in
balanced binary settings, while multiclass performance is often lower because rare attack categories are
more difficult to distinguish. CNN architectures have frequently produced stronger results than basic
DNNs because convolutional layers can extract local and hierarchical feature relationships from
transformed network traffic. Several CNN-based studies have reported accuracy between
approximately 95% and 99% on CICIDS2017 and comparable high-performance ranges on NSL-KDD
and UNSW-NB15 after appropriate preprocessing (Hasan et al., 2023; Rahman, 2024). CNN models
have also demonstrated high specificity and low false-positive rates in binary attack detection, although
false negatives increase when minority attack categories are underrepresented. RNN architectures
provide an alternative approach by emphasizing sequential dependencies in network activity. Their
reported accuracy commonly exceeds 90%, but performance varies more widely than CNN results
because sequence length, temporal organization, and recurrent training complexity influence
outcomes. Confusion-matrix evidence across these studies shows that dominant benign, DoS, DDoS,
and scanning classes are usually classified with high sensitivity, whereas smaller infiltration, shellcode,
worm, or privilege-escalation categories produce more misclassification (Ahmed et al., 2023; Kaium,
2024). The literature therefore indicates that DNN, CNN, and RNN architectures provide strong
baseline deep-learning performance, with CNNs often achieving better overall discrimination and
RNNSs offering stronger representation of temporal traffic behavior. Studies evaluating LSTM and GRU
architectures have consistently emphasized their ability to model temporal dependencies and
sequential attack behavior more effectively than conventional feed-forward networks. Across NSL-
KDD, UNSW-NB15, CICIDS2017, and loT-oriented intrusion datasets, LSTM-based models have
frequently achieved binary detection accuracy between approximately 94% and 99%, with precision
and recall often exceeding 90%. F1-scores have generally remained high for dominant attack categories,
while minority classes show wider variation because sequential modeling cannot fully overcome severe
data imbalance. GRU architectures have produced similar results while often requiring fewer
parameters and shorter training times than equivalent LSTM models (Shakhawat & Md, 2024;
Mohammadpour et al., 2022). Several comparative studies have reported GRU accuracy within one or
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two percentage points of LSTM performance, with some experiments showing slightly higher recall or
lower inference latency.

Figure 4: Deep Learning Architecture Detection Accuracy
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Autoencoder-DNN configurations have also received substantial attention because they combine
nonlinear representation learning with supervised deep classification. In these models, autoencoders
compress the original feature space into latent representations that are subsequently processed by a
DNN classifier. Studies using this structure have commonly reported accuracy above 90% and, under
tavorable preprocessing and balancing conditions, above 95%. Improvements are frequently observed
in training efficiency and noise reduction rather than in accuracy alone (Gupta, 2021; Nishat & Jahanara,
2024). Autoencoder-DNN systems can also reduce false-positive rates by removing redundant or
weakly informative variables before classification. However, excessive compression may lower
sensitivity for rare attacks if discriminative information is removed. Confusion matrices from LSTM,
GRU, and autoencoder-based studies show that benign and high-frequency attacks are generally
detected with strong sensitivity and specificity, while minority classes remain the principal source of
false negatives. The quantitative literature therefore suggests that temporal recurrent architectures and
autoencoder-assisted classifiers provide effective alternatives to conventional DNNs, particularly when
sequential dependencies, dimensionality reduction, and efficient feature representation are important
components of the intrusion-detection task (Tonay et al., 2024; Yao et al., 2023).

Deep Learning and Machine-Learning Intrusion Detection Models

The quantitative literature comparing deep-learning and conventional machine-learning models for
network intrusion detection demonstrates substantial variation in predictive performance across
datasets, classification settings, and preprocessing conditions (Thapa et al., 2020; Uddin & Risha, 2024).
Across more than ten empirical studies involving NSL-KDD, UNSW-NB15, CICIDS2017, 10oT-23, and
related benchmarks, conventional algorithms such as random forest, support vector machine, decision
tree, k-nearest neighbors, naive Bayes, logistic regression, gradient boosting, and XGBoost have
frequently achieved strong binary classification results, while deep-learning architectures have
generally shown greater advantages when traffic representations become high-dimensional,
sequential, or multiclass. Reported machine-learning accuracy commonly ranges from approximately
80% to above 95%, although optimized ensemble models can exceed this range (Debasish, 2025a;
Kocher & Kumar, 2021). For example, comparative experiments have reported random forest detection
performance around the upper 80% to upper 90% range depending on the benchmark, while XGBoost
has frequently produced accuracy above 90%. SVM performance has shown wider variation,
particularly across heterogeneous datasets, with reported results ranging from approximately 80% to
the low 90% range in several comparative evaluations. KNN, logistic regression, and naive Bayes
generally produce lower or more variable performance when feature dimensionality and attack
diversity increase. Deep neural networks, CNNs, LSTMs, GRUs, and hybrid models frequently achieve
accuracy in the mid-to-upper 90% range under optimized conditions. Comparative evidence has
reported CNN-LSTM and CNN-GRU models reaching approximately 96% to 99% accuracy on selected
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benchmark configurations, with Fl-scores often above 0.95. In one multi-dataset comparison, hybrid
CNN-LSTM performance exceeded SVM and random forest by several percentage points in accuracy
and by larger margins in F1-score. However, some optimized conventional methods have equaled or
exceeded basic DNN and CNN models. This pattern shows that deep learning does not automatically
outperform machine learning in every experiment (Debasish, 2025b; Liu & Lang, 2019). The largest
performance gains generally occur when neural architectures exploit complex feature relationships or
temporal patterns that simpler classifiers cannot represent as effectively.

Comparative studies also indicate that differences between deep learning and conventional machine
learning become more apparent when evaluation extends beyond overall accuracy to recall, ROC-AUC,
detection rate, false-positive rate, false-negative rate, and minority-class recognition (Dini & Saponara,
2021; Jahanara, 2025). Conventional classifiers can achieve high accuracy when dominant benign or
frequently occurring attack categories are easily separable, yet performance often declines for rare
attacks such as infiltration, worms, shellcode, backdoors, user-to-root, and remote-to-local events.
Random forest and XGBoost generally provide stronger minority-class recognition than logistic
regression, naive Bayes, and basic KNN because ensemble trees can model nonlinear interactions
among network attributes. SVM also performs strongly in some structured datasets but can exhibit
reduced recall or increased processing requirements when observations and dimensions increase
substantially (Jannatul, 2025; Moller, 2023). Deep-learning models have frequently achieved higher
recall and Fl-score under complex multiclass conditions. Comparative evaluations have reported
CNN, LSTM, and hybrid architectures with recall above 95% on several CICIDS2017 and UNSW-NB15
experiments, while selected conventional models remain several percentage points lower. ROC-AUC
values for advanced deep-learning architectures frequently exceed 0.95, and hybrid systems have
occasionally approached 0.99 under binary classification. In one comparative analysis, CNN-LSTM
achieved an AUC close to 0.99 and outperformed standalone machine-learning classifiers. False-alarm
behavior, however, remains dataset dependent. Deep models can reduce false positives when feature
representations successfully separate benign and malicious patterns, while highly imbalanced training
data can cause neural networks to produce false negatives for minority attacks (Dini et al., 2023;
Rahman, 2025). Conventional ensemble methods may provide comparable false-positive control with
lower architectural complexity. Studies reporting confusion-matrix outcomes show that both model
families perform well on common attacks, but deep architectures tend to provide stronger
discrimination when classes overlap or traffic patterns contain temporal dependencies.

Figure 5: Deep versus conventional intrusion detection
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Quantitatively, improvements in recall and F1-score are often more informative than absolute accuracy
gains, particularly because a two- or three-percentage-point change in overall accuracy can coexist with
substantially larger improvements in rare-attack detection.The computational comparison between
deep learning and conventional machine learning reveals a clear trade-off between representational
capability and processing cost. Random forest, decision tree, logistic regression, naive Bayes, KNN,
SVM, gradient boosting, and XGBoost generally require less architectural configuration than multilayer
neural systems, although computational requirements vary considerably with dataset size and
algorithm design (Arif Uz et al., 2025; Nalmpantis & Vrakas, 2019). Decision trees, logistic regression,
and naive Bayes are often among the fastest models to train and execute, making them attractive for
relatively structured intrusion-detection tasks. Random forest and gradient-boosting methods require
additional computational resources because multiple trees must be constructed, while XGBoost
commonly provides a favorable balance between predictive accuracy and efficient parallel processing.
Recent comparative studies have shown that random forest and XGBoost can deliver competitive
detection accuracy with sub-millisecond inference latency on conventional hardware in selected
intrusion-detection settings. Deep neural networks generally require longer training periods because
multiple layers and large parameter sets must be optimized repeatedly across epochs. CNNs add
convolutional processing, while LSTMs and GRUs introduce sequential operations that further increase
training complexity (Kaium, 2025; Wang et al., 2023). Hybrid CNN-LSTM, CNN-GRU, autoencoder-
based, and transformer architectures may require substantially greater memory and computational
resources than conventional classifiers. However, once trained, several deep architectures can process
large traffic batches efficiently, particularly when GPU acceleration is available. GRU-based models
often require fewer parameters and shorter processing times than equivalent LSTM architectures, while
transformer-based approaches generally impose greater memory and computational requirements.
Scalability patterns also differ across algorithms. KNN can become inefficient at inference because
predictions require distance calculations against many stored observations, and nonlinear SVMs can
become computationally expensive as sample size increases. Tree ensembles scale more efficiently in
many structured datasets, while deep learning becomes increasingly competitive when millions of
observations, large feature spaces, and high-dimensional representations are processed (Imad et al.,
2022; Pervaz, 2025). The literature therefore indicates that conventional machine-learning methods
frequently retain an efficiency advantage, whereas deep-learning models provide stronger scalability
when adequate computational resources and complex traffic structures are present.

The synthesized evidence across conventional and deep-learning intrusion-detection studies shows
that model superiority depends strongly on dataset dimensionality, traffic complexity, attack diversity,
and the balance between predictive performance and computational cost. Conventional machine-
learning methods remain highly competitive when datasets contain structured tabular features and
informative preprocessing has already reduced dimensionality (Chowdhury, 2025; Rodriguez et al.,
2022). Random forest and XGBoost are particularly strong examples, with multiple studies reporting
accuracy, precision, recall, and F1-score above 90% and occasionally approaching the performance of
advanced neural models. Decision trees can also achieve high accuracy with low inference cost,
although individual trees may be less stable than ensembles. SVM performs effectively in moderate-
dimensional spaces but can encounter scaling difficulties as datasets expand to millions of records.
Logistic regression and naive Bayes provide computational simplicity but generally show weaker
capacity to represent complex nonlinear attack relationships. Deep-learning architectures demonstrate
their largest quantitative advantages when feature interactions are highly nonlinear, attack behavior
contains temporal dependencies, or raw and high-dimensional traffic representations are used
(D'hooge et al., 2023; Badrul, 2025). CNNs, LSTMs, GRUs, and hybrid systems have frequently
generated absolute accuracy improvements of several percentage points over conventional baselines,
while relative gains in recall and F1-score can be larger for difficult attack categories. Studies comparing
hybrid deep networks with SVM, random forest, and XGBoost have reported F1-scores approaching
0.98-0.99 in favorable settings, although tree ensembles can remain highly competitive with much
lower inference latency. Deep models also tend to require more training time, memory, hardware
acceleration, and hyperparameter tuning. Consequently, the quantitative literature does not support a
universal ranking in which every deep-learning model dominates every machine-learning classifier.
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Instead, deep learning generally provides greater representational capacity and stronger performance
in complex or high-dimensional environments, whereas conventional ensemble methods frequently
deliver favorable accuracy-to-cost ratios (Mehedi et al., 2021; Nishat, 2025). The most meaningful
comparisons therefore incorporate accuracy, recall, F1-score, ROC-AUC, detection rate, false alarms,
inference latency, computational requirements, and scalability simultaneously rather than judging
model effectiveness through a single predictive metric.

Attack-Specific Detection RatesFalse-Alarm Performance

The quantitative literature on attack-specific network intrusion detection shows that deep-learning
models generally achieve their strongest performance on highly represented and behaviorally
distinctive attacks such as denial-of-service, distributed denial-of-service, brute-force, botnet,
reconnaissance, and scanning activities (Sadia, 2025; Kumar, et al., 2021). Across more than ten
empirical studies using NSL-KDD, UNSW-NB15, CICIDS2017, CSE-CIC-IDS2018, BoT-IoT, ToN-IoT,
and related benchmarks, DoS and DDoS classes frequently produce precision, recall, and F1-scores
above 90%, with optimized CNN, LSTM, GRU, DNN, and hybrid architectures often reaching the
upper 90% range. Detection probability for volumetric attacks is generally high because these attacks
generate pronounced deviations in packet rates, connection counts, flow duration, protocol behavior,
and traffic intensity. Brute-force attacks also tend to be recognized effectively when sufficient training
observations are available, with many studies reporting class-specific recall and F1-score above 90%.
Botnet traffic has similarly demonstrated strong detection outcomes, particularly in BoT-IoT and
CICIDS2017, where automated malicious communication patterns create distinguishable behavioral
signatures. Reconnaissance and port-scanning attacks commonly achieve high sensitivity because
repeated connection attempts and systematic probing generate recognizable statistical patterns.
Confusion-matrix analyses nevertheless show that certain reconnaissance activities can be misclassified
as benign traffic or related scanning categories when their intensity is low (Sadia, 2025; Zhu et al., 2023).
False-positive rates for dominant attack classes are often below 5% in optimized models, although
performance depends strongly on preprocessing, feature selection, and class balance. False-negative
rates are generally lowest for high-volume DoS and DDoS categories and higher for attacks with subtler
traffic characteristics (Negera et al., 2022; Tonay, 2025). These findings indicate that attack prevalence
and behavioral distinctiveness strongly affect class-level performance, meaning that high aggregate
accuracy often reflects excellent recognition of dominant attacks rather than uniformly strong detection
across all cyberattack categories. Attack-specific studies consistently report greater variability in the
detection of exploits, fuzzers, web attacks, infiltration, and related application-oriented attacks because
these categories often exhibit more complex or overlapping traffic characteristics than volumetric
attacks (Alaoui & Nfaoui, 2022). Across UNSW-NB15, CICIDS2017, CSE-CIC-IDS2018, and ToN-IoT,
exploit and fuzzer classes generally achieve moderate-to-high recall when represented by sufficient
observations, with many deep-learning models reporting F1-scores between approximately 80% and
the upper 90% range. CNNs and hybrid CNN-LSTM or CNN-GRU architectures frequently outperform
basic feed-forward models because they can extract nonlinear and sequential relationships among
traffic features. Web attacks, including SQL injection, cross-site scripting, and brute-force web
authentication, typically show wider performance variation. Their minority status in some datasets can
reduce class-specific sensitivity even when overall accuracy remains above 95%. Infiltration is among
the most difficult classes in CICIDS2017 and related benchmarks because relatively few labeled
examples are available and malicious flows may resemble legitimate traffic (Rabbani et al., 2021).
Studies have reported substantially lower recall for infiltration than for DoS or DDoS, with some
models experiencing reductions of several tens of percentage points. Confusion matrices frequently
reveal infiltration observations being assigned to benign or other low-intensity attack categories. False-
negative rates therefore remain a significant concern for these attacks. Feature selection and balanced
sampling can improve recognition, while temporal models such as LSTM and GRU often capture attack
sequences more effectively than static classifiers. Attention-enhanced and hybrid models have also
demonstrated improvements in class-specific precision and F1l-score by emphasizing discriminative
traffic attributes (Keserwani et al., 2023). The literature collectively shows that application-layer and
infiltration attacks provide a more demanding test of intrusion-detection reliability because strong
overall classification performance does not guarantee high sensitivity for attack categories
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characterized by subtle behavior, limited representation, or substantial overlap with benign network
activity.

Figure 6: Attack-Specific Intrusion Detection Framework
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The most pronounced weaknesses in attack-specific intrusion detection are frequently associated with
rare classes such as backdoors, shellcode, worms, privilege-escalation attacks, selected malware
activities, and spoofing events (Liu et al., 2021). Studies using UNSW-NB15 have repeatedly shown
that worm, shellcode, and backdoor classes contain far fewer observations than generic, exploit, or
normal traffic, leading to substantial variation in precision, recall, and F1-score. In some experiments,
overall model accuracy exceeds 90% while minority-class recall remains below 70%, demonstrating the
inadequacy of aggregate accuracy as a complete measure of security performance. Similar patterns
have been observed in NSL-KDD, where user-to-root and remote-to-local categories are substantially
more difficult to detect than DoS and probing attacks. Deep-learning models can improve minority
recognition through nonlinear feature learning, yet insufficient class representation remains a major
limitation. Autoencoder-DNN, CNN-LSTM, attention-LSTM, and GAN-assisted models have often
achieved better minority-class recall than basic DNN or conventional machine-learning systems,
particularly after balancing procedures are applied. Improvements of 10 percentage points or more in
recall and Fl-score have been reported in selected minority classes following oversampling, class
weighting, synthetic-data generation, or balanced batch construction (Mvula et al., 2023). Malware and
spoofing performance also varies considerably across IoT and IIoT benchmarks because malicious
behaviors differ according to device type, protocol, and attack implementation. False-negative rates are
particularly important for these categories because rare malicious events can remain undetected even
when false-positive rates are low. Confusion patterns commonly show rare attacks being absorbed into
dominant malicious categories or incorrectly classified as benign. The literature therefore demonstrates
that minority-class recognition represents one of the strongest tests of model reliability, and attack-
specific precision, recall, sensitivity, Fl-score, and false-negative rate provide more meaningful
evidence than overall accuracy when evaluating deep-learning intrusion-detection systems (Bowen et
al., 2023).

The synthesized quantitative evidence shows that false-alarm behavior and confusion patterns vary
substantially across cyberattack categories, dataset structures, and deep-learning architectures
(Apostol et al., 2021). More than ten comparative studies have demonstrated that models with very
high overall accuracy can still generate operationally important false positives and false negatives when
attack distributions are highly imbalanced. False positives occur when benign activity resembles attack
behavior, particularly during bursts of legitimate traffic, repeated connection attempts, unusual
protocol use, or high-volume application activity. False negatives are more frequently concentrated
among low-frequency or behaviorally subtle classes such as infiltration, backdoors, shellcode, worms,
web attacks, and selected malware events. By contrast, DoS, DDoS, botnet, brute-force, scanning, and
reconnaissance attacks generally produce lower false-negative rates because their traffic characteristics
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are more strongly differentiated from normal activity (Zakariah & Almazyad, 2023). Hybrid deep-
learning systems frequently reduce both error types relative to standalone architectures. CNN-LSTM
and CNN-GRU models often achieve class-specific F1-scores above 90% for well-represented attacks
and produce lower confusion between related classes through combined spatial and temporal
representation. Attention-enhanced networks can further improve sensitivity by assigning greater
weight to discriminative features, while autoencoder-based systems can reduce false alarms by filtering
redundant or noisy traffic attributes. Nevertheless, multiclass evaluations consistently report lower
performance than binary classifications because models must distinguish among numerous attacks
with overlapping characteristics. A binary detector may correctly identify malicious traffic while a
multiclass model may assign that observation to the wrong attack family, creating category-level
misclassification even when attack detection itself is successful (Zhu et al., 2023). Class balancing,
feature selection, representation learning, and threshold optimization have therefore been central to
reducing these errors. Overall, the literature indicates that reliable intrusion detection should be
evaluated through attack-specific precision, recall, Fl-score, sensitivity, false-positive rate, false-
negative rate, and confusion matrices rather than aggregate accuracy alone, particularly when rare but
potentially consequential cyberattacks are included.

Utilization of Deep-Learning Intrusion Detection Systems

The quantitative literature on deep-learning intrusion detection has increasingly evaluated whether
high classification accuracy can be achieved within the timing constraints required for real-time
network security. Across more than ten empirical studies involving DNN, CNN, RNN, LSTM, GRU,
autoencoder, transformer, and hybrid architectures, inference latency has ranged from sub-millisecond
processing for compact feed-forward or convolutional models to several milliseconds or considerably
longer for complex recurrent, attention-based, and transformer configurations (Tang et al., 2020).
Lightweight DNN and CNN models have frequently processed individual network flows within
approximately 0.1 to 5 milliseconds on accelerated hardware, while recurrent architectures commonly
require greater processing time because sequential dependencies are evaluated across multiple time
steps.

Figure 7: Real-time intrusion detection framework
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LSTM models generally exhibit higher latency than GRU models because of their greater gating
complexity and parameter requirements, while optimized GRU architectures have often achieved
similar classification accuracy with shorter response times. Hybrid CNN-LSTM and CNN-GRU
systems provide stronger feature representation but frequently increase per-flow inference time
compared with standalone CNN models (Tsimenidis et al., 2022). Studies using CICIDS2017, UNSW-
NB15, NSL-KDD, CSE-CIC-IDS2018, BoT-IoT, and ToN-IoT have shown that models with accuracy
above 95% can still differ substantially in operational latency. In several comparative experiments,
compact models processed thousands to tens of thousands of flows per second, while highly complex
architectures produced lower throughput because each prediction required additional layers, recurrent
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operations, or attention calculations. Detection response time also depends on batch size, hardware
configuration, preprocessing overhead, and whether traffic is evaluated as individual packets, flows,
or temporal sequences (Aleesa et al., 2020). GPU-based execution generally reduces latency for large
batches, whereas CPU-only processing can be more competitive for very small models and single-flow
inference. These studies collectively demonstrate that classification accuracy alone is insufficient for
determining real-time suitability because a model must identify malicious traffic quickly enough to
support immediate security responses while maintaining acceptable false-positive and false-negative
rates.

Detection throughput has emerged as another major quantitative measure because operational
intrusion-detection systems must continuously process large volumes of packets or flows without
generating computational bottlenecks. Studies evaluating deep-learning models across enterprise,
cloud, IoT, IIoT, and edge-network environments have reported throughput ranging from several
thousand to more than one hundred thousand observations per second, depending on architecture,
hardware, feature dimensionality, and batching strategy (Alghamdi & Bellaiche, 2023). Basic DNN and
CNN models typically achieve higher throughput than recurrent or transformer-based architectures
because their operations can be parallelized more efficiently. CNN models, in particular, often provide
a favorable balance between high detection accuracy and rapid batch processing. LSTM models tend
to exhibit lower throughput because sequential calculations limit parallel execution, while GRU models
generally improve processing speed by using a simpler recurrent structure. Hybrid CNN-LSTM and
attention-enhanced architectures can achieve very high Fl-scores and ROC-AUC values but often
process fewer flows per second than compact CNN or GRU systems. Training duration shows an even
wider difference among architectures. Shallow DNNs may complete training in minutes on moderate
benchmark subsets, while deep recurrent, transformer, and hybrid models can require tens of minutes
or several hours when trained on millions of observations (Akgun et al., 2022). Studies using CSE-CIC-
IDS2018 and BoT-IoT have particularly highlighted the computational burden associated with very
large datasets. Transformer architectures can require substantially greater computational operations
because self-attention processes relationships across multiple input positions, although parallel GPU
execution can reduce training time. Autoencoder-based systems introduce an additional
representation-learning stage before classification, increasing total training cost even when
downstream inference becomes faster. Feature selection and dimensionality reduction have frequently
reduced training time by approximately 20% to 60% while preserving similar predictive performance
(Hosseininoorbin et al., 2023). Overall, quantitative comparisons indicate that increased architectural
depth and representational sophistication commonly improve detection capability up to a point, but
these gains are accompanied by higher training cost, lower throughput, or increased response latency
when model complexity becomes excessive.

Performance Stability of Deep-Learning Intrusion Detection Models

The quantitative literature on deep-learning intrusion detection consistently shows that models
perform more strongly when training and testing data originate from the same benchmark than when
they are transferred across different network environments (Ma et al., 2021). Across more than ten
empirical studies using NSL-KDD, UNSW-NB15, CICIDS2017, CSE-CIC-IDS2018, BoT-IoT, ToN-IoT,
IoT-23, and Edge-IloTset, within-dataset accuracy frequently exceeds 95% for optimized CNN, LSTM,
GRU, DNN, autoencoder, and hybrid architectures, while cross-dataset accuracy often declines
substantially. Reported reductions commonly range from several percentage points to more than 20
percentage points depending on the similarity between source and target traffic. Precision, recall, and
Fl-score generally deteriorate more sharply than overall accuracy when attack definitions, protocol
distributions, feature structures, and benign traffic patterns differ across datasets. Models trained on
NSL-KDD, for example, often exhibit weaker performance when evaluated on UNSW-NB15 or
CICIDS2017 because the latter datasets contain more contemporary traffic behavior and broader attack
diversity (Sharma & Selwal, 2022). Similar declines have been reported when models optimized on
enterprise-oriented traffic are applied to IoT or IloT environments. Cross-dataset ROC-AUC can also
decrease from values above 0.95 in within-dataset testing to substantially lower levels under
distribution shifts. Confusion-matrix analysis frequently shows that the largest errors occur among
attack categories that are absent, rare, or behaviorally different in the training benchmark. False-
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positive rates can increase markedly when legitimate target-domain traffic does not resemble the
benign patterns learned during training. These findings demonstrate that high benchmark accuracy
does not necessarily indicate robust generalization (Mou et al., 2023). Instead, dataset-specific feature
relationships, traffic-generation procedures, labeling schemes, attack prevalence, and preprocessing
pipelines strongly influence learned representations and determine how well a deep-learning intrusion
detector transfers across operational environments.Robustness studies further indicate that deep-
learning intrusion detectors are sensitive to changes in class distribution, feature statistics, attack
prevalence, and network behavior. Research involving enterprise, cloud, IoT, IIoT, edge, and cyber-
physical datasets has shown that shifts in the proportion of benign and malicious traffic can alter recall,
Fl-score, and false-positive rates even when the underlying model architecture remains unchanged
(Awotunde et al., 2022). Models trained on relatively balanced subsets often experience reduced
sensitivity when deployed on heavily imbalanced traffic, particularly when minority attacks occur at
very low prevalence.

Figure 8: Cross-dataset intrusion detection model reliability
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In several studies, overall accuracy remained above 90% while minority-class recall fell by 10 to 30
percentage points under shifted class distributions. CNN, LSTM, GRU, and transformer-based models
have shown different levels of resilience, with hybrid architectures often maintaining stronger recall
because they combine complementary spatial and temporal representations. Attention-enhanced
systems can also improve robustness by emphasizing discriminative traffic attributes, although they
remain vulnerable when target-domain features differ substantially from training data (Sharma &
Selwal, 2023). Cross-dataset experiments have shown that false-positive rates may increase from low
single-digit levels to considerably higher values when benign traffic contains previously unseen
applications, protocols, or communication patterns. Similar instability occurs when attack traffic is
represented differently across datasets. Class weighting, oversampling, domain adaptation, transfer
learning, feature alignment, and normalization have been used to reduce these effects, with some
studies reporting recovery of several percentage points in recall and F1-score. However, gains are rarely
sufficient to eliminate the entire cross-domain performance gap. The literature therefore characterizes
robustness as a multidimensional property involving resistance to class imbalance, feature drift, traffic
heterogeneity, and unseen attack patterns rather than simple stability of overall accuracy (Mahmood
et al., 2023).

Scalability represents another important quantitative dimension because deep-learning intrusion-
detection systems must maintain acceptable performance as traffic volume, feature dimensionality,
device count, and attack diversity increase. Studies based on CICIDS2017, CSE-CIC-IDS2018, BoT-1oT,
ToN-IoT, and Edge-lloTset have evaluated models on datasets containing millions of network
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observations and have shown that predictive accuracy can remain high when sufficient computational
resources and efficient preprocessing are available (Wu et al., 2023). However, training duration,
inference latency, memory consumption, and throughput often change substantially as dataset size
increases. DNN and CNN architectures generally scale more efficiently than recurrent or transformer-
based models because their operations can be parallelized more effectively. LSTM and GRU models
retain strong temporal detection capability but can exhibit longer training times as sequence length and
traffic volume grow. Transformer architectures can preserve high detection accuracy in complex
environments but may require substantially greater memory and computational operations. Edge and
IoT studies have highlighted additional constraints because large centralized models are difficult to
deploy on resource-limited devices. Lightweight CNNs, compressed DNNs, pruned recurrent
networks, and reduced-feature models have therefore been examined as scalable alternatives. Several
investigations have reported reductions of 30% to more than 60% in model size or computational
demand while maintaining most of the original accuracy and Fl-score (Rill-Garcia et al., 2022).
Scalability also affects detection stability. Models trained on small sampled subsets can produce strong
benchmark results but may experience reduced throughput or altered class performance when exposed
to full-scale traffic. In enterprise and cloud environments, high flow rates can further increase false
negatives if model latency exceeds traffic-processing capacity (Mounir et al., 2023). The literature
consequently shows that scalability must be assessed through both predictive and operational
measures, including accuracy retention, recall stability, latency, throughput, resource consumption,
and performance under progressively larger data volumes.

The broader quantitative evidence demonstrates that performance stability varies considerably across
enterprise, cloud, IoT, IIoT, edge, and cyber-physical network environments because each domain
presents different traffic structures, device behaviors, protocols, and attack characteristics (Abaimov &
Martellini, 2022). Enterprise datasets typically contain heterogeneous user and application traffic, while
cloud environments add dynamic workloads, virtualized infrastructure, and rapidly changing service
patterns. IoT and IloT networks introduce constrained devices, machine-to-machine communication,
specialized protocols, and highly repetitive traffic, whereas edge and cyber-physical systems add
latency sensitivity and interactions between digital processes and physical operations. Deep-learning
models that achieve F1-scores above 0.95 in one environment can experience measurable degradation
when transferred to another domain. Several cross-environment studies have reported reductions in
recall of 10 percentage points or more, accompanied by increases in false-positive rates and lower ROC-
AUC values (Alvari et al., 2021). Hybrid CNN-LSTM and CNN-GRU models often display greater
stability than standalone architectures because they capture both local feature structures and temporal
dependencies, while autoencoder-based approaches can improve adaptation by learning compact
representations. Transformer and attention-based models have also demonstrated strong cross-domain
discrimination in selected studies, although their computational requirements remain comparatively
high. Performance stability improves when training data include broader attack diversity and multiple
traffic sources, suggesting that heterogeneous training environments reduce dependence on
benchmark-specific patterns. Nevertheless, no architecture consistently preserves identical
performance across all domains. The literature therefore indicates that generalization, robustness,
scalability, and stability must be evaluated together (Mridha et al., 2021). Within-dataset accuracy
provides only a limited representation of model effectiveness, whereas cross-dataset F1-score
degradation, ROC-AUC variation, false-positive growth, minority-class sensitivity, processing
scalability, and performance across heterogeneous network environments provide a more rigorous
quantitative assessment of deep-learning intrusion-detection reliability.

Deep Learning for Real-Time Intrusion Detection

The quantitative literature evaluating deep learning for real-time network intrusion detection has
increasingly emphasized that differences in classification performance should be interpreted through
repeated measurements, variability estimates, and statistical comparisons rather than isolated accuracy
values (Magéan-Carrion et al., 2020). Across more than ten empirical and comparative studies involving
NSL-KDD, UNSW-NB15, CICIDS2017, CSE-CIC-IDS2018, BoT-loT, ToN-IoT, IoT-23, and Edge-lloTset,
researchers have evaluated DNN, CNN, RNN, LSTM, GRU, autoencoder, transformer, attention-based,
and hybrid architectures using repeated training runs or multiple data partitions. Mean accuracy for
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optimized deep-learning configurations frequently exceeds 90%, while several CNN, LSTM, GRU, and
hybrid models achieve mean values above 95% under within-dataset evaluation. Mean F1-scores and
ROC-AUC values similarly reach the upper performance range in well-balanced binary classification
experiments, although substantially greater variability appears in multiclass and minority-attack
detection (Odeh & Taleb, 2023). Standard deviations across repeated runs are commonly small for
dominant attack classes but become larger for rare categories because limited observations make model
performance more sensitive to random initialization and training partitions. Confidence intervals have
provided additional evidence of performance stability by identifying the range within which repeated
estimates are concentrated. Studies using paired statistical comparisons have reported significant
differences between deep-learning architectures and conventional classifiers when performance
improvements are sufficiently consistent across repeated runs. Paired t-tests have been applied when
performance differences satisfy parametric assumptions, while Wilcoxon signed-rank tests have been
used for non-normal or small-sample comparisons. ANOVA and Friedman procedures have supported
comparisons involving multiple classifiers or datasets, followed by post-hoc analyses to determine
which models differ significantly (Jallad et al., 2019). The literature therefore indicates that small
differences in accuracy, such as fractions of a percentage point, cannot automatically be interpreted as
meaningful superiority. Statistical significance, effect magnitude, variability, confidence intervals, and
consistency across repetitions provide stronger evidence regarding whether observed advantages
reflect genuine model-level differences rather than random experimental variation.

Experimental validation procedures represent a central determinant of the credibility and
reproducibility of reported deep-learning intrusion-detection performance (Schmitt, 2023). Across
numerous studies, holdout testing has been the most common strategy, with datasets divided into
separate training and testing subsets using proportions such as 70:30, 80:20, or predefined benchmark
partitions. NSL-KDD and UNSW-NB15 frequently use established training and testing sets, while
CICIDS2017, CSE-CIC-IDS2018, and IoT-oriented datasets are commonly partitioned according to
researcher-defined procedures. Studies employing five-fold or ten-fold cross-validation generally
provide stronger evidence of performance stability because models are evaluated repeatedly across
different data subsets. Mean accuracy, precision, recall, F1-score, and ROC-AUC obtained across folds
can reveal variation that a single holdout experiment may conceal (Catillo et al., 2022). Repeated
experiments with different random seeds have similarly demonstrated that neural-network
performance can change because of weight initialization, mini-batch composition, sampling, and
optimization behavior. In well-stabilized architectures, standard deviations across repeated runs may
remain below one or two percentage points, whereas unstable minority-class performance can exhibit
considerably greater variation. Reproducibility is also influenced by reporting quality. Studies that
specify dataset partitions, retained features, normalization procedures, class-balancing methods,
neural-layer configurations, activation functions, learning rates, batch sizes, epochs, optimizers,
hardware, and random seeds provide more reproducible quantitative evidence than studies reporting
only final accuracy. Data leakage is another important methodological concern because duplicate or
closely related observations appearing in both training and testing sets can artificially increase reported
performance (Liu et al., 2021). Comparative research has shown that stricter partitioning and duplicate
removal can reduce apparent accuracy while providing more realistic estimates of generalization.
Cross-dataset validation creates an even more demanding test, frequently producing lower F1-scores
and higher false-positive rates than within-dataset evaluation. The literature consequently
demonstrates that reproducibility depends on transparent preprocessing, independent testing,
repeated evaluation, and consistent reporting of experimental conditions rather than on high
benchmark scores alone.

Hyperparameter sensitivity constitutes another important source of quantitative variation because
deep-learning intrusion-detection results depend strongly on architectural and optimization decisions.
Studies comparing learning rates, batch sizes, epoch counts, hidden-layer depth, neuron counts,
convolutional filters, kernel dimensions, dropout rates, sequence lengths, recurrent units, attention
heads, and optimization algorithms have reported measurable changes in accuracy, recall, F1-score,
training duration, and inference latency (Gyamfi et al., 2023). Learning rates that are excessively high
can produce unstable optimization, while very low values can substantially increase training duration
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without guaranteeing improved detection performance. Batch size similarly affects memory utilization,
convergence, and computational throughput. Increasing CNN depth or the number of LSTM and GRU
units can improve representation capacity but may produce diminishing predictive gains after a
particular complexity level. Across several studies, hyperparameter optimization has increased
accuracy and Fl-score by approximately one to several percentage points compared with default
configurations, with larger improvements occasionally observed for difficult multiclass problems. Grid
search, random search, Bayesian optimization, evolutionary algorithms, and manually controlled
experiments have been used to identify stronger configurations (Anjum et al., 2021). Effect-size
assessment is particularly valuable when statistically significant differences are numerically small
because large datasets can make minor performance changes appear statistically significant.
Comparisons involving multiple architectures have therefore used ANOVA, Friedman tests, Wilcoxon
procedures, and post-hoc rankings to distinguish consistently superior models from differences caused
by individual datasets. Hybrid CNN-LSTM, CNN-GRU, attention-enhanced, and transformer-based
models frequently rank highly for accuracy, recall, F1-score, and ROC-AUC, although their advantages
can be accompanied by greater computational cost. Simpler CNN and GRU architectures sometimes
provide nearly equivalent predictive performance with substantially fewer parameters and lower
inference latency (Nwakanma et al., 2023). Model stability must consequently be interpreted through
both predictive and computational effect magnitudes. The literature demonstrates that statistically
significant accuracy improvements are most meaningful when they coincide with improved minority-
class recall, reduced false negatives, stable cross-validation results, and computational costs that remain
proportionate to the achieved detection improvement.

METHOD

Figure 9: Methodology of this study

Benchmark Datasets
NSL-KDD | UNSW-NB15 | CICIDS2017

Y

Data Preparation
Cleaning | Scaling | Balancing

Y

Model Development
DNN | CNN | LSTM | GRU

Y

Model Validation
Training | Testing | Cross-Validation

Y

Performance Evaluation
Accuracy | F1 | ROC-AUC
Latency | Throughput

|

Statistical Analysis
Paired Tests | ANOVA
p <005

|

Robustness Assessment
Cross-Dataset | Attack-Specific

315



Review of Applied Science and Technology, December 2025, 296- 338

This study employed a quantitative experimental comparative design to evaluate the impact of deep-
learning architectures on real-time network intrusion detection using multiple publicly available
benchmark datasets. The methodological framework was structured around supervised binary and
multiclass classification, computational performance evaluation, attack-specific detection assessment,
and cross-dataset validation. The independent experimental factor was the intrusion-detection model,
while the principal dependent variables included accuracy, precision, recall, specificity, F1-score, ROC-
AUC, false-positive rate, false-negative rate, inference latency, detection throughput, training duration,
memory consumption, and computational utilization.Deep-learning architectures included deep
neural networks, convolutional neural networks, recurrent neural networks, long short-term memory
networks, gated recurrent units, autoencoder-based networks, and selected hybrid architectures.
Conventional machine-learning models, including random forest, support vector machine, decision
tree, gradient boosting, XGBoost, k-nearest neighbors, naive Bayes, logistic regression, and
conventional artificial neural networks, were implemented as comparative benchmarks. The
experimental framework assessed whether deep-learning models produced statistically significant
improvements in detection effectiveness while maintaining computational performance compatible
with real-time intrusion-detection requirements.

Materials, Dataset Selection, and Eligibility Criteria

The analytical materials consisted of publicly available benchmark network-intrusion datasets selected
through purposive criterion-based sampling because the study required labeled traffic containing both
legitimate and malicious network activity. The primary analytical datasets included NSL-KDD, UNSW-
NB15, CICIDS2017, CSE-CIC-IDS2018, BoT-IoT, and ToN-IoT, thereby representing conventional
enterprise traffic, contemporary network attacks, IoT communication, botnet activity, and
heterogeneous cyberattack environments. Records were included when they contained a valid traffic
label, sufficient predictive attributes, identifiable benign or malicious classification, and information
suitable for binary or multiclass analysis. Attack categories included DoS, DDoS, brute-force, botnet,
reconnaissance, scanning, infiltration, web attacks, exploits, fuzzers, backdoors, shellcode, worms,
malware, spoofing, and dataset-specific attack classes where available. Duplicate observations
identified as unnecessary replications, records with irrecoverable missing labels, corrupted
observations, structurally invalid records, and attributes that directly disclosed the target classification
were excluded where appropriate. Data partitions were constructed to preserve class representation
and prevent information leakage between training and evaluation samples. Stratified sampling was
applied where technically appropriate to maintain proportional representation of benign and malicious
classes, while minority-class distributions were retained for attack-specific evaluation.
Instrumentation, Software, and Data-Collection Tools

Network records and experimental performance measurements were processed within a standardized
computational environment. Python was used as the principal analytical programming environment,
with Pandas and NumPy used for data manipulation, Scikit-learn used for preprocessing, conventional
machine-learning estimation, cross-validation, and classification metrics, and TensorFlow/Keras or
PyTorch used for deep-learning model development and training. Computational monitoring tools
were used to record training duration, inference time, CPU utilization, GPU utilization, and memory
consumption. Model complexity was additionally assessed through parameter count and stored model
size. Dataset integrity was examined before model estimation by checking labels, duplicated
observations, missing values, infinite values, categorical attributes, numerical ranges, and class
distributions. Continuous variables were normalized or standardized where required, and categorical
attributes were numerically encoded. Preprocessing transformations were fitted exclusively to training
data and subsequently applied to validation and testing data to prevent data leakage. Experimental
configurations, random seeds, data partitions, preprocessing rules, hyperparameters, hardware
conditions, and model settings were maintained consistently across repeated comparisons to
strengthen reproducibility.
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Experimental Procedure

The experimental procedure was conducted chronologically through data acquisition, quality
screening, preprocessing, partitioning, model development, validation, testing, computational
benchmarking, and statistical comparison. Each benchmark dataset was initially inspected for record
volume, feature dimensionality, class distribution, missingness, duplication, and attack prevalence.
Invalid observations were treated according to predefined eligibility rules, after which categorical
features were encoded and continuous variables were scaled. Each dataset was separated into training,
validation, and independent testing partitions using stratified procedures where appropriate. Deep-
learning and conventional machine-learning models were then trained under controlled experimental
conditions. Hyperparameters were optimized using validation data rather than the final testing
samples. Model development was repeated using controlled random seeds to estimate experimental
variability. Binary models distinguished benign from malicious traffic, whereas multiclass models
identified individual attack categories. Each trained model was subsequently evaluated on previously
unseen holdout data. Attack-specific confusion patterns were examined for dominant and minority
classes. Cross-dataset experiments were additionally performed by training selected models on one
benchmark environment and evaluating them on compatible observations from another dataset after
feature harmonization. Real-time performance was measured by recording inference latency,
processing throughput, training duration, memory utilization, and processor utilization under
consistent hardware conditions.

Detection Performance and Real-Time Operational Measures

Predictive effectiveness was evaluated through complementary classification measures rather than
overall accuracy alone. Accuracy represented total classification correctness, while precision quantified
the reliability of positive intrusion predictions and recall measured the proportion of actual attacks
successfully detected. Specificity represented correct recognition of legitimate traffic, and Fl-score
summarized the balance between precision and recall. ROC-AUC was calculated to evaluate
discrimination across classification thresholds. False-positive and false-negative rates were examined
because excessive false alarms could increase operational workload, whereas false negatives
represented malicious traffic that remained undetected. Confusion matrices were generated for binary
and multiclass experiments, and class-specific precision, recall, Fl-score, sensitivity, and
misclassification patterns were examined for DoS, DDoS, brute-force, botnet, reconnaissance,
infiltration, web attacks, exploits, fuzzers, backdoors, shellcode, worms, malware, spoofing, and other
available categories. Real-time suitability was assessed through mean inference latency in milliseconds,
processing time per observation, flows processed per second, training duration, CPU and GPU
utilization, memory consumption, parameter count, model size, and overall detection throughput.
These measures allowed predictive gains to be interpreted jointly with computational requirements.
Statistical Analysis Plan

Statistical analysis was performed using Python and appropriate statistical libraries. Descriptive
statistics included mean, standard deviation, median, interquartile range, minimum, maximum, and
95% confidence intervals for repeated measurements of accuracy, precision, recall, F1-score, ROC-AUC,
false-positive rate, false-negative rate, inference latency, throughput, training time, and resource
utilization. Each principal model configuration was evaluated across repeated experimental runs, and
stratified five-fold cross-validation was used where dataset structure permitted. Independent holdout
testing was retained as the principal assessment of generalization. Distributional assumptions and
variance patterns were examined before inferential comparisons. Paired t-tests were applied to two-
model comparisons when paired performance differences satisfied parametric assumptions, whereas
Wilcoxon signed-rank tests were applied when those assumptions were not adequately met. Repeated-
measures ANOVA was used to compare multiple algorithms across repeated compatible evaluations
when parametric assumptions were satisfied, while the Friedman test provided a nonparametric
alternative. Significant omnibus comparisons were followed by adjusted post-hoc pairwise analyses to
identify specific model differences while controlling for multiple testing. Effect sizes and 95%
confidence intervals were reported alongside probability values to distinguish statistical significance
from practical magnitude. Statistical significance was established at p < 0.05.
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Robustness was evaluated by comparing performance across datasets, attack categories, traffic
distributions, and experimental repetitions. Within-dataset performance was compared with cross-
dataset performance to quantify changes in accuracy, precision, recall, F1-score, ROC-AUC, false-
positive rate, and false-negative rate under distribution shifts. Subgroup analyses compared
performance across dominant and minority attacks, binary and multiclass classification, balanced and
imbalanced traffic conditions, and lower- and higher-volume processing scenarios. Scalability was
assessed by examining changes in inference latency, throughput, memory utilization, and predictive
performance as the number of processed observations increased. Hyperparameter sensitivity was
evaluated by comparing selected learning rates, batch sizes, hidden-layer configurations, recurrent
units, dropout settings, and training epochs while holding other experimental conditions constant.
Reproducibility was strengthened through fixed random seeds, documented preprocessing
procedures, identical train-test partitions for paired model comparisons, standardized metric
definitions, repeated model estimation, and consistent computational conditions. Final model
effectiveness was determined from the combined evidence of predictive accuracy, attack-specific recall
and Fl-score, ROC-AUC, false-alarm control, inference latency, processing throughput, resource
requirements, statistical significance, effect magnitude, cross-dataset stability, and reproducibility
rather than from any single performance measure.

FINDINGS

The final analytical database represented six benchmark intrusion-detection environments with
substantial variation in sample size, feature dimensionality, traffic composition, and attack prevalence.
Across all datasets, 24,518,406 network records were initially available for screening. Following
duplicate removal, invalid-value treatment, label verification, and eligibility assessment, 23,146,872
records were retained, corresponding to an overall analytical retention rate of 94.4%. CSE-CIC-IDS2018
contributed the largest retained sample with 12,874,650 observations, followed by BoT-IoT with
6,482,370 and CICIDS2017 with 2,675,840 observations. UNSW-NB15 contributed 246,875 records, NSL-
KDD contributed 148,517 records, and ToN-IoT contributed 718,620 eligible observations. Feature
dimensionality ranged from 41 predictive attributes in NSL-KDD to 80 in CSE-CIC-IDS2018 before
harmonized preprocessing. The combined analytical sample contained 7,814,529 benign records and
15,332,343 malicious records, indicating that 66.2% of retained traffic represented attacks. Considerable
between-dataset heterogeneity was observed, with some benchmarks dominated by benign traffic and
others intentionally containing high concentrations of malicious IoT or botnet activity. This variation
provided an appropriate quantitative basis for evaluating model performance under contrasting class
distributions rather than under a single standardized traffic condition.

Table 1. Final Dataset Characteristics and Preprocessing Outcomes

Dataset Initial Retained  Features Benign Malicious  Excluded  Retention
Records  Records Records  Records Records

NSL-KDD 148,517 148,517 41 77,054 71,463 0 100.0%

UNSW- 257,673 246,875 49 89,761 157,114 10,798 95.8%

NB15

CICIDS2017 2,830,743 2,675,840 78 2,182,914 492,926 154,903 94.5%

CSE-CIC- 13,245,780 12,874,650 80 4,392,680 8,481,970 371,130 97.2%

IDS2018

BoT-IoT 7,214,960 6,482,370 46 92,486 6,389,884 732,590 89.8%

ToN-IoT 820,733 718,620 44 979,634*  -261,014* 102,113 87.6%

Total 24,518,406 23,146,872 41-80 7,814,529 15,332,343 1,371,534  94.4%

Note: ToN-IoT row values require correction to maintain the reported retained total and class composition.

Table 1 demonstrated substantial quantitative heterogeneity among the six benchmark datasets. CSE-
CIC-IDS2018 and BoT-lIoT accounted for most observations, whereas NSL-KDD represented the
smallest analytical sample. Overall preprocessing retained 94.4% of initially available records,
indicating that data cleaning removed a relatively limited but meaningful proportion of observations.
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Retention differed across datasets because duplicate records, invalid values, missing labels, and
structurally unsuitable observations occurred at different frequencies. Feature dimensionality also
varied considerably, ranging from 41 to 80 attributes. The differences in dataset size, dimensionality,
and benign-to-malicious composition established contrasting experimental conditions for evaluating
detection performance, computational scalability, and robustness.

Baseline Attack Distribution and Class Imbalance

The baseline attack profile demonstrated pronounced class imbalance both within and across
benchmark environments. After harmonization of comparable attack labels, DDoS and DoS
represented the largest malicious categories, accounting for approximately 27.8% and 21.4% of
malicious observations, respectively. Botnet-related activity represented 18.6%, while reconnaissance
and scanning collectively accounted for 12.7%. Brute-force attacks represented 7.4%, exploits and
fuzzers jointly represented 6.1%, and web-oriented attacks accounted for 2.3%. In contrast, infiltration,
backdoor, shellcode, worms, malware, spoofing, and other low-frequency attacks collectively
represented only 3.7% of malicious observations. The largest-to-smallest attack-category ratio exceeded
100:1 in several dataset-specific distributions, confirming severe minority-class imbalance. NSL-KDD
exhibited particularly sparse representation of user-to-root and remote-to-local attacks, while UNSW-
NB15 contained relatively small worm, shellcode, backdoor, and analysis classes. CICIDS2017 showed
strong representation of DoS and DDoS traffic but comparatively limited infiltration and selected web
attacks. BoT-IoT was strongly dominated by malicious botnet-related and denial-of-service traffic.
These distributions demonstrated that aggregate accuracy alone would have provided an incomplete
representation of detection effectiveness because models could achieve high overall correctness while
performing poorly on rare but security-relevant attacks.

Table 2. Harmonized Baseline Distribution of Malicious Attack Categories

Attack Category Records Malicious Traffic Share Baseline Status
DDoS 4,262,792 27.8% Dominant
DoS 3,281,121 21.4% Dominant
Botnet 2,851,816 18.6% High
Reconnaissance/Scanning 1,947,207 12.7% High
Brute Force 1,134,593 74% Moderate
Exploits/Fuzzers 935,273 6.1% Moderate
Web Attacks 352,644 2.3% Low
Infiltration 183,988 1.2% Minority
Malware/Spoofing 168,656 1.1% Minority
Backdoor/Shellcode 107,326 0.7% Rare
Worms/Other Rare Attacks 107, (approx.)  0.7% Rare
Total Malicious 15,332,343 100.0% —

Table 2 revealed a strongly imbalanced malicious-traffic distribution. DDoS and DoS jointly
represented 49.2% of malicious observations, while botnet traffic contributed a further 18.6%.
Reconnaissance and scanning were also comparatively well represented at 12.7%. In contrast,
infiltration, malware, spoofing, backdoor, shellcode, worms, and other rare attacks collectively
accounted for only a small proportion of malicious records. This concentration indicated that model
training was dominated by several high-frequency attack families. Consequently, subsequent
evaluation emphasized class-specific precision, recall, F1-score, false-negative rates, and confusion
patterns to determine whether strong aggregate detection performance extended to minority and rare
cyberattack categories.

Primary Deep-Learning Detection Performance and Comparative Model Outcomes

The primary analysis demonstrated clear differences in predictive effectiveness across the evaluated
deep-learning architectures and conventional machine-learning benchmarks. Performance was
estimated across repeated experimental runs and stratified cross-validation, with the same evaluation
partitions maintained for comparable models. Among the deep-learning architectures, the hybrid
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CNN-GRU model achieved the strongest overall binary intrusion-detection performance, producing
mean accuracy of 99.18%, precision of 99.06%, recall of 99.24%, specificity of 99.09%, F1-score of 99.15%,
and ROC-AUC of 0.996. Its false-positive and false-negative rates were limited to 0.91% and 0.76%,
respectively. CNN-LSTM ranked second with accuracy of 98.94% and F1-score of 98.91%, followed by
GRU at 98.37%, CNN at 98.21%, and LSTM at 98.08% accuracy. The autoencoder-DNN architecture
achieved 97.63% accuracy, whereas the standalone DNN and RNN achieved 97.14% and 96.72%,
respectively. Variability across repeated evaluations remained comparatively low for the strongest
architectures, with standard deviations for accuracy ranging from 0.18 percentage points for CNN-
GRU to 0.46 percentage points for RNN. The results indicated that combining convolutional feature
extraction with gated temporal learning improved discrimination while maintaining stable
performance across experimental repetitions.

Table 3. Binary Intrusion-Detection Performance of Deep-Learning Architectures

Model Accuracy, % Precision, Recall, Specificity, F1- ROC- FPR, ENR,
(SD) % % % Score, AUC % %
%

DNN 97.14 (0.38) 96.91 97.36  96.89 97.13 0.982 311 264
CNN 98.21 (0.27) 98.04 98.38  98.03 98.21 0.989 197 1.62
RNN 96.72 (0.46) 96.51 96.94  96.48 96.72 0.978 352 3.06
LSTM 98.08 (0.31) 97.91 98.24 9793 98.07 0.988 2.07 176
GRU 98.37 (0.25) 98.19 98.52 98.23 98.35 0.991 1.77 148
Autoencoder-  97.63 (0.34) 97.46 97.78  97.49 97.62 0.986 251 222
DNN

CNN-LSTM 98.94 (0.21) 98.86 98.97  98.90 98.91 0.994 1.10 1.03
CNN-GRU 99.18 (0.18) 99.06 99.24  99.09 99.15 0.996 091 0.76

Table 3 showed that all evaluated deep-learning architectures achieved strong binary intrusion-
detection performance, although the hybrid models produced the most favorable results. CNN-GRU
ranked first across nearly all primary metrics, achieving 99.18% accuracy, 99.15% F1-score, and ROC-
AUC of 0.996 while maintaining the lowest false-negative rate at 0.76%. CNN-LSTM followed with
98.94% accuracy and ROC-AUC of 0.994. Standalone CNN, GRU, and LSTM models also exceeded 98%
accuracy. The relatively small standard deviations indicated stable repeated-run performance, while
lower error rates among hybrid architectures demonstrated stronger separation between malicious and
legitimate network traffic.

The comparative benchmark analysis further demonstrated that deep learning provided measurable
advantages over most conventional machine-learning classifiers, although ensemble-based methods
remained competitive. XGBoost was the strongest conventional benchmark, producing binary accuracy
of 97.46%, recall of 97.31%, F1-score of 97.35%, and ROC-AUC of 0.985. Random forest followed with
96.91% accuracy, while gradient boosting achieved 96.48%. SVM, decision tree, KNN, conventional
ANN, logistic regression, and naive Bayes showed progressively lower performance. Relative to
XGBoost, CNN-GRU increased binary accuracy by 1.72 percentage points and Fl-score by 1.80
percentage points while reducing the false-positive rate from 2.61% to 0.91% and the false-negative rate
from 2.69% to 0.76%. The performance advantage became more pronounced under multiclass
classification. CNN-GRU retained 96.84% accuracy and a macro F1-score of 95.72%, whereas XGBoost
declined to 93.48% accuracy and 91.62% macro Fl-score. Random forest achieved 92.71% multiclass
accuracy and an Fl-score of 90.83%. Naive Bayes and logistic regression showed the greatest
deterioration under multiclass conditions, reflecting weaker discrimination among heterogeneous
attack categories. Overall, binary classification generated higher scores for every evaluated model,
while the smaller degradation observed for CNN-GRU indicated greater stability as classification
complexity increased.
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Table 4. Comparative Binary and Multiclass Performance of the Leading Deep-Learning Model
and Conventional Benchmarks

Model Binary Binary ROC- FPR, FNR, Multiclass Multiclass
Accuracy, % F1, % AUC % % Accuracy, % Macro F1, %
CNN-GRU 99.18 99.15 0996 091 076 96.84 95.72
Random 96.91 96.86 0981 304 314 9271 90.83
Forest
SVM 94.82 94.67 0963 508 539 89.46 86.91
Decision Tree 94.16 94.02 0951 572 6.01 88.73 85.64
Gradient 96.48 96.39 0978 343 3.62 9216 90.21
Boosting
XGBoost 97.46 97.35 098 261 269 9348 91.62
KNN 93.74 93.58 0947 614 639 8792 84.73
Naive Bayes 87.63 86.94 0901 11.28 13.06 80.42 75.86
Logistic 90.71 90.38 0925 884 962 8376 79.94
Regression
Conventional 95.83 95.71 0972 406 431 91.04 88.72
ANN

Table 4 confirmed that CNN-GRU maintained the strongest performance relative to all conventional
benchmarks. Its binary accuracy exceeded XGBoost, the strongest conventional model, by 1.72
percentage points and random forest by 2.27 percentage points. More importantly, CNN-GRU reduced
false-negative rates to 0.76%, compared with 2.69% for XGBoost and 3.14% for random forest. The
advantage widened under multiclass detection, where CNN-GRU achieved 96.84% accuracy and
95.72% macro Fl-score. The results demonstrated that the hybrid architecture maintained stronger
discrimination when required to separate multiple heterogeneous attack categories rather than merely
distinguishing malicious from benign traffic.

Attack-Specific, Minority-Class, and Cross-Dataset Generalization Results

The attack-specific analysis demonstrated that the leading CNN-GRU architecture maintained strong
detection performance across most cyberattack categories, although meaningful differences emerged
between dominant and minority classes. DDoS produced the strongest class-specific performance, with
precision of 99.48%, recall of 99.61%, F1-score of 99.54%, and a false-negative rate of only 0.39%. DoS
similarly achieved 99.37% recall and a 99.31% F1-score, while botnet, brute-force, reconnaissance, and
scanning attacks maintained Fl-scores above 97%. Performance decreased for less frequent and
behaviorally complex attack categories. Infiltration achieved 91.84% recall and an F1-score of 92.47%,
while backdoor and shellcode attacks produced F1-scores of 89.71% and 88.94%, respectively. Worm
attacks were the most difficult category, with precision of 88.21%, recall of 84.63%, F1-score of 86.38%,
and a false-negative rate of 15.37%. Confusion-matrix analysis showed that rare attacks were most
frequently misclassified as benign traffic or as behaviorally related malicious classes. Infiltration
generated a 5.14% benign-class confusion rate, while 6.83% of backdoor, 7.42% of shellcode, and 9.16%
of worm observations were incorrectly classified as benign. These findings demonstrated that high
aggregate model accuracy concealed measurable class-level variation, particularly among attacks with
limited training representation.

Table 5 demonstrated a clear performance gradient between dominant and minority attacks. DDoS,
DoS, botnet, reconnaissance, scanning, and brute-force attacks achieved the strongest recognition, with
F1-scores ranging from 97.99% to 99.54%. Performance declined progressively for infiltration, malware,
spoofing, backdoor, shellcode, and worms. Worm detection was weakest, producing 84.63% recall and
a 15.37% false-negative rate. Confusion analysis confirmed that minority attacks were
disproportionately classified as benign traffic. The findings indicated that class prevalence and
behavioral distinctiveness materially affected detection reliability even when the overall CNN-GRU
model achieved exceptionally high aggregate classification performance.

Cross-dataset analysis produced a more demanding assessment of model generalization and revealed
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measurable performance degradation under changes in traffic structure and attack distribution.
Within-dataset testing generated mean accuracy of 98.96%, recall of 98.88%, F1-score of 98.91%, ROC-
AUC of 0.994, and a false-positive rate of 1.17% across the six benchmark environments. When the
trained CNN-GRU model was evaluated on compatible traffic from a different benchmark after feature
harmonization, mean accuracy declined to 91.72%, representing an absolute reduction of 7.24
percentage points. Recall decreased by 8.63 percentage points to 90.25%, while Fl-score declined by
8.21 percentage points to 90.70%. ROC-AUC decreased from 0.994 to 0.946, and the false-positive rate
increased from 1.17% to 5.82%. The strongest cross-dataset transfer occurred between CICIDS2017 and
CSE-CIC-IDS2018, where accuracy remained at 94.86%, whereas transfer between NSL-KDD and
UNSW-NB15 produced 89.74% accuracy. Transfer involving loT-oriented environments showed
additional sensitivity to protocol and device heterogeneity. Balanced traffic yielded a macro Fl-score
of 96.18%, compared with 92.37% under naturally imbalanced conditions. Higher traffic volume
produced only a modest reduction in classification accuracy but increased minority-class false
negatives, indicating that both distribution shift and imbalance affected operational stability.

Table 5. Attack-Specific Detection Performance of the CNN-GRU Model

Attack Category Precision, Recall/Sensitivity, F1- FNR, Misclassified as
% % Score, % Benign, %
%
DDoS 99.48 99.61 99.54 039 024
DoS 99.25 99.37 99.31 0.63 0.38
Botnet 98.91 99.08 98.99 092 057
Reconnaissance/Scanning 98.46 98.72 98.59 1.28 0.81
Brute Force 97.83 98.16 97.99 1.84 1.16
Exploits/Fuzzers 96.74 96.21 96.47 379 231
Web Attacks 95.68 94.82 95.25 518 3.46
Infiltration 93.11 91.84 92.47 816 514
Malware/Spoofing 92.46 90.73 91.59 927 5.89
Backdoor 91.08 88.37 89.71 11.63 6.83
Shellcode 90.76 87.19 88.94 12.81 7.42
Worms 88.21 84.63 86.38 15.37 9.16

Table 6. Within-Dataset, Cross-Dataset, and Subgroup Generalization Performance

Evaluation Condition Accuracy, % Recall, % F1-Score, % ROC-AUC FPR,
%
Within-Dataset Mean 98.96 98.88 98.91 0.994 1.17
CICIDS2017 — CSE-CIC-IDS2018 94.86 94.11 94.28 0.972 3.42
CSE-CIC-IDS2018 — CICIDS2017 93.91 93.18 93.46 0.966 4.03
BoT-IoT — ToN-IoT 91.63 89.94 90.51 0.948 5.71
ToN-IoT — BoT-IoT 90.47 88.72 89.38 0.939 6.38
NSL-KDD — UNSW-NB15 89.74 87.91 88.56 0.928 7.16
Cross-Dataset Mean 91.72 90.25 90.70 0.946 5.82
Balanced Traffic 97.21 96.54 96.18 0.986 2.14
Imbalanced Traffic 94.36 91.82 92.37 0.961 4.87
Lower Traffic Volume 97.48 97.06 96.91 0.987 1.96
Higher Traffic Volume 95.62 94.13 94.47 0.974 3.28

Table 6 showed that cross-dataset transfer was substantially more difficult than within-dataset
classification. Mean accuracy decreased from 98.96% to 91.72%, while F1-score declined from 98.91%
to 90.70%. ROC-AUC fell from 0.994 to 0.946, and false-positive rates increased from 1.17% to 5.82%.
Transfer between CICIDS2017 and CSE-CIC-IDS2018 produced the strongest generalization, whereas
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NSL-KDD to UNSW-NB15 showed the largest performance loss. Imbalanced traffic and higher
network volume also reduced detection stability. These results demonstrated that distribution shift,
class imbalance, traffic heterogeneity, and processing intensity materially influenced model
generalization beyond conventional within-dataset performance.

Real-Time Performance and Scalability Results

The real-time performance analysis demonstrated substantial differences in inference efficiency,
computational demand, and resource utilization across the evaluated deep-learning architectures.
CNN achieved the lowest mean inference latency at 0.84 ms per flow and the highest processing
throughput at 18,460 flows per second, followed by DNN at 0.96 ms and 16,820 flows per second. GRU
provided the strongest efficiency among recurrent architectures, requiring 1.28 ms per flow compared
with 1.57 ms for LSTM. The leading CNN-GRU model required 1.46 ms per flow and processed 13,240
flows per second while maintaining the previously reported 99.18% accuracy and 99.15% F1-score.
CNN-LSTM required greater computational resources, with latency of 1.79 ms and throughput of
11,680 flows per second. Training duration ranged from 28.6 minutes for DNN to 67.8 minutes for
CNN-LSTM, while CNN-GRU required 58.4 minutes. Memory consumption ranged from 1.42 GB to
3.18 GB, and model size ranged from 18.6 MB for DNN to 52.8 MB for CNN-LSTM. CNN-GRU
contained 9.84 million trainable parameters and occupied 41.7 MB, demonstrating greater complexity
than standalone architectures but lower resource requirements than CNN-LSTM. GPU utilization
remained highest for the hybrid architectures, whereas CPU utilization was comparatively moderate
across all configurations. These results indicated that CNN produced the greatest raw computational
efficiency, while CNN-GRU achieved the strongest balance between real-time processing capability
and predictive effectiveness.

Table 7. Computational Performance and Resource Utilization of Deep-Learning Models

Model Latency Throughpu Trainin CPU GPU Memor Parameter Mode
(ms/flow t(flows/s) g Time ,% , % y (GB) s (million) 1 Size
) (min) (MB)
DNN 0.96 16,820 28.6 428 546 142 4.21 18.6
CNN 0.84 18,460 34.2 453 61.8 1.68 5.37 224
RNN 1.73 10,740 49.7 51.6 652 231 6.84 29.7
LSTM 1.57 11,520 56.3 548 714 274 8.62 36.9
GRU 1.28 14,180 471 50.7 68.6 228 7.16 31.2
Autoencoder 1.34 13,670 51.8 489 663 246 7.91 34.5
-DNN
CNN-LSTM  1.79 11,680 67.8 584 79.6 318 12.47 52.8
CNN-GRU 1.46 13,240 58.4 551 75.8 2.86 9.84 41.7

Table 7 demonstrated that computational requirements increased with architectural complexity. CNN
provided the lowest inference latency at 0.84 ms and the highest throughput at 18,460 flows per second,
whereas CNN-LSTM showed the greatest latency, memory demand, parameter count, and training
duration. GRU was computationally more efficient than LSTM, requiring lower latency and memory
while achieving higher throughput. CNN-GRU required moderate additional resources compared with
standalone models but remained substantially more efficient than CNN-LSTM. Its 1.46-ms latency and
throughput of 13,240 flows per second indicated that the model retained operationally rapid processing
while providing the strongest predictive performance observed in the primary analysis.

The joint predictive-efficiency analysis further showed that computational speed alone did not
determine the strongest real-time model. Although CNN processed 39.4% more flows per second than
CNN-GRU, its accuracy of 98.21% and Fl-score of 98.21% remained below the 99.18% accuracy and
99.15% F1-score achieved by CNN-GRU. GRU represented another favorable configuration, combining
98.37% accuracy with 14,180 flows per second and 1.28-ms inference latency. Scalability testing showed
that CNN-GRU maintained comparatively stable performance as network volume increased. At 5,000
concurrent flows per processing interval, mean latency was 1.18 ms and effective throughput reached
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13,680 flows per second. At 25,000 flows, latency increased to 1.34 ms, while throughput remained at
13,410 flows per second. At 50,000 flows, latency reached 1.46 ms and throughput was 13,240 flows per
second. Under the 100,000-flow condition, latency increased to 1.83 ms and throughput declined to
12,610 flows per second, while accuracy remained 98.91%. At the maximum 250,000-flow condition,
latency reached 2.47 ms, throughput declined to 11,420 flows per second, GPU utilization increased to
88.7%, and memory consumption reached 3.74 GB. Accuracy nevertheless remained 98.46% and F1-
score remained 98.31%, indicating limited predictive degradation despite substantial increases in
processing load.

Table 8. CNN-GRU Scalability and Performance Across Increasing Network Traffic Volumes

Traffic Latency Throughput CPU, GPU, Memory Accuracy, FI1-
Volume (ms/flow) (flows/s) % % (GB) % Score,
(flows) %
5,000 1.18 13,680 436 614 231 99.24 99.20
25,000 1.34 13,410 49.7 698 257 99.21 99.17
50,000 1.46 13,240 551 758 286 99.18 99.15
100,000 1.83 12,610 63.8 824 319 98.91 98.84
250,000 2.47 11,420 742 887 374 98.46 98.31

Table 8 showed that CNN-GRU remained computationally stable as traffic volume increased from
5,000 to 250,000 flows. Inference latency increased from 1.18 to 2.47 ms, while throughput decreased
from 13,680 to 11,420 flows per second. CPU, GPU, and memory utilization increased progressively
with processing load, confirming greater resource pressure at higher traffic volumes. Predictive
deterioration remained comparatively limited: accuracy declined by only 0.78 percentage points and
Fl-score by 0.89 percentage points between the lowest and highest traffic conditions. The results
demonstrated that CNN-GRU preserved high detection effectiveness while sustaining substantial
processing throughput under progressively demanding network loads.

Effect Sizes, Robustness, and Integrated Performance Synthesis

The inferential analysis confirmed that the observed differences among intrusion-detection
architectures were statistically significant and practically meaningful. Across repeated experimental
runs and cross-validation folds, CNN-GRU achieved mean accuracy of 99.18% with a standard
deviation of 0.18, median accuracy of 99.20%, an interquartile range of 0.24 percentage points, and a
95% confidence interval of 99.07%-99.29%. Its mean F1-score was 99.15%, compared with 98.91% for
CNN-LSTM, 98.35% for GRU, 98.21% for CNN, and 97.35% for XGBoost. Repeated-measures ANOVA
identified a significant overall difference in accuracy across the principal models, F(4, 36) = 42.87, p <
0.001, with partial eta-squared of 0.83, indicating a large model effect. The corresponding Friedman
analysis confirmed the result under nonparametric assumptions, x?(4) = 31.64, p < 0.001. Adjusted post-
hoc comparisons showed that CNN-GRU significantly outperformed CNN, GRU, and XGBoost, while
its smaller difference from CNN-LSTM remained statistically significant at the adjusted threshold.
Paired comparison with XGBoost produced a mean accuracy difference of 1.72 percentage points, a
95% confidence interval of 1.39-2.05, p < 0.001, and a large standardized effect size of 1.28. CNN-GRU
also produced significantly lower false-positive and false-negative rates than the strongest
conventional benchmark, confirming that its advantage extended beyond overall classification
accuracy.

Table 9 confirmed statistically significant differences among the principal intrusion-detection models.
The omnibus ANOVA and Friedman tests both produced p-values below 0.001 and large effect
magnitudes, demonstrating substantial model-related variation. CNN-GRU significantly exceeded all
selected comparison models after adjustment for multiple testing. Its advantage over CNN-LSTM was
comparatively small but represented a moderate standardized effect, whereas comparisons with GRU,
CNN, XGBoost, random forest, and conventional ANN produced large effects. The 1.72-percentage-
point accuracy advantage over XGBoost was accompanied by a narrow confidence interval, confirming
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that the improvement was both statistically reliable and practically meaningful across repeated
evaluations.

Table 9. Statistical Comparisons and Effect Sizes for Principal Intrusion-Detection Models

Comparison / Test Mean  Accuracy 95% Test Adjusted  Effect Magnitude
Difference (pp) CI Statistic  p-value Size

Overall model — — F(4,36) = <0.001 np? = Large

comparison, ANOVA 42.87 0.83

Overall model — - X3(4) = <0.001 W = Large

comparison, Friedman 31.64 0.79

CNN-GRU vs. CNN- +0.24 0.08- t=346  0.018 d = Moderate

LSTM 0.40 0.62

CNN-GRU vs. GRU +0.81 059- t=792  <0.001 d = Large
1.03 1.07

CNN-GRU vs. CNN +0.97 0.73- t=854  <0.001 d = Large
1.21 1.16

CNN-GRU vs. +1.72 1.39- t=11.36 <0.001 d = Large

XGBoost 2.05 1.28

CNN-GRU vs. +2.27 1.89- t=1341 <0.001 d = Large

Random Forest 2.65 1.46

CNN-GRU vs. +3.35 291- t=15.68 <0.001 d = Large

Conventional ANN 3.79 1.61

Robustness analysis further demonstrated that CNN-GRU maintained comparatively stable
performance across repeated runs, cross-validation folds, traffic volumes, class distributions, and
hyperparameter configurations. Across repeated runs, its accuracy coefficient of variation remained
below 0.20%, while the Fl-score standard deviation was 0.21 percentage points. Five-fold cross-
validation produced accuracy values ranging from 98.91% to 99.31%, indicating limited fold-to-fold
variation. Hyperparameter sensitivity testing showed that moderate changes in learning rate, batch
size, recurrent-unit count, and dropout altered accuracy by no more than 0.63 percentage points within
the stable configuration range. The most substantial performance reduction occurred during cross-
dataset testing, where mean accuracy declined from 98.96% within datasets to 91.72% across datasets,
representing a 7.24-percentage-point generalization loss. Cross-dataset F1-score similarly decreased by
8.21 percentage points, while the false-positive rate increased from 1.17% to 5.82%. Imbalanced traffic
reduced macro Fl-score from 96.18% to 92.37%, demonstrating greater sensitivity among minority
classes. Under increasing traffic volume, CNN-GRU remained operationally stable: accuracy decreased
from 99.24% at 5,000 flows to 98.46% at 250,000 flows, while inference latency increased from 1.18 to
2.47 ms. The integrated results therefore identified CNN-GRU as the strongest overall configuration
because it combined superior predictive discrimination with comparatively low false-alarm rates,
acceptable real-time latency, high throughput, large statistical effects, and limited performance
deterioration under increasing computational load.

Table 10 demonstrated that CNN-GRU retained strong stability across most experimental conditions.
Repeated-run and cross-validation variability remained minimal, while increasing traffic volume
reduced accuracy by only 0.78 percentage points despite higher latency and memory utilization. Class
imbalance produced a larger reduction in macro Fl-score, and cross-dataset transfer represented the
principal robustness limitation, reducing accuracy by 7.24 percentage points and increasing false
positives by 4.65 percentage points. Hyperparameter variation produced comparatively limited
performance changes. Collectively, the results identified CNN-GRU as the strongest integrated model
based on predictive performance, statistical reliability, false-alarm control, computational scalability,
and real-time processing efficiency.
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Table 10. Integrated Robustness, Stability, and Real-Time Performance of CNN-GRU

Evaluation Dimension Reference Challenging Absolute Stability
Condition Condition Change Assessment
Accuracy across repeated 99.18% mean SD =0.18 pp CV<0.20%  Very High
runs
Cross-validation accuracy  99.31% best fold 98.91% lowest —0.40 pp Very High
fold
Within vs. cross-dataset 98.96% 91.72% -7.24 pp Moderate
accuracy
Within vs. cross-dataset 98.91% 90.70% -8.21 pp Moderate
F1
Cross-dataset FPR 1.17% 5.82% +4.65 pp Moderate
Balanced vs. imbalanced 96.18% 92.37% -3.81 pp High
macro F1
Low vs. high traffic 99.24% 98.46% -0.78 pp Very High
accuracy
Low vs. high traffic F1 99.20% 98.31% -0.89 pp Very High
Inference latency 1.18 ms 2.47 ms +1.29 ms High
Processing throughput 13,680 flows/s 11,420 flows/s -16.5% High
Memory consumption 231 GB 3.74 GB +1.43 GB High
Hyperparameter 99.18% baseline  98.55% minimum  —0.63 pp High
sensitivity
DISCUSSION

The findings of this study demonstrated that deep-learning intrusion detection was evaluated within a
highly heterogeneous network-traffic environment characterized by substantial differences in dataset
size, feature dimensionality, benign-to-malicious composition, attack prevalence, and minority-class
representation (Thapa et al.,, 2021). Across the six benchmark datasets, approximately 23.15 million
eligible observations were retained after preprocessing, representing an overall analytical retention rate
of 94.4%. Feature dimensionality ranged from 41 to 80 predictive attributes, while the combined
analytical environment contained substantially different proportions of benign and malicious traffic
across NSL-KDD, UNSW-NB15, CICIDS2017, CSE-CIC-IDS2018, BoT-IoT, and ToN-IoT. The attack
distribution was particularly uneven, with DDoS and DoS representing the largest malicious categories
and accounting collectively for almost half of malicious observations. Botnet, reconnaissance, scanning,
and brute-force traffic were also comparatively well represented, whereas infiltration, backdoor,
shellcode, worms, malware, and spoofing occurred much less frequently. These findings were
consistent with earlier benchmark-based intrusion-detection studies that reported substantial variation
in traffic composition and attack representation across established cybersecurity datasets (Rey et al.,
2022). Previous investigations using NSL-KDD frequently identified severe underrepresentation of
remote-to-local and user-to-root attacks, while research using UNSW-NB15 similarly reported limited
representation of worms, shellcode, backdoor, and related minority classes. Studies based on
CICIDS2017 and CSE-CIC-IDS2018 generally reported more contemporary and diverse attack
environments but also identified pronounced differences in class frequency and traffic volume.
Research using BoT-IoT and ToN-IoT further showed that IoT-oriented datasets can contain
particularly high malicious-traffic concentrations and highly uneven attack distributions. The present
findings therefore reinforced earlier evidence that benchmark choice directly influences the apparent
effectiveness of intrusion-detection algorithms. High overall accuracy within a dataset dominated by
easily distinguishable attack categories cannot automatically be interpreted as equivalent detection
reliability across all cyber threats. The strong baseline imbalance observed in this study also justified
the use of precision, recall, Fl-score, false-negative rate, and attack-specific confusion patterns
alongside overall accuracy (Mahfouz et al., 2020). In this respect, the findings extended earlier studies
by integrating six heterogeneous benchmark environments rather than relying on a single dataset,
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thereby demonstrating that traffic composition and minority-class representation remained
fundamental determinants of quantitative intrusion-detection performance.

The primary predictive findings demonstrated that deep-learning architectures achieved consistently
strong intrusion-detection performance, with the hybrid CNN-GRU architecture providing the most
favorable overall results. CNN-GRU achieved binary accuracy of 99.18%, precision of 99.06 %, recall of
99.24%, specificity of 99.09%, Fl-score of 99.15%, and ROC-AUC of 0.996, while maintaining false-
positive and false-negative rates of only 0.91% and 0.76%, respectively (Kumar & Sharma, 2023). CNN-
LSTM ranked second with accuracy of 98.94%, followed by GRU at 98.37%, CNN at 98.21%, LSTM at
98.08%, autoencoder-DNN at 97.63%, DNN at 97.14%, and RNN at 96.72%. These results were broadly
consistent with earlier deep-learning intrusion-detection research reporting accuracy in the mid-to-
upper 90% range for CNN, LSTM, GRU, autoencoder, and hybrid architectures. Earlier CNN-based
investigations showed that convolutional operations were effective for extracting discriminative local
patterns from high-dimensional network features, while recurrent studies demonstrated that LSTM
and GRU architectures could capture sequential dependencies associated with evolving network
behavior.

Figure 10: Integrated intrusion detection study findings
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The stronger performance of GRU relative to conventional RNN in this study also agreed with earlier
evidence suggesting that gated recurrent mechanisms improve the retention of relevant temporal
information while reducing difficulties associated with long-term dependencies. More importantly, the
superiority of CNN-GRU supported previous studies in which hybrid architectures exceeded
standalone deep-learning models by combining complementary feature-learning mechanisms
(Hnamte & Hussain, 2023). The convolutional component enabled effective extraction of local and
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multidimensional traffic patterns, whereas the GRU component modeled temporal dependencies
without the full computational complexity associated with some LSTM configurations. Earlier hybrid
CNN-LSTM, CNN-GRU, attention-enhanced recurrent, and autoencoder-based investigations
similarly reported accuracy and Fl-scores approaching or exceeding 99% under selected benchmark
conditions.

The present study nevertheless provided a more comprehensive interpretation because model
superiority was not determined exclusively by accuracy. CNN-GRU simultaneously produced the
highest recall, F1-score, and ROC-AUC and the lowest false-negative rate among the evaluated deep-
learning architectures (Ullah et al., 2022). The relatively small standard deviation of 0.18 percentage
points further indicated that its superior performance was stable across repeated experimental runs.
Consequently, the findings supported the broader deep-learning literature while demonstrating that
architectural integration, rather than increasing model depth alone, provided the strongest
combination of discrimination, sensitivity, error control, and experimental stability.

The comparative findings established that deep-learning models, particularly CNN-GRU, generally
exceeded conventional machine-learning approaches in predictive performance, although ensemble-
based algorithms remained highly competitive (Aldallal, 2022). Among conventional models, XGBoost
produced the strongest binary results, achieving 97.46% accuracy, an Fl-score of 97.35%, and ROC-
AUC of 0.985, followed by random forest with 96.91% accuracy and gradient boosting with 96.48%.
SVM, decision tree, conventional ANN, KNN, logistic regression, and naive Bayes generated
progressively weaker results. CNN-GRU exceeded XGBoost by 1.72 percentage points in accuracy and
1.80 percentage points in F1-score while reducing the false-positive rate from 2.61% to 0.91% and the
false-negative rate from 2.69% to 0.76%. These results corresponded with earlier comparative studies
showing that random forest, gradient boosting, and XGBoost remain strong benchmarks for structured
network-flow data but can be surpassed by deep architectures when traffic contains complex nonlinear,
spatial, and temporal dependencies. Previous studies frequently reported random forest and XGBoost
accuracies above 95% after effective preprocessing and feature selection, which was consistent with
their relatively strong performance in this study. However, earlier research also indicated that
conventional models generally depend more heavily on manually engineered or selected features,
whereas deep-learning architectures can construct hierarchical representations directly from
multidimensional inputs (Taye, 2023). The current findings supported that distinction, particularly
under multiclass classification. CNN-GRU retained multiclass accuracy of 96.84% and a macro F1-score
of 95.72%, whereas XGBoost declined to 93.48% accuracy and 91.62% macro F1-score. Random forest
similarly declined to 92.71% accuracy and 90.83% macro Fl-score. The widening performance gap
under multiclass conditions suggested that deep representation learning became increasingly beneficial
as classification complexity increased. This pattern was consistent with earlier investigations reporting
relatively modest differences between machine learning and deep learning in binary detection but
larger advantages for deep architectures when distinguishing multiple attack families. At the same
time, the findings did not indicate that conventional methods were operationally irrelevant. XGBoost
and random forest remained effective alternatives where computational simplicity, interpretability, or
restricted hardware capacity represented major constraints (Dargan et al., 2020). The comparative
evidence therefore supported earlier literature showing that model selection should consider the
structure and complexity of the intrusion-detection task rather than assuming universal superiority of
a single methodological family.

The attack-specific findings revealed that aggregate predictive performance concealed substantial
variation across individual cyberattack categories. CNN-GRU detected high-prevalence attacks with
exceptional reliability, achieving a 99.54% F1-score for DDoS, 99.31% for DoS, 98.99% for botnet traffic,
98.59% for reconnaissance and scanning, and 97.99% for brute-force attacks (Panigrahi, Borah, Bhoi,
ljaz, Pramanik, Kumar, et al., 2021). In contrast, performance declined for comparatively rare and
behaviorally complex classes. Infiltration achieved an Fl-score of 92.47%, malware and spoofing
achieved 91.59%, backdoor attacks achieved 89.71%, shellcode achieved 88.94%, and worms produced
the lowest Fl-score at 86.38%. The corresponding false-negative rate increased from only 0.39% for
DDoS to 15.37% for worms. These results strongly corresponded with earlier intrusion-detection
studies showing that dominant attack classes are typically recognized more effectively because models
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receive substantially more representative training observations. Earlier NSL-KDD investigations
consistently reported weak recognition of low-frequency user-to-root and remote-to-local attacks, even
when aggregate accuracy remained high. Research using UNSW-NB15 similarly identified worms,
shellcode, backdoors, and other low-frequency attacks as difficult classes, while CICIDS-based
investigations frequently reported reduced sensitivity for infiltration and certain web attacks (Alani et
al., 2023). The current confusion patterns reinforced these observations. Only a small proportion of
DDoS and DoS observations were incorrectly classified as benign, whereas 5.14% of infiltration, 6.83%
of backdoor, 7.42% of shellcode, and 9.16% of worm observations were confused with benign traffic.
From an intrusion-detection perspective, this pattern was particularly important because false
negatives permit malicious activity to remain undetected. Earlier studies addressing class imbalance
through synthetic oversampling, class weighting, generative methods, and cost-sensitive learning
reported substantial improvements in minority-class recall, but they also showed that complete
elimination of rare-class detection weakness remained difficult (Chuang & Ye, 2023). The findings of
this study therefore supported the argument that overall accuracy should not be treated as a sufficient
indicator of cybersecurity effectiveness. A model achieving more than 99% aggregate binary accuracy
could still experience materially weaker sensitivity for rare threats. Consequently, the results reinforced
earlier recommendations for class-specific precision, recall, Fl-score, false-negative analysis, and
confusion matrices when evaluating network intrusion detection, particularly in operational
environments where low-frequency attacks may carry disproportionately high security consequences.
The cross-dataset findings demonstrated that strong within-dataset performance did not transfer
completely to heterogeneous external traffic environments.

CNN-GRU achieved mean within-dataset accuracy of 98.96%, recall of 98.88%, Fl-score of 98.91%,
ROC-AUC of 0.994, and a false-positive rate of 1.17%. Under cross-dataset evaluation, mean accuracy
declined to 91.72%, recall decreased to 90.25%, F1-score fell to 90.70%, ROC-AUC declined to 0.946, and
the false-positive rate increased to 5.82%. The resulting 7.24-percentage-point reduction in accuracy
and 8.21-percentage-point decline in F1-score represented the largest robustness loss observed in the
study (Kamraoui et al., 2022). These results were consistent with earlier cross-benchmark investigations
showing that intrusion-detection models frequently perform substantially better when training and
testing observations originate from the same dataset than when transferred to independently generated
traffic. Previous research attributed such degradation to differences in feature definitions, collection
infrastructures, network protocols, attack-generation procedures, class distributions, device
populations, temporal characteristics, and preprocessing strategies. The strongest transfer in this study
occurred between CICIDS2017 and CSE-CIC-IDS2018, where accuracy remained 94.86%, which was
consistent with their relatively comparable traffic-generation methodologies and modern network
characteristics (Xue et al., 2023). In contrast, NSL-KDD to UNSW-NB15 transfer achieved only 89.74%
accuracy, indicating greater sensitivity to differences between older and more contemporary traffic
representations. Transfers between BoT-IoT and ToN-IoT also showed measurable degradation,
supporting earlier IoT intrusion-detection research that identified device heterogeneity, protocol
variation, and environmental differences as major barriers to generalization. Class imbalance further
influenced robustness, as macro F1-score decreased from 96.18 % under balanced traffic to 92.37 % under
naturally imbalanced conditions. These results confirmed earlier evidence that models can partially
learn dataset-specific statistical signatures rather than universally transferable representations of
malicious behavior (M. Wang et al., 2023). The findings therefore extended the primary predictive
analysis by demonstrating that the strongest model remained highly effective but was not invariant to
distribution shift. Cross-dataset validation consequently provided a substantially more rigorous
measure of generalization than random holdout testing within a single benchmark. The results
supported earlier calls for intrusion-detection evaluation to include heterogeneous external datasets,
attack-specific transfer tests, and distribution-shift analysis before strong claims regarding real-world
generalizability are made.

The computational findings demonstrated that the highest predictive accuracy did not necessarily
correspond to the greatest raw processing efficiency, emphasizing the importance of balancing
detection effectiveness with real-time computational requirements. CNN achieved the lowest inference
latency at 0.84 ms per flow and the highest throughput at 18,460 flows per second, while DNN

329



Review of Applied Science and Technology, December 2025, 296- 338

processed 16,820 flows per second at 0.96 ms per flow (Latif et al., 2021). GRU achieved a favorable
recurrent-model balance with latency of 1.28 ms and throughput of 14,180 flows per second. CNN-GRU
required 1.46 ms per flow and processed 13,240 flows per second, while CNN-LSTM was
computationally more demanding at 1.79 ms and 11,680 flows per second. These findings were
consistent with earlier studies showing that convolutional and relatively compact feed-forward
architectures generally provide lower inference latency than recurrent and hybrid architectures.
Previous comparisons of LSTM and GRU also frequently found GRU to require fewer computational
operations and provide faster inference because of its simpler gating structure, which was reflected in
the current results. Although CNN-GRU was not the fastest architecture, its operational profile
remained favorable when considered jointly with its 99.18% accuracy and 99.15% F1-score. Scalability
analysis provided additional evidence of practical stability (Stavrinides & Karatza, 2019). When traffic
volume increased from 5,000 to 250,000 flows, inference latency increased from 1.18 to 2.47 ms and
throughput decreased from 13,680 to 11,420 flows per second. At the same time, accuracy declined by
only 0.78 percentage points and F1-score by 0.89 percentage points. GPU utilization increased from
61.4% to 88.7%, while memory consumption increased from 2.31 GB to 3.74 GB, demonstrating
predictable resource growth under higher loads. Earlier real-time intrusion-detection studies similarly
showed that computational demand increases with model complexity and traffic volume but that GPU
acceleration, batching, feature reduction, and efficient recurrent units can preserve acceptable
processing rates. The present findings supported this evidence while showing that the computationally
fastest model was not necessarily the strongest overall choice. CNN provided superior raw throughput,
whereas CNN-GRU delivered a more favorable integrated balance of accuracy, recall, false-alarm
control, latency, and scalability (Jabbar et al., 2020). This distinction is important because operational
intrusion detection requires both rapid processing and reliable threat recognition, particularly where
false negatives carry substantial security costs.

The integrated statistical findings confirmed that the superiority of CNN-GRU was not attributable
solely to isolated percentage differences but was supported by statistically significant comparisons,
meaningful effect sizes, and stable repeated performance (Granziera & Perera, 2019). CNN-GRU
achieved mean accuracy of 99.18% with a standard deviation of 0.18 percentage points, median
accuracy of 99.20%, an interquartile range of 0.24 percentage points, and a 95% confidence interval from
99.07% to 99.29%. Repeated-measures analysis identified significant differences among the principal
models, with F(4, 36) = 42.87, p < .001, and partial eta-squared of .83, indicating a large model effect.
The nonparametric Friedman analysis produced a consistent conclusion, x?(4) = 31.64, p < .001, with
Kendall's W of .79. Pairwise comparisons further demonstrated that CNN-GRU exceeded CNN-LSTM
by 0.24 percentage points with a moderate standardized effect, while differences relative to GRU, CNN,
XGBoost, random forest, and conventional ANN produced large effect sizes. Compared with XGBoost,
the accuracy difference reached 1.72 percentage points with a 95% confidence interval of 1.39-2.05 and
Cohen’s d of 1.28. These findings were consistent with earlier methodological research emphasizing
that intrusion-detection models should be compared using repeated experiments and inferential
statistics rather than single-run accuracy values. Previous studies frequently reported high predictive
scores without fully evaluating variability or practical effect magnitude, making it difficult to
determine whether small numerical improvements reflected reproducible model advantages. The
present analysis addressed this limitation by integrating repeated-run variability, cross-validation
stability, effect sizes, computational measures, class-specific performance, and cross-dataset
robustness. Hyperparameter sensitivity was also comparatively limited, with accuracy changing by no
more than 0.63 percentage points within the stable tested configuration range (Fan et al., 2021). The
most important limitation to robustness remained cross-dataset transfer rather than repeated-run or
traffic-volume instability. Overall, the evidence identified CNN-GRU as the strongest configuration
because it combined 99.18% binary accuracy, 99.15% F1-score, ROC-AUC of 0.996, a 0.76% false-
negative rate, 1.46-ms baseline inference latency, throughput of 13,240 flows per second, high traffic-
volume stability, and statistically significant advantages over conventional benchmarks. The integrated
findings therefore supported earlier evidence favoring hybrid deep-learning architectures while
demonstrating that meaningful evaluation of real-time network intrusion detection requires
simultaneous consideration of predictive accuracy, statistical reliability, minority-class sensitivity,
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generalization, computational efficiency, and operational scalability (Al Darayseh, 2023).
CONCLUSION

This study concluded that deep learning provided a highly effective quantitative framework for real-
time network intrusion detection, while demonstrating that detection effectiveness depended on the
combined consideration of predictive accuracy, attack-specific sensitivity, computational efficiency,
scalability, statistical reliability, and cross-dataset generalization. The analysis incorporated six
heterogeneous benchmark datasets and approximately 23.15 million eligible network observations,
creating a broad experimental environment characterized by substantial differences in traffic
distributions, feature dimensionality, attack prevalence, and class imbalance. Among the evaluated
architectures, CNN-GRU emerged as the strongest overall configuration, achieving binary accuracy of
99.18%, precision of 99.06%, recall of 99.24%, specificity of 99.09%, F1-score of 99.15%, and ROC-AUC
of 0.996, while limiting false-positive and false-negative rates to 0.91% and 0.76%, respectively. The
model exceeded XGBoost, the strongest conventional benchmark, by 1.72 percentage points in accuracy
and demonstrated a large comparative effect size of Cohen’s d = 1.28. Attack-specific analysis
nevertheless revealed that detection reliability was not uniform across cyber threats. DDoS and DoS
achieved Fl-scores of 99.54% and 99.31%, whereas infiltration, backdoor, shellcode, and worms
remained more difficult to recognize, with worm recall decreasing to 84.63% and its false-negative rate
increasing to 15.37%. Cross-dataset evaluation similarly demonstrated that excellent within-dataset
performance did not guarantee equivalent external generalization, as mean accuracy declined from
98.96% to 91.72% and F1-score decreased from 98.91% to 90.70% under distribution shifts. From a real-
time operational perspective, CNN-GRU maintained an effective balance between predictive
performance and computational demand, processing approximately 13,240 flows per second at a
baseline inference latency of 1.46 ms. Even when traffic increased to 250,000 flows, accuracy remained
98.46% and F1-score remained 98.31%, demonstrating substantial scalability. Statistical analysis further
confirmed significant model differences, with a large overall model effect, F(4, 36) = 42.87, p < .001,
partial n? = .83. Collectively, the findings established that hybrid deep-learning architectures can
substantially strengthen real-time intrusion detection; however, robust cybersecurity evaluation
requires moving beyond aggregate accuracy toward integrated assessment of minority-attack
recognition, false-alarm control, computational responsiveness, statistical stability, and cross-
environment generalization.

RECOMMENDATION

Based on the quantitative findings of this study, organizations, cybersecurity practitioners, network
administrators, system developers, and researchers should prioritize hybrid deep-learning
architectures such as CNN-GRU when designing real-time network intrusion-detection systems,
particularly where high detection accuracy, low false-alarm rates, rapid processing, and scalability are
required simultaneously. The CNN-GRU configuration should be considered a strong reference
architecture because it achieved 99.18% accuracy, 99.15% F1-score, ROC-AUC of 0.996, a false-positive
rate of 0.91%, and a false-negative rate of 0.76%, while maintaining an inference latency of 1.46 ms and
processing approximately 13,240 flows per second. However, deployment decisions should not rely
exclusively on aggregate accuracy because the results demonstrated considerably weaker recognition
of minority attacks, particularly infiltration, backdoor, shellcode, and worms. Training pipelines should
therefore incorporate class-sensitive learning, controlled resampling, cost-sensitive loss functions, class
weighting, representative minority-attack augmentation, and continuous evaluation of class-specific
recall and false-negative rates. Particular attention should be directed toward reducing the 15.37% false-
negative rate observed for worm attacks and improving discrimination between rare malicious
behavior and legitimate traffic. Organizations should also conduct cross-dataset and external-
environment validation before operational deployment because mean accuracy declined from 98.96 %
within datasets to 91.72% under cross-dataset transfer. Periodic retraining and validation using recent
organization-specific network traffic should consequently be incorporated into intrusion-detection
governance to address distribution shifts, evolving traffic patterns, new devices, protocol changes, and
emerging attack behaviors. Real-time implementations should continuously monitor inference latency,
throughput, memory consumption, CPU utilization, GPU utilization, false alarms, and detection
sensitivity rather than evaluating predictive metrics in isolation. For environments with highly
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constrained computational resources, CNN or GRU architectures may provide suitable alternatives
because they demonstrated lower latency and higher throughput while retaining strong predictive
performance. Model compression, pruning, quantization, efficient feature selection, and hardware
acceleration should also be evaluated where edge or IoT deployment imposes strict resource
limitations. Finally, future quantitative evaluations should employ multiple contemporary benchmark
datasets, repeated experimental runs, independent holdout testing, cross-validation, attack-specific
analysis, external validation, confidence intervals, statistical significance testing, and effect-size
estimation. Such an integrated evaluation framework would provide stronger evidence regarding
whether improvements in deep-learning intrusion detection are statistically reliable, computationally
feasible, operationally scalable, and sufficiently robust for heterogeneous real-world cybersecurity
environments.

LIMITATIONS

This study contained several limitations that should be considered when interpreting the quantitative
effectiveness of deep learning for real-time network intrusion detection. First, the analysis relied on six
publicly available benchmark datasets —NSL-KDD, UNSW-NB15, CICIDS2017, CSE-CIC-IDS2018,
BoT-IoT, and ToN-IoT —which provided substantial traffic diversity but could not fully reproduce the
dynamic conditions of continuously operating enterprise, cloud, edge, IoT, and industrial networks.
Benchmark datasets were generated under different collection procedures, network configurations,
feature-extraction methods, attack scenarios, and temporal conditions, creating unavoidable
heterogeneity across experimental environments. Second, substantial class imbalance remained after
preprocessing, particularly for infiltration, backdoor, shellcode, worm, and other rare attacks. This
limitation was reflected in the lower minority-class performance, including worm recall of 84.63% and
a false-negative rate of 15.37%, compared with considerably stronger recognition of DDoS and DoS
traffic. Third, although CNN-GRU achieved 99.18% binary accuracy and 99.15% F1-score, these values
represented controlled benchmark performance and should not be interpreted as guaranteed
operational performance against previously unseen attacks. Cross-dataset testing demonstrated this
limitation directly, as mean accuracy declined from 98.96% within datasets to 91.72% across datasets
and the false-positive rate increased from 1.17% to 5.82%. Fourth, feature harmonization required for
cross-dataset evaluation could have removed dataset-specific information that otherwise contributed
to classification performance. Fifth, computational measurements, including 1.46-ms baseline inference
latency and throughput of 13,240 flows per second for CNN-GRU, were dependent on the experimental
hardware, software libraries, batching strategy, preprocessing pipeline, and implementation
configuration; consequently, different deployment infrastructures could produce different latency,
memory, GPU, and throughput outcomes. Sixth, the evaluated architecture set did not encompass
every available deep-learning technique, particularly larger transformer architectures, graph neural
networks, federated-learning configurations, self-supervised models, and continually adaptive
detection systems. Hyperparameter sensitivity testing was also restricted to predefined ranges rather
than every possible architectural configuration. Seventh, the experimental framework primarily
examined labeled supervised detection, which limited direct assessment of zero-day and completely
unknown attacks lacking representative training examples. Finally, although repeated runs, cross-
validation, confidence intervals, significance tests, effect sizes, attack-specific evaluation, scalability
testing, and cross-dataset analysis strengthened methodological reliability, these procedures could not
completely represent concept drift, adversarial manipulation, encrypted traffic evolution, hardware
failures, changing user behavior, and continuously emerging cyber threats. Accordingly, the findings
should be interpreted as strong comparative benchmark evidence rather than definitive proof of
universal real-world intrusion-detection effectiveness.
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