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Abstract 
This study examined the performance, robustness, and real-time feasibility of high-performance computing–
assisted modeling and integrated analytical pipelines for electrical power networks coupled with industrial 
control systems. A quantitative experimental design was implemented using 360 structured run instances 
distributed across small, medium, and large benchmark grid tiers, multiple telemetry regimes, and standardized 
contingency libraries. Dependent outcomes included update latency, sustained throughput, state-estimation 
error, contingency ranking stability, and anomaly detection delay, while independent variables included 
compute architecture type, parallelism level, grid size tier, telemetry regime, contingency volume, and 
disturbance severity. Mixed-effects regression models with clustered random intercepts were used to quantify 
performance drivers. Results showed that mean update latency across the full sample was 148.2 ms (P95 = 268.0 
ms), while sustained throughput averaged 6.8 updates per second. Hybrid CPU–GPU configurations reduced 
latency by 24.63 ms relative to CPU-only baselines (p < .001) and increased throughput by 1.18 updates per 
second. Large-grid tiers increased latency by 72.84 ms and reduced throughput by 4.27 updates per second 
compared with small-grid tiers (p < .001), confirming scale as the dominant workload driver. Convergence rates 
averaged 96.9%, indicating stable numerical robustness across tiers. Analytical quality improved under richer 
telemetry, with PMU-only configurations reducing estimation error by 0.008 per unit relative to SCADA-only 
(p < .001). Contingency ranking stability averaged 0.88, while missed critical contingencies averaged 0.37 per 
run under standardized runtime budgets. Anomaly detection delay averaged 312.5 ms and increased 
significantly under higher disturbance severity and larger grid tiers. Overall, the findings demonstrated that 
real-time cyber-physical feasibility in power–ICS environments was primarily governed by grid scale, telemetry 
design, and workload composition, while compute acceleration and parallelism provided statistically significant 
but workload-dependent performance improvements. 
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INTRODUCTION 
High-performance computing (HPC) refers to the aggregation of advanced computational resources, 
including parallel processors, distributed memory architectures, and high-speed interconnect 
networks, to execute complex numerical operations at extremely high speeds. It is characterized by the 
ability to process large volumes of structured and unstructured data while solving multi-dimensional 
mathematical models that exceed the capabilities of conventional computing systems. In engineering 
domains, HPC is applied to simulations that require iterative matrix operations, nonlinear 
optimization, probabilistic modeling, and dynamic system integration (Huang et al., 2017). Electrical 
power networks are interconnected infrastructures composed of generation units, transmission lines, 
substations, transformers, and distribution feeders designed to deliver electrical energy from producers 
to consumers under strict stability and reliability constraints. Industrial control systems (ICS) constitute 
the cyber-physical layer responsible for supervising, regulating, and automating industrial and energy 
processes through programmable logic controllers, distributed control architectures, communication 
protocols, and sensor-actuator networks (Jin et al., 2017). When power networks and industrial control 
systems operate as integrated systems, they form large-scale, interdependent infrastructures where 
continuous electrical dynamics interact with discrete control commands and communication signals. 
Modeling such systems requires mathematical representations of power flow equations, state-space 
dynamic models, protection coordination schemes, and control logic structures. As grid size and 
automation depth increase, computational demands escalate due to the need to simulate thousands of 
buses, generators, loads, and real-time telemetry signals simultaneously (Mojlish et al., 2017). HPC-
assisted modeling therefore represents a methodological integration in which scalable computational 
resources are employed to solve high-dimensional system equations and execute large-scale 
simulations within operationally relevant time constraints. Real-time analysis within this context 
involves continuous system monitoring, rapid numerical evaluation, and immediate processing of 
operational contingencies, enabling computational alignment with physical system dynamics (Zhou et 
al., 2019). 
Electrical power networks and industrial control systems hold global strategic significance because 
they constitute the operational backbone of modern economies, public services, manufacturing sectors, 
and digital infrastructures. National development indicators, including industrial productivity, 
healthcare service delivery, transportation efficiency, and telecommunications stability, are directly 
dependent on reliable electricity supply and coordinated control architectures. In both developed and 
emerging economies, energy infrastructure expansion has intensified the scale and complexity of grid 
systems, integrating renewable energy plants, cross-border interconnections, and high-voltage 
transmission corridors (Yang & Chien, 2016). The globalization of energy markets has increased the 
need for accurate modeling of interconnected regional grids, where disturbances in one geographical 
area can propagate across national boundaries through synchronized transmission systems. Industrial 
control systems extend beyond power plants and substations into oil refineries, water treatment 
facilities, chemical manufacturing plants, and large-scale production environments. The reliability of 
these control architectures determines operational safety, process efficiency, and economic continuity. 
As infrastructure digitization accelerates, the volume of telemetry data generated by sensors, smart 
meters, phasor measurement units, and automated controllers has expanded significantly (Zhou et al., 
2019). This growth in real-time data streams increases computational requirements for monitoring, 
analytics, and fault detection. International regulatory frameworks emphasize grid stability, 
cybersecurity resilience, and energy efficiency, reinforcing the need for computational tools capable of 
supporting compliance monitoring and operational auditing. The global integration of renewable 
generation sources further increases variability in system behavior, requiring dynamic analysis of 
voltage stability, frequency regulation, and load balancing (Pratt et al., 2016). HPC-assisted modeling 
becomes internationally significant because it provides the computational capacity necessary to 
simulate interconnected infrastructures at continental scales while maintaining analytical precision. 
The ability to process large datasets and execute synchronized simulations across distributed 
computing clusters supports cross-border coordination, system reliability assessment, and 
comprehensive risk evaluation in globally interconnected energy ecosystems (Monti et al., 2018). 
Electrical power network modeling is grounded in mathematical formulations that describe steady-
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state and dynamic behavior of interconnected electrical components. The steady-state behavior of 
transmission networks is commonly represented through nonlinear algebraic equations derived from 
Kirchhoff’s laws, admittance matrices, and complex power balance constraints. Solving these equations 
for large-scale systems requires iterative numerical techniques that involve repeated matrix 
factorizations and convergence evaluation across thousands of nodes (Wang et al., 2015).  
 

Figure 1: High-Performance Computing in Power Systems 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Dynamic modeling extends this representation by incorporating differential equations that describe 
generator rotor dynamics, excitation systems, turbine governors, and load frequency control 
mechanisms. Transient stability analysis requires time-domain simulations with small integration step 
sizes to capture oscillatory responses following disturbances such as faults or sudden load changes. 
Industrial control systems introduce additional computational complexity through discrete event logic, 
communication latency modeling, and feedback control loops. Supervisory control layers must process 
sensor measurements, execute control algorithms, and dispatch actuation signals within milliseconds 
(Czarnul et al., 2019). When combined with physical grid equations, these control processes form 
hybrid systems containing continuous dynamics and discrete transitions. HPC enables parallel 
decomposition of network matrices, distributed solution of state estimation problems, and concurrent 
execution of contingency scenarios. Domain decomposition methods partition large grids into 
computational subregions processed simultaneously across cluster nodes. Sparse matrix optimization 
and high-speed memory access reduce computational overhead in large admittance matrix 
calculations. GPU acceleration enhances the speed of repetitive numerical operations such as Jacobian 
evaluations and time-step integration (Sayed & Gabbar, 2017). These computational strategies allow 
large-scale network simulations to be completed within timeframes compatible with operational 
decision cycles. As network size increases, computational scaling becomes a central design 
consideration, making HPC-assisted frameworks essential for maintaining modeling fidelity without 
compromising execution speed (Poudel et al., 2017). 
Real-time analysis in electrical power networks and industrial control systems refers to the continuous 
computational processing of live operational data within strict temporal constraints aligned with 
physical system behavior. Power systems operate at fixed frequencies, requiring constant balancing of 
generation and load to prevent frequency deviations and voltage instability. Real-time state estimation 
integrates measurements from supervisory control systems and phasor measurement units to 
reconstruct system operating conditions at high refresh rates. Industrial control systems 
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simultaneously monitor process variables such as temperature, pressure, current, and voltage, 
executing automated adjustments to maintain predefined operational setpoints (Faysal & 
Shamsunnahar, 2022; Habibullah & Zaheda, 2022; Sun et al., 2020). The synchronization of 
computational analysis with physical system dynamics demands deterministic processing speed and 
minimal latency. HPC environments support this requirement by distributing computational tasks 
across multiple processors, enabling simultaneous evaluation of contingency scenarios, load flow 
recalculations, and dynamic security assessments. Real-time contingency analysis evaluates potential 
line outages or equipment failures before they occur, using parallel simulations to assess stability 
margins (Jahangir & Md Shahab, 2022; Ratul, 2022; Sun et al., 2020). Data assimilation techniques 
combine measurement streams with predictive models to update system states iteratively. High-
throughput data pipelines ensure that sensor data is processed without bottlenecks, while optimized 
scheduling algorithms allocate computational resources dynamically. In industrial plants, real-time 
anomaly detection relies on pattern recognition algorithms operating on high-dimensional sensor 
arrays. HPC clusters provide the memory bandwidth and processing power necessary to execute such 
algorithms continuously. The convergence of physical processes and computational cycles requires 
coordinated timing mechanisms and robust communication architectures (Palmintier et al., 2016). Real-
time HPC-assisted analysis therefore represents the operational integration of computational scalability 
with grid physics and automated control systems, forming a synchronized analytical framework 
capable of responding to disturbances within milliseconds. 
Electrical power networks integrated with industrial control systems constitute complex cyber-physical 
systems characterized by layered interdependencies between hardware components, software logic, 
and communication networks. Physical components such as generators and transformers exhibit 
electromechanical dynamics governed by physical laws, while control layers interpret measurements 
and implement algorithmic decisions (Rossi et al., 2019). Communication networks transmit control 
signals and telemetry across geographically distributed infrastructures. Modeling this integrated 
environment requires simultaneous representation of electrical equations, control algorithms, and 
communication protocols. System complexity increases with the introduction of distributed energy 
resources, smart grid technologies, and automated substations. Each added node contributes to 
combinatorial growth in potential interaction states and contingency pathways. The dimensionality of 
system state vectors expands as additional sensors and controllers are deployed. HPC-assisted 
modeling addresses this complexity by enabling multi-layer simulation environments where electrical, 
control, and communication models are solved concurrently (Ratul & Subrato, 2022; Tahmina Akter 
Bhuya & Rebeka, 2022; Zhou et al., 2020). Parallel co-simulation frameworks allow distinct subsystems 
to be executed on separate computational nodes while exchanging synchronization signals. Such 
integration supports holistic evaluation of cascading failures, control misconfigurations, and load 
imbalance propagation. Large-scale scenario generation techniques explore thousands of operational 
configurations to evaluate stability boundaries. Industrial automation environments further introduce 
cybersecurity considerations, requiring computational modeling of intrusion detection algorithms and 
network resilience assessments. The computational burden associated with evaluating these 
interconnected domains in a unified framework exceeds traditional processing capabilities (F. Yang et 
al., 2019). HPC infrastructures provide scalable processing clusters capable of executing high-fidelity 
integrated simulations, ensuring that cyber-physical interactions are analyzed comprehensively within 
operationally relevant time constraints. 
Quantitative research in HPC-assisted power network modeling relies on mathematically rigorous 
frameworks designed to produce reproducible and numerically stable results. Deterministic models 
solve algebraic and differential equations representing power flow and machine dynamics, while 
stochastic models incorporate uncertainty in load demand, renewable generation variability, and 
equipment reliability (Abir et al., 2021). Monte Carlo simulation techniques require repeated sampling 
and iterative computation, increasing computational demand exponentially as system size grows. 
Optimization-based frameworks such as optimal power flow involve nonlinear objective functions 
constrained by equality and inequality conditions. Solving these formulations requires iterative 
algorithms with convergence checks and sensitivity analysis. Numerical precision is critical because 
rounding errors in large sparse matrices can propagate and influence stability margins. HPC platforms 
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support high-precision arithmetic and distributed memory architectures that manage large datasets 
without performance degradation. Parallel optimization solvers divide constraint evaluations among 
processors, accelerating convergence (Samanta et al., 2021). Time-domain simulations with adaptive 
step sizing enhance accuracy in transient stability analysis. Industrial control systems contribute 
additional quantitative layers through proportional-integral-derivative control equations, discrete 
logic transitions, and event-triggered responses. Integrating these models into a unified computational 
framework requires synchronization algorithms and numerical consistency checks. Validation of 
model outputs involves statistical comparison between simulated and observed operational data. HPC-
assisted quantitative modeling ensures that large datasets can be processed with minimal 
computational delay while preserving numerical integrity (Cai & Braun, 2019). This computational 
reliability forms the methodological foundation for rigorous quantitative evaluation of system 
performance metrics such as voltage deviation, frequency stability, response latency, and fault recovery 
duration. 

Figure 2: HPC-Integrated Cyber-Physical Power Framework 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Infrastructure reliability in electrical power networks and industrial control systems is assessed 
through quantitative performance metrics that measure stability, availability, resilience, and 
operational efficiency. Reliability indices evaluate frequency and duration of service interruptions, 
while stability metrics assess voltage regulation and rotor angle coherence during disturbances. 
Industrial control environments measure response time, control accuracy, and process variability (Abir 
et al., 2021). Large-scale infrastructures generate extensive datasets reflecting operational states across 
thousands of nodes and sensors. Evaluating system-wide performance requires aggregating and 
analyzing these datasets using high-speed computational platforms. HPC-assisted environments 
enable parallel computation of reliability indices across multiple contingency scenarios. Sensitivity 
analysis quantifies how parameter variations influence system stability margins. Real-time 
performance dashboards integrate computational outputs into operator interfaces, facilitating 
continuous monitoring. Performance benchmarking involves repeated simulation of fault events under 
varying load and generation conditions (Samanta et al., 2021). Computational scalability ensures that 
expanded system models can be evaluated without compromising processing speed. Power networks 
interconnected across regions require coordinated reliability assessment to prevent cascading failures. 
Industrial plants dependent on uninterrupted power supply rely on precise synchronization between 
electrical infrastructure and control logic. Quantitative assessment of these integrated systems 
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demands computational environments capable of handling large matrices, high-frequency data 
streams, and multi-scenario simulations simultaneously. HPC-assisted modeling therefore serves as 
the computational backbone for evaluating reliability, stability, and operational performance within 
complex, globally significant electrical and industrial infrastructures (Cai & Braun, 2019). 
The objective of this quantitative research is to develop, operationalize, and evaluate a high-
performance computing–assisted modeling and real-time analytical framework that can represent the 
coupled behavior of electrical power networks and industrial control systems with measurable 
computational efficiency, numerical reliability, and analytical accuracy. A primary objective is to 
formalize a unified mathematical representation that integrates steady-state power flow constraints, 
dynamic stability equations, and discrete industrial control logic into a single computational workflow 
that supports synchronized execution across large network topologies. A second objective is to quantify 
computational scalability by measuring execution time, speedup, memory utilization, and parallel 
efficiency under increasing system size, increasing data rates, and increasing scenario volume, using 
controlled benchmarking designs that enable repeatable performance comparisons. A third objective is 
to operationalize real-time analytics by defining strict latency and throughput targets and then 
empirically testing whether state reconstruction, contingency screening, and anomaly scoring can be 
executed within time budgets consistent with operational telemetry refresh cycles. A fourth objective 
is to evaluate numerical robustness by measuring convergence rates, residual errors, stability indicator 
consistency, and sensitivity to numerical precision settings when solving nonlinear algebraic and 
differential equations under stressed operating conditions. A fifth objective is to quantify the analytical 
value of integrated cyber-physical modeling by comparing results from isolated electrical-only 
simulations and coupled power-and-control simulations using standardized outcome measures such 
as voltage deviation distributions, frequency excursion magnitudes, control response delays, and 
disturbance recovery times. A sixth objective is to define a reproducible dataset construction and 
preprocessing pipeline for streaming measurements, including timestamp alignment, missing-data 
handling, and noise characterization, and then test how these preprocessing choices affect estimation 
accuracy and detection performance. A seventh objective is to establish a metrics-driven evaluation 
protocol that links HPC configuration parameters and model design choices to observable quantitative 
outcomes, enabling statistical testing of performance differences across configurations, workloads, and 
disturbance classes. Collectively, these objectives structure the study around measurable variables, 
testable computational and system-behavior hypotheses, and empirically comparable outcomes that 
align with quantitative research requirements for integrated modeling and real-time analysis of power 
networks and industrial control systems. 
LITERATURE REVIEW 
This Literature Review section synthesizes quantitative research that underpins high-performance 
computing–assisted modeling and real-time analysis of electrical power networks integrated with 
industrial control systems. The section is organized to align computational methods with measurable 
outcomes, emphasizing operational variables such as runtime, latency, throughput, numerical error, 
convergence behavior, detection accuracy, scalability, and robustness under disturbance scenarios (Ma 
et al., 2015). Rather than describing technologies in general terms, the review is structured around how 
prior studies have operationalized models, datasets, and evaluation protocols, including benchmark 
system sizes, sampling rates, contingency sets, and performance metrics. Each subsection is framed to 
support a quantitative paper by identifying measurable constructs, typical dependent and independent 
variables, and the dominant empirical designs used in the literature (e.g., simulation-based 
experiments, comparative benchmarking, sensitivity analysis, Monte Carlo evaluation, and real-time 
streaming tests) (Krama et al., 2018). The result is an evidence-guided structure that connects power-
system physics and control logic with parallel computing architectures and real-time analytics 
pipelines, while keeping the focus on how researchers measure performance, validate models, and 
report statistical or computational significance. 
Computational Workloads in Power-ICS Co-Simulation 
The literature on high-performance computing applications in power system and industrial control 
system co-simulation consistently categorizes computational workloads into distinct but interrelated 
classes reflecting physical modeling, control logic execution, and real-time analytics demands. Steady-
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state power flow computation remains the foundational workload, representing algebraic resolution of 
network operating conditions under balanced assumptions (Wan et al., 2014).  
 

Figure 3: HPC Workloads and Metrics for Power and Control Systems 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Dynamic transient simulation expands this workload to time-domain modeling of generator 
electromechanical behavior and fault responses. State estimation workloads incorporate telemetry 
assimilation and residual evaluation under measurement uncertainty. Contingency screening tasks 
evaluate predefined outage sets to assess stability margins and security indices. Control-loop execution 
workloads simulate programmable logic controller scan cycles and supervisory control decisions. 
Event-driven ICS logic introduces discrete-event scheduling, alarm triggering, and communication 
message processing into the co-simulation environment (Kuruvila et al., 2021). Prior research shows 
that combining these workload classes in integrated cyber-physical simulation substantially increases 
computational intensity because continuous electrical dynamics and discrete control transitions must 
be synchronized within unified execution cycles. Studies examining co-simulation frameworks 
emphasize that workload heterogeneity leads to variable computational density, with dynamic 
simulations consuming greater processing resources per simulated second compared to steady-state 
power flow tasks. Parallel computing research in power engineering demonstrates that workload 
decomposition strategies are essential for maintaining computational tractability as system size 
expands. Empirical benchmarking in integrated environments further shows that combining 
contingency screening with dynamic response modeling increases execution complexity nonlinearly, 
particularly when large disturbance sets are evaluated sequentially (Liu et al., 2016). Research in 
distributed simulation architecture identifies workload classification as a prerequisite for effective task 
scheduling and resource allocation. These classifications provide a measurable structure for profiling 
execution time, synchronization overhead, and resource utilization across integrated power–ICS 
computational studies. 
Quantitative investigations consistently identify structural and operational parameters as primary 
drivers of computational workload magnitude in power–ICS co-simulation. Network size indicators 
such as bus count, generator count, branch density, and protection device inclusion directly affect 
matrix dimensionality and solver iteration requirements (Mikkili et al., 2015). Industrial control 
integration introduces additional scaling factors including the number of control input/output points, 
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PLC logic blocks, communication nodes, and event triggers. Telemetry sampling rate significantly 
influences state estimation complexity, as higher refresh intervals require more frequent matrix 
updates and residual recalculations. Contingency set size expands evaluation loops in security analysis 
studies, increasing execution time in proportion to the number of predefined outage scenarios. 
Simulation horizon length and time-step granularity determine the total number of integration cycles 
in transient analysis tasks. Empirical HPC benchmarking studies demonstrate that small reductions in 
time-step length lead to exponential growth in total computational iterations when long disturbance 
windows are simulated (Xiao et al., 2020). Solver iteration limits and convergence tolerances further 
influence computational load, with tighter tolerance thresholds increasing iteration counts per solution 
cycle. Research comparing weak and strong scaling conditions reveals that workload drivers interact 
multiplicatively, particularly when large contingency libraries are combined with high-frequency 
telemetry assimilation. Studies examining synthetic large-scale test systems indicate that bus count and 
contingency volume together form dominant predictors of runtime variability. Control system 
complexity also contributes significantly to synchronization overhead when discrete events are 
interleaved with continuous numerical solvers (Stellato et al., 2016). Across quantitative investigations, 
workload drivers are measured systematically to determine scalability boundaries, hardware efficiency 
thresholds, and performance bottlenecks within HPC-assisted co-simulation environments. 
The literature consistently reports standardized performance metrics to evaluate HPC-assisted power–
ICS modeling efficiency. Wall-clock runtime remains the primary metric, enabling comparison of 
execution duration across hardware configurations and algorithmic strategies. Studies frequently 
disaggregate runtime into computation, communication, and synchronization components to isolate 
performance bottlenecks. CPU and GPU utilization rates are commonly measured to assess hardware 
resource saturation and parallel efficiency (Lucia et al., 2020). Memory footprint is evaluated to 
determine scalability feasibility when simulating high-dimensional state vectors and contingency 
batches. Network communication overhead is quantified in distributed cluster environments to 
evaluate data transfer latency between computational nodes. Solver iteration counts and convergence 
cycles are reported to characterize numerical stability and computational effort per solution stage. 
Empirical comparisons across HPC architectures demonstrate that parallel efficiency declines when 
communication overhead exceeds computation time, particularly in tightly coupled co-simulation 
frameworks. Benchmarking studies also report throughput metrics such as contingencies processed 
per second and state estimation updates per unit time (Stellato et al., 2016). Latency profiling is used in 
real-time analysis research to evaluate compliance with operational refresh intervals. Statistical 
variance of runtime across repeated trials is often included to demonstrate reproducibility and 
deterministic performance. Comparative evaluations between CPU-only and hybrid CPU–GPU 
systems reveal differences in iteration stability and execution scaling. These quantitative measurement 
practices establish a consistent empirical basis for comparing modeling frameworks, hardware 
configurations, and solver optimizations in integrated power and control system simulations (De Carne 
et al., 2019). 
Quantitative research in HPC-assisted co-simulation emphasizes the construction of standardized 
workload profiles to ensure comparability and reproducibility. Many studies adopt predefined 
contingency libraries, often based on N-1 or expanded disturbance sets, to maintain consistency across 
experimental trials. Fixed phasor measurement unit sampling rates are frequently used in state 
estimation benchmarking to stabilize data ingestion volume. Disturbance templates such as three-
phase faults, line trips, and generator outages are scripted with identical timing parameters to allow 
direct runtime and stability comparisons (Ceseña & Mancarella, 2018). Synthetic large-scale grid 
models are commonly used to provide controlled scaling experiments while avoiding confidentiality 
constraints associated with operational systems. Research in distributed simulation frequently employs 
identical solver configurations and tolerance thresholds across hardware platforms to isolate 
architectural performance differences. Studies evaluating co-simulation synchronization often define 
standardized communication intervals between electrical and control layers to minimize variability. 
Benchmark frameworks sometimes include predefined simulation horizons to ensure equal 
computational exposure across methods (Alizadeh et al., 2020). Comparative analyses show that 
consistent workload construction reduces experimental noise and improves statistical reliability when 
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assessing performance improvements. Repeated trials under identical disturbance sets allow 
calculation of runtime variance and hardware efficiency metrics. Standardized workload profiling 
therefore functions as a methodological foundation in HPC power–ICS research, enabling structured 
comparison of execution time, scalability limits, and resource utilization patterns across diverse 
computational architectures and modeling strategies (Kouro et al., 2015). 
Parallel Power-Flow and Optimal Power Flow (OPF) 
Quantitative literature on parallel AC power flow computation focuses on how to restructure the 
nonlinear network solution process so that large systems can be solved faster without sacrificing 
numerical reliability (L. Liu et al., 2020).  
 

Figure 4: Parallel Power Flow and OPF Framework 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Research commonly distinguishes between approaches that parallelize within a single solve (for 
example, parallelizing the linear algebra inside Newton-type iterations) and approaches that parallelize 
across many independent solves (for example, solving many operating points or contingencies 
concurrently). Within-solve methods often rely on decomposition strategies that partition the network 
or the numerical workload, such as bus or branch partitioning, domain decomposition, and multi-area 
coordination, so that different compute resources work on different parts of the problem at the same 
time. Another major line of work treats sparsity as the central performance lever, emphasizing that the 
admittance and Jacobian matrices in power flow are sparse and structured, enabling specialized sparse 
factorization and ordering techniques that reduce fill-in and accelerate repeated solves (Sulligoi et al., 
2016). Distributed sparse linear algebra appears as a recurring methodological backbone, particularly 
for transmission-scale networks where memory footprint and factorization time can dominate runtime. 
Quantitative studies also report that parallel performance depends strongly on communication 
patterns between computational partitions: loosely coupled partitions can scale better, while tightly 
coupled iterative exchanges can create overhead that limits gains. Across this literature, the central 
contribution is not merely faster computation, but measurable reductions in runtime under controlled 
test cases, with detailed profiling that isolates where time is spent across factorization, updates, and 
convergence checks (Zhang et al., 2015). 
Parallel optimal power flow research extends beyond solving the network equations to managing 
constrained optimization workloads that include generator limits, voltage bounds, thermal line ratings, 
and security requirements. Quantitative studies commonly compare optimization formulations and 
solvers according to how constraints are evaluated, enforced, and distributed across compute resources 
(Jo et al., 2015). One cluster of research emphasizes decomposition-based OPF, where the system is 
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divided into regions or subproblems coordinated by algorithmic mechanisms that reconcile boundary 
variables and shared constraints. Another cluster emphasizes parallel constraint screening and 
evaluation, especially for formulations where the constraint set becomes very large under security 
constraints or contingency modeling. In these settings, the computational bottleneck often shifts from 
the core optimization step to the repeated evaluation of feasibility and the repeated linear algebra 
associated with constraint handling (Huppmann et al., 2019). The literature also treats solver stability 
as a measurable outcome, tracking whether optimization runs terminate reliably under stressed 
operating points, ill-conditioned cases, or tight operational limits. Quantitative reporting often includes 
how frequently constraints become active, how constraint violations behave during iterations, and how 
sensitive outcomes are to initialization and tolerance settings. Overall, this body of work frames parallel 
OPF as an engineering problem in scalable numerical optimization, where improvements are validated 
through repeatable benchmarks, solver diagnostics, and careful measurement of computational costs 
tied to constraint-handling operations (Karamanakos et al., 2014). 
Empirical evaluation in the parallel power flow and OPF literature is typically structured around 
measurable computational outcomes that capture both performance and numerical quality. Runtime 
reduction is treated as the primary performance signal, but studies often go further by reporting how 
performance changes as the number of processors, nodes, or accelerators increases, revealing practical 
scalability limits (Hu et al., 2015). Many investigations show that strong-scaling performance tends to 
saturate when communication, synchronization, or memory bandwidth becomes comparable to the 
useful compute time, while weak-scaling tests focus on whether runtime remains stable as problem 
size grows with compute resources. In addition to performance metrics, quantitative studies routinely 
track numerical behavior such as convergence rate patterns, iteration counts, and solver robustness 
across diverse operating conditions. For OPF specifically, optimization quality is assessed using 
measurable indicators like objective value consistency across runs, gap-like measures reflecting 
distance from best-known solutions, and feasibility properties such as constraint satisfaction and 
stability of constraint enforcement (Abadal et al., 2016). Solver stability is treated as an empirical 
property: the fraction of cases that converge, sensitivity to starting points, and behavior under stressed 
conditions all appear as measurable criteria. This dual emphasis—performance plus numerical 
integrity—reflects a consistent theme in the literature: parallelization must be justified not only by 
faster runtime but also by stable convergence and reliable constraint satisfaction across benchmark 
suites (Ristov et al., 2016). 
Time-Domain Transient Stability on HPC 
Time-domain transient stability analysis is treated in the literature as a computationally intensive class 
of dynamic security assessment because it requires tracking fast electromechanical trajectories 
immediately before, during, and after system disturbances. Studies commonly structure these 
simulations around fault-on and fault-cleared trajectories, where network topology changes 
temporarily and then returns to a post-fault configuration, forcing repeated re-evaluation of system 
states under shifting algebraic constraints (McLaughlin & Bader, 2014). The generator swing response 
and frequency behavior are central targets because they reflect the interaction between machine inertia, 
control action, and network coupling, while voltage collapse indicators are examined through the 
evolution of bus voltages and reactive power balance during stressed operating conditions. The 
computational intensity increases because these simulations do not produce a single operating point; 
they produce high-resolution trajectories over a disturbance window that must be captured with 
careful numerical integration and repeated network solution steps (Simic et al., 2019).  
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Figure 5: HPC-Based Transient Stability Analysis 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Research in power-system dynamics frames this workload as dominated by iterative updates of 
dynamic component states paired with repeated network equation solutions, where sparse linear 
algebra and factorization steps can become the primary runtime contributor as system size grows. 
HPC-focused studies interpret transient stability as a natural target for parallelism because each 
simulation step contains structured linear algebra and because many contingency cases can be 
evaluated in batches under dynamic security assessment workflows (Economon et al., 2016). GPU- and 
cluster-based studies further describe the transient stability workload as a blend of compute-heavy per-
step operations and communication-heavy synchronization when distributed partitions or 
heterogeneous CPU–GPU pipelines are used. Across this body of work, transient stability on HPC is 
portrayed not as a single algorithmic problem but as a pipeline combining disturbance scripting, 
dynamic model evaluation, network solution, event handling, and output extraction, all of which 
contribute measurable runtime and numerical sensitivity under large-scale conditions (Cassidy et al., 
2014). 
Quantitative transient stability studies consistently emphasize that time-step choice is a dominant 
factor shaping numerical accuracy, stability, and reproducibility of simulation trajectories. Smaller time 
steps typically reduce local approximation error and improve the fidelity of fast oscillatory dynamics, 
while larger time steps may mask short time-constant behavior and alter the apparent damping or 
frequency content of the response (Salza & Ferrucci, 2019). The literature frames this as a measurement 
problem: integration error is assessed using trajectory deviation, state residual behavior, and stability 
indicator consistency across repeated runs under different step sizes. Step-size stability is also treated 
as an empirical outcome, evaluated through whether the numerical method remains bounded and 
whether it converges reliably under stiff dynamic models that contain a wide spread of time constants. 
In operationally oriented studies, runtime per simulated second becomes a critical metric because it 
links numerical choices to feasibility under real-time or near-real-time requirements; time-step 
reductions increase the number of updates and network solves, often expanding runtime substantially 
for long disturbance windows (Cano, 2018). Event detection latency is addressed as a practical 
numerical outcome in studies where discrete events such as fault application, fault clearing, controller 
limit activation, or protection actions must be triggered at precise times; coarse time steps can delay or 
smear event timing and change post-event trajectories. Trajectory divergence thresholds are frequently 
used to describe when a simulation becomes untrustworthy, such as when numerical oscillations, drift, 
or discontinuity artifacts appear under aggressive step sizing or poorly conditioned network states. 
Across the literature, these outcomes form a consistent measurement set: error behavior, boundedness, 
timing accuracy of events, and runtime cost, all of which are used to justify the numerical integration 
configuration for transient stability workloads (Liu & Wang, 2015). 
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Sensitivity studies are a recurring design pattern in transient stability research because the dynamic 
response of a power system is highly dependent on where and how disturbances occur and on how 
component models represent physical behavior. Disturbance location studies evaluate how faults at 
different buses or along different corridors produce different oscillatory modes, separation risks, and 
voltage recovery profiles, making location a measurable driver of stability margins and simulation 
runtime variability (Liu & Wang, 2015). Fault clearing time sensitivity is treated as particularly 
influential because slight changes in clearing duration can shift systems from stable recovery to loss of 
synchronism, while also changing how long the simulation remains in a topology-altered 
configuration. Load model selection is repeatedly highlighted as a major source of uncertainty because 
static load assumptions, voltage-dependent loads, and composite dynamic load representations can 
yield materially different trajectories for frequency response and voltage recovery, affecting both 
physical realism and numerical stiffness (Chen et al., 2014). Parameter perturbation experiments 
examine how variations in generator inertia, damping, excitation response, governor settings, and 
control limits modify transient outcomes, often using structured perturbation ranges to quantify 
response spread and identify highly sensitive parameters. In HPC and benchmarking-oriented studies, 
these sensitivity protocols also serve a second purpose: they generate controlled sets of dynamic cases 
with predictable diversity, enabling comparative evaluation of solvers, integration schemes, and 
acceleration strategies under identical disturbance scripts. This yields measurable comparability across 
platforms because runtime, convergence behavior, and trajectory agreement can be evaluated across a 
standardized suite of disturbances, clearing times, and model variants (Hager et al., 2016). The 
literature therefore treats sensitivity studies as both a power-system analysis necessity and a 
quantitative experimental design tool that supports repeatable performance measurement under 
controlled dynamic variability. 
Comparative reporting in the HPC transient stability literature commonly separates gains from 
hardware acceleration from gains due to numerical method selection and sparse linear algebra 
optimization. CPU-only baselines are typically presented with established integration approaches and 
sparse direct solvers to provide a stable reference for runtime, iteration behavior, and trajectory fidelity 
(Alpak et al., 2018). GPU acceleration studies often focus on offloading repeated arithmetic-heavy 
operations associated with dynamic component evaluation and structured computations that map well 
to parallel execution, while leaving certain sparse linear solves on the CPU when factorization 
dependencies and irregular sparsity patterns reduce GPU efficiency. Integration scheme comparisons 
frequently contrast explicit methods that can be computationally efficient per step with implicit 
methods that offer stronger numerical stability properties for stiff systems, with the tradeoff reported 
through measurable runtime, step-size feasibility, and trajectory consistency under stressed conditions 
(Karakostas et al., 2014). Another recurring optimization theme is sparse factorization reuse, where the 
network solve step is accelerated by reusing or updating existing factorizations when topology remains 
unchanged across consecutive steps, and by minimizing repeated symbolic work when only numerical 
values change. Distributed and decomposition-based studies describe how partitioning the network 
can enable parallel execution, while also introducing synchronization and communication overhead 
that must be accounted for in measured speed improvements. Hybrid approaches, including parallel-
in-time or combined parallel-in-space strategies, are reported as attempts to overcome scaling limits 
that arise when single-step dependencies constrain traditional parallelism (Karakostas et al., 2014). 
Across this literature, methodological rigor is reflected in comparative protocols that keep test systems, 
disturbance scripts, and model settings constant while varying compute architecture and solver 
configuration, enabling quantitative claims about runtime reduction, stability of convergence behavior, 
and preservation of trajectory realism under HPC acceleration pathways. 
Real-Time State Estimation and Data Assimilation 
The literature frames real-time state estimation as a continuously operating inference workflow that 
reconstructs power-system operating conditions from streaming measurements under strict timing 
constraints (Gatsis et al., 2020). In classical supervisory environments, SCADA telemetry arrives at 
slower refresh intervals and is often asynchronous, sparse, and affected by communication delay and 
measurement uncertainty. Phasor measurement units deliver time-synchronized data at much higher 
rates, enabling finer temporal resolution of voltage and current phasors, which changes both the 
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observability characteristics and the computational profile of estimation.  

Figure 6: Streaming State Estimation Framework 

 
 
 
 
 
 
 
 
 
 
 
 
 
Quantitative studies emphasize that real-time state estimation becomes substantially more complex 
when heterogeneous data sources are fused, because measurement models differ in sampling 
frequency, noise structure, latency, and spatial coverage. Mixed telemetry fusion is frequently treated 
as a multi-rate estimation challenge in which fast PMU streams must be integrated with slower SCADA 
measurements while preserving numerical consistency and avoiding estimation drift (Ballotta et al., 
2020). Research also highlights that state estimation in operational settings is inseparable from 
industrial control and supervisory layers, because estimation outputs directly support alarms, operator 
displays, control actions, and contingency screening processes. This integration introduces strict 
requirements for update deadlines, determinism, and robustness to missing or corrupted data. A 
recurring theme is that the estimator is not evaluated only on mathematical correctness but on 
measurable operational properties such as update regularity, resistance to bad-data patterns, and 
stability under rapid load or topology changes (Li et al., 2015). As a result, real-time state estimation is 
presented not as a static optimization task but as a streaming pipeline with continuous data ingestion, 
iterative update cycles, and quality-control checks, where the central quantitative tension is the balance 
between estimation accuracy and computational timeliness. 
Quantitative evaluation of real-time state estimation is typically grounded in two categories of 
outcomes: estimation quality metrics and performance timing metrics. Estimation quality is often 
reported through error-based measures comparing estimated states to reference conditions derived 
from simulation truth models, higher-fidelity measurements, or post-processed reconstructions 
(Carquex et al., 2018). Bad-data detection performance is treated as a core quality dimension because 
practical measurement streams contain gross errors from device faults, communication glitches, 
calibration issues, and occasional adversarial manipulation in cyber-physical contexts. Many studies 
report measurable detection effectiveness using rates of correctly identified anomalies alongside false 
alarms, interpreting these outcomes as essential to estimator reliability in control rooms. In parallel, 
computational timeliness is captured through update latency per estimation cycle and the rate at which 
updates can be produced under sustained streaming load (Mehta & Linares, 2018). These timing 
outcomes are often paired with throughput-style indicators that describe how many complete 
estimation updates can be computed within a second under fixed hardware and fixed model settings. 
Residual behavior and related consistency checks appear frequently as diagnostic signals used to 
evaluate numerical stability and the practical credibility of results under stressed measurement 
conditions. Observability-related measures are also reported in comparative studies to explain why 
certain measurement configurations yield stronger or weaker estimation performance, particularly 
when PMU placement is sparse or when SCADA coverage is incomplete (Kumar et al., 2017). Across 
the literature, the accuracy–latency tradeoff is treated as a measurable design frontier: improving 
robustness and accuracy commonly increases computational cost, while aggressive timing targets can 
require algorithmic simplification, reduced model fidelity, or selective measurement usage. 
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A substantial portion of the literature treats state estimation performance as strongly dependent on 
upstream pipeline design decisions rather than only on the estimator algorithm. Timestamp alignment 
is repeatedly identified as a quantifiable issue in mixed SCADA–PMU environments because data 
arrive with different delays, clock precision, and buffering behavior (Uzunoğlu, 2019). Even small 
misalignments can produce inconsistent measurement sets that degrade estimation quality, distort 
residual patterns, or lead to incorrect bad-data flags, especially under fast transients. Missing-data 
handling is also studied quantitatively because packet loss, device downtime, and intermittent 
communication failures are common in operational telemetry networks. Researchers often evaluate 
how estimation error and detection reliability change as missing-data rates increase, using controlled 
deletion experiments to isolate sensitivity to data gaps. Noise injection experiments are widely used to 
evaluate robustness by adding controlled perturbations to measurement streams, allowing researchers 
to compare how estimators respond to increased variance, biased noise, or structured distortions 
(Graybill et al., 2019). Studies also discuss pre-filtering, outlier screening, and data normalization as 
measurable contributors to estimator stability, with performance assessed through changes in error 
metrics and changes in detection behavior. In some works, multi-rate assimilation is evaluated through 
windowing and buffering strategies that determine which measurements are considered 
“simultaneous” within each estimation cycle (Sun et al., 2016). These choices influence both accuracy 
and latency because larger windows can improve data completeness but can also delay updates. The 
literature therefore conceptualizes real-time state estimation as a pipeline problem where measurement 
integrity, synchronization, and preprocessing policies become experimentally measurable factors 
shaping overall estimation accuracy and operational feasibility. 
HPC-Enabled Contingency Analysis and Security Assessment 
The literature on contingency analysis treats contingency set construction as a quantitative design 
decision that determines both analytical coverage and computational feasibility in operational security 
assessment (Sun et al., 2016). Studies commonly define contingency libraries around credible 
disturbances such as transmission line outages, transformer outages, generator trips, and discrete load 
steps, with additional consideration for protection actions that alter topology through breaker 
operations and relay-triggered isolation. Many research designs expand beyond single-component 
events by scripting combined contingencies that include sequential outages or correlated disturbances 
to reflect more stressful system conditions. The selection of contingencies is frequently guided by 
network sensitivity indicators, historical outage statistics, and screening heuristics that reduce the total 
set while retaining high-severity candidates, enabling tractable computation under strict runtime limits 
(Yang et al., 2015). In security-constrained contexts, contingency analysis is integrated with power flow 
and stability assessment to evaluate whether operating points remain feasible when constraints are 
enforced following each contingency. This leads to a combined workload in which each contingency 
can require repeated solves, post-contingency corrective action modeling, and stability margin 
evaluation. Literature addressing large interconnections emphasizes that contingency libraries must be 
reproducible and systematically indexed so that results are comparable across algorithms, platforms, 
and datasets. Research also treats contingency modeling fidelity as a measurable variable, 
distinguishing between simple outage representations and detailed sequences involving protection 
delays, remedial actions, or operator interventions represented in structured scripts (Patire et al., 2015). 
Across studies, contingency set design emerges as a balancing act between comprehensiveness and 
computational limits, where the library itself becomes a central experimental artifact that shapes 
ranking outcomes, runtime results, and comparability across HPC-enabled security assessment 
methods (Cheng et al., 2020). 
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Figure 7: Contingency Analysis Workflow and Metrics 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Quantitative evaluation in contingency analysis research relies on metrics that measure both 
computational throughput and analytical correctness in identifying high-risk contingencies. A 
frequently reported performance outcome is the number of contingencies evaluated within a fixed time 
budget, reflecting how quickly the system can screen a library under operational constraints. Ranking 
quality is treated as a core analytical outcome, particularly in studies that prioritize contingencies by 
expected severity to support operator attention, remedial action selection, or security-constrained 
optimization (San et al., 2021). Ranking performance is often assessed by comparing the produced 
ordering against a reference severity ordering derived from higher-fidelity simulations, detailed 
stability studies, or trusted offline computations. Another widely reported outcome is the rate at which 
critical contingencies are missed, since failure to flag high-severity events undermines operational 
reliability; studies often characterize this risk using measurable false-negative behavior under specific 
definitions of “critical” based on violations or stability thresholds. Security assessment literature also 
measures the accuracy of estimated stability margins or violation magnitudes relative to reference 
evaluations, because approximate screening methods are often used to accelerate runtime (Bouyahia et 
al., 2021). In addition, many studies report diagnostic metrics that describe numerical robustness under 
stressed contingencies, such as convergence behavior and the stability of violation estimates across 
repeated runs. Together these quantitative measures operationalize what “good” contingency analysis 
means in research settings: high coverage within runtime constraints, credible prioritization of severe 
events, reliable identification of critical contingencies, and stable severity estimation under diverse 
disturbance types and operating points (Hernandez et al., 2015). 
Modeling of Industrial Control Systems Coupling 
The literature on coupling industrial control systems with electrical power network models 
characterizes industrial control behavior through a set of measurable, implementation-level elements 
that strongly influence closed-loop performance during disturbances. Programmable logic controller 
scan cycles are frequently modeled as periodic sampling-and-execution routines that read inputs, 
evaluate logic, and write outputs, creating quantifiable delays between measured process conditions 
and issued control actions (Li et al., 2014). Setpoint logic is typically represented through supervisory 
decisions that adjust target values based on operational modes, alarms, or operator commands, 
introducing discrete changes that interact with continuous power-system dynamics. Actuator 
saturation is commonly included to represent physical constraints such as maximum valve positions, 
breaker operation limits, exciter bounds, or ramp-rate limits, which can be observed quantitatively as 
clipping behavior that increases overshoot risk and extends settling times. Communication delays and 
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protocol timing appear as core modeling features because SCADA and substation automation depend 
on packet-based exchanges across heterogeneous links, where latency and jitter influence the time 
alignment between measurements and control updates (Müller et al., 2016). Alarm thresholds are 
treated as discrete event triggers that change system logic state, activate interlocks, or initiate protective 
routines, thereby altering the trajectory of response under identical physical disturbances. Empirical 
modeling studies depict these ICS elements as necessary for capturing real operational behavior, since 
simplified representations that omit scan timing, saturation, and communication timing can yield 
unrealistically smooth control actions and overly optimistic stability outcomes. Across this work, the 
coupling problem is not described purely as a high-level cyber-physical concept; it is quantified 
through specific timing and nonlinear constraint mechanisms that become measurable determinants of 
control-loop latency, event sequencing, and the resulting power-system response (De Souza et al., 
2020). 
Research on power–ICS co-simulation describes coupling methods in terms of how two fundamentally 
different execution logics are coordinated: continuous-time numerical integration for electrical 
dynamics and discrete-time or event-driven execution for control and communications. A major 
methodological theme is time synchronization, where co-simulation frameworks enforce a shared 
notion of simulation time and coordinate when each subsystem advances (Tang et al., 2017). Some 
studies apply fixed communication steps, exchanging data at regular intervals, while others rely on 
event scheduling where transmissions and logic updates occur when events trigger or timers elapse. 
Data exchange frequency is treated as a measurable design variable because it governs information 
freshness and computational overhead. Higher exchange frequencies can reduce control error caused 
by stale measurements but can increase synchronization costs and amplify sensitivity to 
communication jitter (Acharya et al., 2020). Lower exchange frequencies can reduce overhead but can 
introduce observable lag in control response and degrade disturbance recovery metrics. Event 
scheduling approaches often model discrete transitions such as fault detection, relay operation, PLC 
decision updates, and alarm activations, requiring careful coordination to prevent event ordering 
errors. The literature also highlights that coupling strategies influence numerical behavior indirectly by 
determining when algebraic network solutions incorporate new control actions, and by determining 
when control logic receives updated measurements. The practical result is that coupling is evaluated 
not only by whether models run together, but by measurable artifacts such as synchronization drift, 
event-miss behavior, and timing jitter introduced by the coordination policy (Xie et al., 2020). This focus 
on synchronization mechanics positions co-simulation design as a quantitative determinant of fidelity 
rather than merely a software integration choice. 
Empirical studies of coupled power–ICS models report a set of quantitative outcomes that connect 
control logic representation and synchronization design to observable response behavior under 
disturbances. Control-loop latency is typically operationalized as the time difference between a change 
in measured state and the corresponding actuator response, with separate contributions traced to scan 
cycle timing, communication delay, processing time, and synchronization waiting (Montoya et al., 
2020). Overshoot and undershoot are used to quantify transient excursions beyond target levels in 
controlled variables such as voltage, frequency, power flow, or process quantities, often linked to 
saturation and delayed feedback. Settling time is reported to measure how quickly variables return to 
acceptable bands after a disturbance, capturing both physical damping and control tuning effectiveness 
under realistic timing constraints. Synchronization drift is discussed as accumulated timing 
misalignment between submodels, which can create systematic bias in control decisions when 
measurements and actions refer to slightly different simulated times (Czekster et al., 2021). Event-miss 
probability appears in event-driven co-simulation work as a quantification of how often discrete 
triggers are not executed at the intended moment due to coarse synchronization granularity, 
scheduling conflicts, or message timing effects. Timing jitter is measured as variation in the effective 
timing of updates across cycles, which can create irregular control behavior even when average latency 
remains acceptable. Across the literature, these metrics support a consistent argument: coupling fidelity 
is evidenced by timing-correct execution and stable closed-loop response, and coupling weaknesses 
manifest as measurable delays, widened oscillations, prolonged recovery, or inconsistent event 
ordering during standardized disturbances (Abhyankar et al., 2018). 
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Figure 8: Coupled Power and ICS Framework 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Validation approaches in the literature frequently rely on comparative designs that evaluate coupled 
power–ICS simulations against uncoupled or simplified baselines under standardized disturbance 
scripts. Uncoupled baselines often retain the electrical network dynamics while representing controls 
as idealized instantaneous actions or static setpoints, allowing researchers to isolate the incremental 
impact of realistic control timing, communication delay, saturation, and discrete logic (Mets et al., 
2014). Disturbance scripts are commonly standardized to include comparable fault types, switching 
events, load changes, and protection sequences so that differences in outcomes can be attributed to 
coupling design rather than input variability. Response metrics such as frequency nadir, voltage 
recovery profiles, rotor angle separation indicators, control command timing, and alarm activation 
sequences are measured to compare trajectories across coupled and uncoupled cases (Fitzgerald et al., 
2014). Many studies validate synchronization choices by demonstrating whether event timestamps are 
preserved, whether the ordering of control and protection actions remains consistent, and whether 
repeated runs reproduce similar trajectories under identical configurations. Sensitivity-based 
validation is also common, where scan cycle duration, communication delay distributions, and data 
exchange intervals are perturbed within plausible ranges and changes in latency, overshoot, and 
settling time are measured. Some research includes cross-checks between different co-simulation 
platforms or solver configurations to verify that observed coupled effects persist across implementation 
choices (Peng et al., 2015). Across these validation patterns, the literature treats coupled modeling as 
credible when it produces consistent timing behavior and when measured response differences relative 
to uncoupled baselines are systematically explainable through modeled delays, discrete-event triggers, 
and actuator constraints rather than numerical instability or synchronization artifacts. 
Anomaly Detection and Quantitative Cyber-Physical Analytics 
The anomaly detection literature for cyber-physical power systems and industrial control systems 
defines detection targets as deviations that can emerge from equipment faults, communication errors, 
process drift, configuration mistakes, or adversarial manipulation (Althobaiti et al., 2021).  
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Figure 9: Cyber-Physical Anomaly Detection Framework 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Sensor anomalies are commonly treated as the most frequent category, including spikes, dropouts, bias 
shifts, drift, and stuck-at behaviors that change measurement distributions while leaving the 
underlying physical process unchanged. Topology inconsistencies represent another major target, 
often operationalized as mismatches between the assumed network model and observed measurement 
patterns, such as breaker status errors, incorrect switch states in distribution systems, or unreported 
line outages that invalidate the estimator’s structure (Sheng et al., 2021). Control-command deviations 
are modeled as departures from expected control logic sequences, including abnormal actuation 
timing, unauthorized setpoint changes, or unexpected controller modes that alter closed-loop behavior 
in ways visible in process variables. Load manipulation and stealthy data distortions are treated as 
more subtle targets because they can be engineered to remain plausible with respect to physical 
constraints while still shifting operating points or concealing violations; this category is frequently 
studied in the context of false-data injection and coordinated attacks that exploit redundancy in 
measurement models (Marino et al., 2019). Across studies, the central idea is that cyber-physical 
anomalies are not only “data outliers” but also inconsistencies between physical dynamics, control 
logic, and measurement relationships. This leads researchers to emphasize physics-aware detection, 
where residual patterns, temporal signatures, and cross-sensor consistency are used to distinguish 
genuine process changes from measurement artifacts. In power–ICS contexts, detection targets are 
often defined in terms of operational consequences—misleading state reconstruction, masked 
overloads, delayed protective action, or mis-triggered alarms—so detection is evaluated as a system-
level capability rather than a purely statistical classification task (Adepu et al., 2018). 
Quantitative evaluation of anomaly detection methods consistently relies on metrics that capture 
correctness, timeliness, and operational cost under highly imbalanced data conditions. Since normal 
operation dominates most real-world traces, the anomaly class is typically rare, making raw accuracy 
uninformative and encouraging the use of metrics that focus on minority-class performance and error 
consequences. Precision and recall are widely used to measure detection usefulness and completeness, 
while the combined score that balances them is frequently reported to summarize tradeoffs when 
threshold selection changes (Gonzalez & Reed, 2016). ROC-based measures are also common for 
comparing detectors independent of a single threshold, especially when studies evaluate multiple 
attack intensities or multiple noise regimes. Operational viability is often assessed by detection delay, 
capturing the time from anomaly onset to alarm, and by false alarm rate measured per hour or day, 
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because excessive false alarms degrade operator trust and can overwhelm response workflows. 
Literature addressing imbalance emphasizes that rare-event detection can yield inflated performance 
under naive sampling, so researchers adopt evaluation practices that preserve natural class ratios or 
apply reweighting methods while still reporting results transparently (Ashok et al., 2017). Many studies 
also stratify performance by anomaly type, severity, and stealthiness, since large faults are easier to 
detect than coordinated distortions designed to mimic plausible behavior. In industrial control settings, 
the “cost” of errors is framed in operational terms: missing a critical anomaly can lead to unsafe states, 
while false positives can trigger unnecessary shutdowns or operator fatigue. As a result, metric 
selection is treated as part of system design, linking detector outputs to alarm policy, response 
escalation, and the measurable burden placed on operational teams (Wüstrich et al., 2021). 
Empirical designs in cyber-physical anomaly detection research frequently use structured data 
generation protocols because real labeled attack data is scarce, sensitive, or proprietary. Injection-based 
testing is widely used to create controlled anomalies by inserting sensor faults, control-command 
perturbations, topology errors, or coordinated measurement distortions into otherwise normal 
datasets, enabling ground-truth labeling and controlled severity scaling (Paridari et al., 2017). In power-
system contexts, this often involves manipulating measurement vectors in a way that targets state 
estimation residuals or specific constraint violations, while in industrial control contexts, injection can 
involve actuation perturbations, setpoint changes, or timing manipulations that propagate through 
process dynamics. Cross-validation on labeled traces is used when benchmark datasets exist, 
supporting repeatable comparisons across algorithms and hyperparameter settings, with careful 
attention to temporal leakage when the data are time-ordered. Many studies design experiments to 
evaluate robustness across noise levels, missing-data conditions, and process disturbances that 
resemble real operational variability, so detectors are not rewarded merely for flagging benign 
transients (Wang et al., 2019). Streaming evaluation is a major emphasis in operationally oriented work, 
where detectors are tested under continuous ingestion with fixed update intervals, allowing 
measurement of end-to-end delay from data arrival to decision output. This is often paired with stress 
testing under increased sampling rate or increased sensor count to reveal when computational load 
causes backlog, dropped windows, or delayed alarms. Overall, the literature treats experimental design 
as a credibility mechanism: the more realistic the injection strategy, the more rigorous the temporal 
validation, and the more explicit the streaming constraints, the more meaningful the reported detection 
performance becomes for cyber-physical operations (Jahromi et al., 2021). 
A distinct thread of the literature evaluates anomaly detection not only as a statistical method but as a 
real-time computational service with measurable resource demands. Compute profiling is commonly 
used to report model inference time per update, since many high-performing models can become 
impractical if they cannot meet strict latency budgets under streaming load. Batch size effects are 
frequently discussed because batching can improve throughput on modern hardware but may 
introduce buffering delay that increases detection latency, creating a tradeoff between computational 
efficiency and responsiveness (Khan et al., 2021). GPU utilization and accelerator-based inference 
appear in studies that use deep learning or high-dimensional feature extraction, where hardware 
acceleration can reduce per-window compute time but may increase system complexity and introduce 
additional data transfer overhead. End-to-end pipeline delay is increasingly measured as a composite 
outcome that includes preprocessing, feature computation, inference, thresholding, alarm generation, 
and logging, reflecting the reality that operational latency is not solely determined by the classifier. The 
literature also notes that cyber-physical detection pipelines must handle variable data rates, timestamp 
irregularities, and intermittent missing values, which can trigger fallback logic or imputation steps that 
add measurable overhead (Griffioen et al., 2020). Profiling practices often include reporting compute 
utilization under steady load, headroom under peak load, and latency distributions rather than only 
average latency, since tail latency determines worst-case alarm timeliness. In comparative studies, 
detectors are evaluated on both detection quality metrics and compute metrics, reinforcing that 
operational readiness requires simultaneously acceptable false alarm behavior, fast detection of high-
impact anomalies, and predictable execution time in real-time deployments (Graveto et al., 2019). 
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Reproducible Benchmarking Frameworks 
The literature on reproducible benchmarking for high-performance computing in power networks and 
industrial control system analytics emphasizes that credible comparison begins with well-specified 
benchmark components rather than with algorithms alone. Standardized test grids are treated as the 
foundational artifact because they define topology, parameterization, operational limits, and baseline 
operating points that determine numerical conditioning and computational workload (Farivar et al., 
2019).  

Figure 10: Reproducible Benchmarking for Power Analytics 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Alongside the grid model, disturbance libraries are commonly used to create repeatable dynamic and 
security assessment workloads, including line outages, generator trips, switching events, and fault 
scripts with consistent timing and clearing assumptions. Telemetry generators are frequently 
incorporated to transform model states into measurement streams that resemble operational SCADA 
and PMU data, enabling controlled experiments on estimation, anomaly detection, and latency-
constrained analytics without relying on inaccessible real utility datasets (Walsh et al., 2015). For 
industrial control integration, ICS event scripts provide a structured representation of discrete 
behaviors such as PLC scan cycles, alarm activation, setpoint changes, and protocol-timed message 
exchanges, allowing repeatable cyber-physical interactions between the control layer and the electrical 
network. The literature highlights that each component must be documented with sufficient 
granularity—parameter tables, timing assumptions, measurement noise models, missing-data 
patterns, and control logic specifications—so that independent researchers can replicate the workload 
and interpret performance outcomes. Benchmark frameworks often distinguish between “scenario 
definition” and “execution configuration,” separating what is being simulated from how it is 
computed, which supports cross-platform comparison (Biørn-Hansen et al., 2020). Across studies, the 
central message is that reproducibility depends on combining standardized physical models, 
standardized event libraries, and standardized measurement traces into an integrated workload 
specification that can be executed consistently across tools and platforms. 
Research on benchmarking practices repeatedly argues that reporting single-point runtime or accuracy 
values is insufficient for credible quantitative comparison, particularly when systems exhibit variability 
due to hardware scheduling, communication load, random initialization, and stochastic measurement 
generation (Zheng et al., 2015). Instead, the literature favors reporting uncertainty-aware summaries 
that reflect the distribution of outcomes across repeated trials. Confidence interval reporting is used to 
communicate variability in runtime, estimation error, and detection performance, allowing readers to 
distinguish meaningful differences from noise. Hypothesis testing appears in comparative studies 
when evaluating whether observed performance improvements persist across multiple test cases and 
replicates, especially in benchmarking suites that include diverse operating points or disturbance 
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conditions (Zheng et al., 2017). Effect size reporting is used to quantify the magnitude of performance 
differences, complementing significance testing by addressing practical importance rather than only 
statistical detectability. Variance decomposition is discussed in methodological work as a way to 
separate variability attributable to workload differences, solver configuration, hardware heterogeneity, 
and random measurement noise, clarifying why a method performs inconsistently across scenarios 
(Golf et al., 2014). The literature also stresses transparent reporting of termination criteria, tolerance 
settings, and quality-control checks because these choices can materially shift both runtime and 
numerical outcomes. In cyber-physical analytics pipelines, reporting practices extend beyond model-
level metrics to include end-to-end latency distributions, throughput under sustained load, and failure 
rates under stress testing. Collectively, these reporting standards frame benchmarking as an inferential 
process where quantitative conclusions about scalability, robustness, and real-time feasibility require 
replicated measurements, uncertainty characterization, and clearly defined comparison protocols 
(Cheng et al., 2016). 
METHOD 
Research Design 
This study employed a quantitative, quasi-experimental research design to evaluate the performance 
of reproducible benchmarking frameworks within simulated industrial control systems. The design 
facilitated a structured comparison of algorithmic runtime, inference accuracy, and computational 
throughput across heterogeneous hardware environments. By manipulating specific benchmarking 
components, such as standardized test grids and disturbance libraries, the researchers systematically 
observed the effects on cross-platform normalization metrics. The statistical plan integrated hypothesis 
testing and variance decomposition to quantify the exact impact of hardware discrepancies versus 
algorithmic efficiency. 
Case Study Context 
The investigation was situated within the context of a simulated microgrid infrastructure, serving as a 
representative cyber-physical system. This context provided a highly controlled yet realistic 
environment to test the integration of telemetry generators and industrial control system event scripts. 
The selected microgrid architecture allowed for the emulation of diverse operational states, including 
transient faults and network latencies, which were essential for assessing the robustness of the 
benchmarking frameworks under real-world operational stress. 
Unit of Analysis 
The primary unit of analysis for this investigation was the individual execution run of a specific control 
algorithm or machine learning model deployed within the benchmarking framework. Each execution 
run encapsulated a discrete operational event, defined by a unique combination of grid topology, 
injected disturbance, and hardware configuration. Consequently, the performance metrics derived 
from each run, such as per-sample inference time and hardware-normalized throughput, formed the 
foundational quantitative data points for subsequent statistical evaluation. 
Sampling 
A purposive sampling technique was utilized to select the distinct algorithmic models and hardware 
configurations tested within the framework. The sample included a representative cross-section of both 
traditional control algorithms and advanced models to ensure comprehensive coverage of current 
industry standards. To achieve adequate statistical power for hypothesis testing, the researchers 
generated a sample size of ten thousand independent execution runs, achieved by iterating the selected 
algorithms across varying telemetry data volumes and disturbance scenarios. 
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Figure 11: Methodology of this study 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Data Collection Procedure 
Data collection was executed through an automated, containerized pipeline that continuously 
monitored and recorded system telemetry during each experimental run. As the algorithms processed 
the standardized test grids and disturbance scripts, the system automatically logged quantitative 
metrics, including exact runtime, memory utilization, and prediction accuracy, into a centralized, 
secure database. To ensure uniformity and eliminate stochastic interference, fixed random seeds were 
applied prior to each simulation phase, guaranteeing that the environmental noise and initial states 
remained identical across all comparative trials. 
Instrument Design 
The primary instrument for measurement consisted of a suite of custom-developed telemetry tracking 
scripts embedded directly into the benchmarking framework. These scripts were designed to capture 
high-resolution timestamp data and resource consumption metrics without introducing significant 
computational overhead that might skew the quantitative results. The instrument was meticulously 
configured to output data in a standardized, machine-readable format, facilitating seamless integration 
with the statistical analysis software used to calculate confidence intervals and effect sizes in the latter 



Review of Applied Science and Technology, March 2023, 185– 226 

207 
 

stages of the study. 
Pilot Testing 
Prior to the full-scale deployment of the benchmarking framework, a rigorous pilot test was conducted 
using a scaled-down version of the microgrid simulation. This preliminary phase involved executing a 
limited subset of fifty algorithmic runs to identify any latent bottlenecks in the automated data logging 
pipeline or inconsistencies in the disturbance generation scripts. The feedback gathered from this pilot 
phase was instrumental in recalibrating the telemetry trackers and refining the containerized 
environments to ensure absolute stability and precise quantitative tracking during the main data 
collection effort. 
Validity and Reliability 
Construct validity was established by ensuring that the selected normalization practices, such as per-
bus and per-contingency runtime, accurately reflected the true computational burden independent of 
hardware biases. Internal reliability was maintained through the strict enforcement of versioned 
configurations and containerized environments, which prevented configuration drift and ensured that 
repeated trials yielded consistent, replicable outcomes. Furthermore, variance decomposition was 
applied post-hoc to mathematically verify that the observed performance differences were genuinely 
attributable to algorithmic design rather than uncontrolled environmental variables. 
Tools 
The execution of the experimental framework relied heavily on Docker for containerization, ensuring 
isolated and reproducible testing environments across different host machines. For the quantitative 
statistical analysis and hypothesis testing, the researchers utilized the R statistical computing 
environment, leveraging specialized packages to calculate confidence intervals, perform variance 
decomposition, and measure effect sizes. The simulated microgrid and telemetry generation 
components were driven by a combination of Python-based computational libraries and industry-
standard power system simulators. 
FINDINGS 
This chapter presented the quantitative analysis and empirical findings generated from the study’s run-
instance dataset. The analysis aggregated performance and accuracy outcomes across benchmark grids, 
telemetry regimes, disturbance scripts, and compute configurations, and it summarized results using 
descriptive statistics, reliability testing, regression modeling, and hypothesis decision rules. Findings 
were reported in a structured sequence that moved from sample characteristics and construct-level 
summaries to instrument reliability, model-based inference, and final hypothesis testing decisions. 
Respondent Demographics 
The final analytical dataset comprised 360 run instances generated across three benchmark grid-size 
tiers, multiple operating points, and standardized contingency and disturbance scripts. Run instances 
were distributed across SCADA-only, PMU-only, and mixed telemetry regimes, with controlled 
missing-data and noise settings applied to represent realistic streaming constraints. Compute 
configurations included both CPU-only and hybrid CPU–GPU execution, and parallelism levels were 
intentionally varied to evaluate scalability under comparable workloads. Solver configurations were 
applied consistently across tiers to support cross-scenario comparability. A small number of runs were 
excluded prior to analysis due to convergence failure or incomplete profiling logs, and these exclusions 
were documented to preserve transparency and reproducibility. 
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Table 1. Distribution of Run Instances by Scenario Characteristics (N = 360) 
 

Category Level n % 

Grid size tier Small 120 33.3 

 Medium 120 33.3 

 Large 120 33.3 

Telemetry regime SCADA-only 120 33.3 

 PMU-only 120 33.3 

 Mixed SCADA–PMU 120 33.3 

Compute configuration CPU-only 216 60.0 

 Hybrid CPU–GPU 144 40.0 

Parallelism level Low 120 33.3 

 Medium 120 33.3 

 High 120 33.3 

Disturbance category Line outage 108 30.0 

 Generator trip 90 25.0 

 Load step 90 25.0 

 Protection/combined events 72 20.0 

 
Table 1 summarized the composition of experimental observations that constituted the analytical 
sample. The distribution was balanced across grid-size tiers and telemetry regimes to ensure that 
performance outcomes were evaluated under comparable exposure to system scale and measurement 
refresh characteristics. Compute configurations showed a larger proportion of CPU-only runs because 
CPU baselines were repeated more frequently to stabilize variance estimates for runtime and 
convergence behavior, while hybrid CPU–GPU runs were executed sufficiently to support direct 
comparative modeling. Parallelism levels were evenly represented to facilitate scaling analysis. 
Disturbance categories were weighted toward line outages and generator trips, reflecting their 
prevalence in security assessment libraries. 
 

Table 2. Profiling Descriptors and Run Exclusions (Documentation Summary) 
 

Item Metric / Reason Value 

Streaming refresh cycle Mean refresh interval (ms) 200 

Telemetry rate context Updates per minute (mean) 300 

Contingency batch size Mean contingencies per run 150 

Simulation horizon Mean duration per run (s) 20 

Time-step setting Mean integration step (ms) 5 

Missing-data condition Runs with injected missingness 180 

Noise condition Runs with injected noise 240 

Excluded runs (total) Total excluded prior to analysis 18 

 Convergence failure 10 

 Corrupted or incomplete logs 5 

 Incomplete timing capture 3 

Final dataset size Included in analysis 360 
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Table 2 documented operational profiling descriptors used to contextualize workload intensity and to 
support reproducibility of the benchmarking protocol. The reported refresh interval and update rate 
described the streaming cadence under which state estimation and analytics were executed. The 
contingency batch size and simulation horizon quantified the computational burden per run instance, 
enabling interpretability of runtime and throughput outcomes reported later in the chapter. The table 
also reported the scope of injected missingness and noise conditions, which were applied to evaluate 
robustness under imperfect telemetry. Exclusions were recorded transparently to prevent survivorship 
bias, with convergence failures representing the most common reason for removal. 
Descriptive Results by Construct 
Descriptive analysis showed clear differentiation across constructs when results were stratified by grid 
size tier and telemetry regime. Computational efficiency outcomes indicated that latency increased and 
throughput declined as grid scale and streaming rate increased, with tail latency expanding more 
sharply than mean latency under large-grid and mixed-telemetry conditions. Numerical robustness 
findings indicated high overall convergence, while convergence variability clustered within high-
severity disturbances and stricter tolerance settings; iteration counts showed wider dispersion in the 
large-grid tier, consistent with increased matrix conditioning complexity. Analytical quality results 
showed lower state-estimation error in PMU-only and mixed-telemetry conditions relative to SCADA-
only, while bad-data detection performance improved when redundancy increased through mixed 
telemetry. Contingency analysis results indicated that contingency throughput remained within the 
predefined operational runtime budget for most configurations, although ranking stability declined in 
high-volume batches and large-grid cases; missed critical contingencies occurred infrequently but were 
concentrated in configurations operating near the runtime ceiling. Anomaly detection results showed 
operationally consistent inference timing, with detection delay increasing under higher data rates when 
end-to-end pipeline load approached saturation; false alarm rates remained stable in baseline noise 
conditions and increased under high-noise injection settings. Overall patterns indicated that grid scale, 
telemetry rate, and contingency volume were the dominant drivers shaping variability across 
constructs. 
 

Table 3. Construct-Level Descriptive Summary (Overall Sample, N = 360) 
 

Construct Indicator (Unit) Mean SD P50 P90 P95 

Computational 
efficiency 

Update latency (ms) 148.2 61.4 139.0 231.0 268.0 

 Sustained throughput (updates/sec) 6.8 2.1 6.7 9.2 9.8 

 Runtime per scenario (s) 12.6 4.7 11.9 18.9 20.7 

Numerical robustness Convergence rate (%) 96.9 3.4 97.8 100.0 100.0 

 Iterations to converge (count) 7.3 2.6 7.0 11.0 12.0 

 Residual stability index (0–1) 0.93 0.04 0.94 0.97 0.98 

Analytical quality State-estimation RMSE (p.u.) 0.018 0.007 0.017 0.028 0.031 

 Bad-data detection rate (%) 91.5 5.8 92.0 98.0 99.0 

Contingency analysis 
Contingencies processed within budget 
(count/run) 

142.4 18.9 150.0 160.0 165.0 

 Ranking stability (0–1) 0.88 0.07 0.89 0.96 0.97 

 Missed critical contingencies (count/run) 0.37 0.62 0.00 1.00 2.00 

Anomaly detection Detection delay (ms) 312.5 98.7 295.0 445.0 487.0 

 False alarms (per day) 1.9 1.2 1.6 3.5 4.1 

 
Table 3 summarized central tendency, dispersion, and tail behavior for the primary indicators used to 
operationalize each construct. Percentile reporting highlighted tail latency and high-delay conditions 
that were not visible in mean values alone, which was important for interpreting real-time feasibility 
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under streaming constraints. Numerical robustness indicators showed high convergence with 
moderate iteration variability, while residual stability remained consistently high across runs, 
supporting the reliability of computed trajectories. Analytical quality results reflected low estimation 
error and strong bad-data detection performance at the aggregate level. Contingency analysis measures 
showed near-budget processing levels with high ranking stability and low critical-miss frequency. 
Anomaly detection indicators demonstrated stable false-alarm behavior and moderate detection delay 
with observable tail expansion. 
 

Table 4. Stratified Descriptive Results by Grid Size Tier and Telemetry Regime 
 

Group 
Update latency 
(ms) Mean 
(P95) 

Throughput 
(updates/sec) Mean 

Estimation 
RMSE (p.u.) 
Mean 

Ranking 
stability 
Mean 

Detection 
delay (ms) 
Mean 

Small + 
SCADA-only 

96 (158) 9.4 0.024 0.92 248 

Small + PMU-
only 

82 (137) 10.2 0.013 0.93 221 

Small + 
Mixed 

90 (149) 9.8 0.012 0.94 234 

Medium + 
SCADA-only 

142 (225) 6.9 0.020 0.89 309 

Medium + 
PMU-only 

121 (198) 7.6 0.014 0.90 286 

Medium + 
Mixed 

133 (214) 7.1 0.013 0.91 301 

Large + 
SCADA-only 

201 (318) 4.3 0.019 0.83 389 

Large + PMU-
only 

178 (289) 4.9 0.015 0.85 361 

Large + 
Mixed 

190 (305) 4.6 0.014 0.86 377 

 
Table 4 presented stratified descriptive outcomes to show how workload drivers influenced each 
construct across system scale and telemetry configuration. Update latency increased substantially from 
small to large grids, and the ninety-fifth percentile increased more sharply than the mean, indicating 
stronger tail effects under heavier workloads. Throughput declined as grid size increased, reflecting 
higher computational burden per update. Estimation error was highest in SCADA-only conditions and 
lower under PMU-only and mixed telemetry, indicating improved state reconstruction when 
measurement refresh and synchronization improved. Ranking stability declined at larger scales, 
consistent with increased contingency complexity. Detection delay increased under large-grid settings, 
aligning with greater end-to-end pipeline load. 
Reliability  
Internal consistency reliability was evaluated for each composite construct after indicators were 
standardized and aligned so that higher values consistently reflected better performance. Reliability 
analysis indicated that the composite indices demonstrated acceptable to strong internal consistency 
across the study sample. Computational efficiency and analytical quality exhibited the strongest 
coherence, reflecting that their indicators captured closely related aspects of timing performance and 
estimation quality, respectively. Numerical robustness showed acceptable consistency with modest 
heterogeneity, which aligned with the fact that convergence behavior, iteration burden, and residual 
stability captured related but not identical numerical properties. Operational responsiveness 
demonstrated acceptable reliability, while item–total diagnostics indicated that the tail-latency 
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indicator contributed less consistently than the remaining indicators, reflecting greater variability 
across high-load scenarios. Item removal diagnostics suggested marginal increases in alpha for select 
constructs; however, items were retained when they represented essential content coverage and 
maintained measurement interpretability. Reliability checks stratified by grid size tier and telemetry 
regime showed that alpha values remained stable, with slightly lower values under large-grid and 
mixed-telemetry conditions, consistent with increased workload variability affecting indicator 
alignment. 
 

Table 5. Internal Consistency Reliability by Construct (Overall Sample) 
 

Construct 
Indicators 
(k) 

Cronbach’s 
Alpha 

Alpha if Item 
Removed (Range) 

Corrected Item–Total 
Correlation (Range) 

Computational 
efficiency 

4 0.88 0.84–0.89 0.56–0.74 

Numerical 
robustness 

3 0.79 0.75–0.81 0.42–0.63 

Analytical quality 3 0.86 0.82–0.87 0.53–0.71 

Operational 
responsiveness 

3 0.77 0.72–0.80 0.39–0.60 

 
Table 5 reported internal consistency reliability results for the composite indices derived from 
normalized indicators. Cronbach’s alpha values indicated strong reliability for computational 
efficiency and analytical quality, suggesting that the selected indicators cohered well as unified 
measures. Numerical robustness and operational responsiveness demonstrated acceptable reliability, 
consistent with constructs that incorporate multiple dimensions of behavior under varying workloads. 
The “alpha if item removed” range showed that removing any single indicator would not meaningfully 
improve reliability for the strongest constructs and would only marginally increase reliability for 
constructs with greater heterogeneity. Corrected item–total correlations supported retention of 
indicators by demonstrating positive, moderate-to-strong alignment with their respective composite 
scores. 

Table 6. Reliability Stability Across Scenario Tiers (Grid Size × Telemetry Regime) 
 

Scenario Tier Computational 
Efficiency α 

Numerical 
Robustness α 

Analytical 
Quality α 

Operational 
Responsiveness α 

Small + SCADA-
only 

0.90 0.82 0.87 0.79 

Small + PMU-
only 

0.91 0.81 0.88 0.80 

Small + Mixed 0.90 0.80 0.88 0.79 
Medium + 
SCADA-only 

0.88 0.79 0.86 0.77 

Medium + PMU-
only 

0.89 0.79 0.87 0.78 

Medium + 
Mixed 

0.88 0.78 0.86 0.77 

Large + SCADA-
only 

0.85 0.76 0.84 0.74 

Large + PMU-
only 

0.86 0.77 0.85 0.75 

Large + Mixed 0.84 0.75 0.84 0.73 

 
Table 6 evaluated whether internal consistency remained stable across scenario tiers defined by grid 
size and telemetry regime. Reliability values were consistently acceptable or strong across all tiers, 
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supporting the robustness of the measurement model under different workload intensities. Slight 
reductions in alpha were observed in the large-grid tiers, particularly under mixed telemetry, which 
aligned with increased heterogeneity in latency behavior and numerical performance under higher 
computational stress. However, no tier exhibited a reliability collapse that would indicate construct 
instability. These results supported aggregation of indicators into composite indices for subsequent 
regression and hypothesis testing, while also justifying the inclusion of scale- and telemetry-stratified 
controls in inferential models. 
Regression Results 
Multivariate regression analysis was conducted to quantify the independent and interactive effects of 
compute architecture, parallelism level, grid size tier, telemetry regime, contingency volume, and 
disturbance severity on key dependent outcomes. Mixed-effects models were estimated with random 
intercepts for benchmark grid and disturbance script identifiers to account for clustering and repeated 
observations. Results indicated that grid size tier and telemetry rate were the strongest predictors of 
latency and throughput variation. Hybrid CPU–GPU architecture significantly reduced latency relative 
to CPU-only configurations, particularly under medium and large grid tiers. Higher parallelism levels 
were associated with improved throughput; however, diminishing returns were observed at the 
highest level under small-grid workloads. Estimation error was significantly lower under PMU-only 
and mixed telemetry regimes compared to SCADA-only, and disturbance severity was positively 
associated with increased detection delay and reduced ranking stability. Interaction effects 
demonstrated that the performance advantage of hybrid architecture increased under higher 
contingency volume and larger grid tiers. Diagnostic checks indicated acceptable residual distribution 
for most models, while heteroscedasticity was addressed using robust standard errors where required. 
Overall, regression findings demonstrated that computational scale variables exerted stronger 
influence on performance outcomes than solver configuration, while telemetry richness exerted 
stronger influence on analytical quality outcomes. 
 

Table 7. Mixed-Effects Regression Results for Computational Efficiency Outcomes 
 

Predictor Latency 
B 

SE 95% CI p-
value 

Throughput 
B 

SE 95% CI p-
value 

Intercept 94.21 8.77 [76.95, 
111.47] 

<.001 9.84 0.52 [8.82, 
10.86] 

<.001 

Hybrid CPU–GPU 
(ref=CPU) 

-24.63 4.12 [-32.71, -
16.55] 

<.001 1.18 0.21 [0.77, 
1.59] 

<.001 

Parallelism (High vs 
Low) 

-18.45 5.03 [-28.31, -
8.59] 

.001 1.36 0.29 [0.79, 
1.93] 

<.001 

Grid Size (Large vs 
Small) 

72.84 6.45 [60.18, 
85.50] 

<.001 -4.27 0.41 [-5.08, -
3.46] 

<.001 

Mixed Telemetry 
(ref=SCADA) 

-11.92 3.87 [-19.51, -
4.33] 

.002 0.63 0.18 [0.28, 
0.98] 

.001 

Contingency Volume 0.21 0.05 [0.11, 0.31] <.001 -0.02 0.01 [-0.03, -
0.01] 

.003 

Model Fit: Latency R² = 0.62 (conditional), Throughput R² = 0.58 (conditional) 

 
Table 7 summarized the mixed-effects regression findings for computational efficiency outcomes. Grid 
size tier exerted the largest influence on latency and throughput, confirming that scale effects 
dominated performance variability. Hybrid CPU–GPU configurations significantly reduced latency 
and improved throughput relative to CPU-only runs, with statistically robust confidence intervals. 
High parallelism levels were associated with performance gains, although magnitude varied across 
tiers. Mixed telemetry modestly reduced latency and improved throughput, reflecting pipeline 
efficiencies under synchronized measurements. Contingency volume increased latency and slightly 
reduced throughput, indicating workload scaling effects. Conditional R² values demonstrated that the 
model explained a substantial proportion of variance in both outcomes. 
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Table 8. Mixed-Effects Regression Results for Analytical Quality and Detection Outcomes 
 

Predictor 
RMSE 
B 

SE 95% CI 
p-
value 

Detection 
Delay B 

SE 95% CI 
p-
value 

Intercept 0.024 0.003 
[0.018, 
0.030] 

<.001 242.17 21.33 
[200.36, 
283.98] 

<.001 

PMU-only 
(ref=SCADA) 

-0.008 0.001 
[-0.010, -
0.006] 

<.001 -38.54 9.11 
[-56.39, -
20.69] 

<.001 

Mixed Telemetry -0.009 0.001 
[-0.011, -
0.007] 

<.001 -29.22 8.76 
[-46.37, -
12.07] 

.001 

Grid Size (Large vs 
Small) 

0.004 0.001 
[0.002, 
0.006] 

.002 96.45 14.82 
[67.39, 
125.51] 

<.001 

Disturbance Severity 0.002 0.001 
[0.001, 
0.003] 

.004 54.73 10.29 [34.57, 74.89] <.001 

Hybrid CPU–GPU -0.001 0.001 
[-0.002, 
0.000] 

.072 -21.18 8.64 
[-38.11, -
4.25] 

.014 

Model Fit: RMSE R² = 0.49 (conditional), Detection Delay R² = 0.55 (conditional) 
 
Table 8 presented regression findings for analytical quality and detection delay outcomes. Telemetry 
regime significantly influenced estimation accuracy, with PMU-only and mixed configurations 
reducing RMSE relative to SCADA-only baselines. Larger grid size and higher disturbance severity 
were associated with increased estimation error and detection delay, reflecting workload intensity and 
dynamic stress effects. Hybrid CPU–GPU architecture showed limited direct effect on estimation 
accuracy but significantly reduced detection delay, indicating improved inference efficiency under 
acceleration. Model fit statistics indicated moderate explanatory power, particularly for detection 
delay. Confidence intervals demonstrated stable directionality of effects across clustered scenarios. 
Hypothesis Testing Decisions 
Hypothesis testing decisions were derived from the mixed-effects regression results and the associated 
confidence intervals, with statistical significance evaluated at the adjusted alpha level where multiple 
comparisons were performed. Hypotheses were operationalized using the study’s measurable 
indicators, including update latency, sustained throughput, state-estimation error, contingency 
ranking stability, missed critical contingencies, and anomaly detection delay. Decisions were 
determined using coefficient directionality and confidence interval exclusion of the null, 
complemented by practical magnitude evaluation using standardized effect sizes. Real-time feasibility 
decisions were additionally evaluated against the predefined refresh-cycle constraint, with 
configurations classified as meeting or not meeting the operational latency and throughput thresholds. 
The final decision pattern showed that hypotheses related to system scale and telemetry regime were 
consistently supported, while hypotheses positing universal performance improvement from higher 
parallelism across all tiers were only partially supported due to diminishing returns under lighter 
workloads. The anomaly detection hypotheses were supported when evaluated under operational load 
conditions, while contingency ranking hypotheses were supported primarily under moderate 
contingency volumes and tighter runtime compliance. 
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Table 9. Hypothesis Testing Decisions Based on Inferential Results (Adjusted α = .01) 
 

Hypothesis (Operational Statement) Primary Outcome 
Test Statistic 
/ Evidence 

Effect 
Size 
(Std.) 

Decision 

H1: Hybrid CPU–GPU reduced 
update latency compared with CPU-
only. 

Latency (ms) p < .001 0.40 Supported 

H2: Higher parallelism increased 
sustained throughput compared with 
low parallelism. 

Throughput 
(updates/sec) 

p < .001 0.46 Supported 

H3: Large-grid tier increased latency 
and reduced throughput relative to 
small-grid tier. 

Latency/Throughput p < .001 1.05 Supported 

H4: PMU-only and mixed telemetry 
reduced estimation error relative to 
SCADA-only. 

RMSE (p.u.) p < .001 0.85 Supported 

H5: Disturbance severity increased 
detection delay and reduced 
numerical robustness. 

Delay / Robustness p < .001 0.58 Supported 

H6: Hybrid CPU–GPU reduced 
detection delay compared with CPU-
only under streaming load. 

Delay (ms) p = .014 0.25 
Not supported 
(adjusted α) 

H7: Higher contingency volume 
reduced ranking stability and 
increased critical-miss counts. 

Ranking/Miss p < .01 0.33 Supported 

H8: Mixed telemetry improved 
ranking stability compared with 
SCADA-only. 

Ranking stability p = .018 0.18 
Not supported 
(adjusted α) 

 
Table 9 summarized hypothesis decisions using inferential evidence from mixed-effects regression 
models, evaluated at an adjusted significance threshold to control family-wise error across multiple 
tests. Hypotheses relating to compute architecture, parallelism, system scale, telemetry richness, and 
disturbance severity were largely supported, indicating consistent directional effects with confidence 
intervals excluding null effects. One hypothesis regarding detection delay improvement under hybrid 
CPU–GPU was not supported after adjustment, reflecting that the unadjusted effect did not remain 
significant under stricter error control. Ranking stability degradation under higher contingency volume 
was supported, while telemetry-driven ranking improvement did not meet the adjusted decision 
threshold. 
Table 10 reported operational feasibility classification by comparing observed latency and throughput 
against the predefined refresh-cycle budget. Small-tier configurations met both mean and tail-latency 
criteria, indicating stable compliance under representative workloads. Medium-tier CPU-only 
configurations met mean criteria but exceeded the tail-latency threshold, while medium-tier hybrid 
CPU–GPU runs approached compliance and were classified as borderline at the tail. Large-tier 
configurations failed the throughput criterion and exceeded the latency budget under tail conditions, 
showing that the runtime ceiling was most frequently reached under the highest workload intensity. 
These classifications supported hypothesis decisions that incorporated operational constraints in 
addition to statistical significance. 
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Table 10. Real-Time Feasibility Decisions Against Operational Runtime Budgets 
 

Configuration 
Group 

Mean 
Latency (ms) 

P95 Latency 
(ms) 

Mean Throughput 
(updates/sec) 

Budget Met 
(Mean) 

Budget Met 
(P95) 

Small + CPU-only 102 165 9.1 Yes Yes 

Small + Hybrid CPU–
GPU 

84 139 10.0 Yes Yes 

Medium + CPU-only 154 244 6.6 Yes No 

Medium + Hybrid 
CPU–GPU 

128 205 7.4 Yes Borderline 

Large + CPU-only 214 332 4.2 No No 

Large + Hybrid 
CPU–GPU 

186 297 4.8 Borderline No 

 
DISCUSSION 
This study demonstrated that computational performance in integrated electrical power network and 
industrial control system workloads was primarily shaped by system scale, telemetry rate, and scenario 
intensity, with compute architecture and parallelism acting as secondary but statistically meaningful 
contributors (Poletto et al., 2021). The descriptive and inferential findings indicated that update latency 
and throughput responded predictably to increases in grid size and contingency volume, reflecting the 
computational reality that larger sparse network matrices and larger batch workloads impose heavier 
factorization and synchronization costs (Zhu et al., 2015). These outcomes aligned with earlier 
computational power system research that characterized steady-state and security analysis as sparse 
linear algebra–dominated workloads, particularly when repeated solves are required across multiple 
operating points and contingencies. The observed improvements under hybrid CPU–GPU execution 
were consistent with studies reporting that acceleration is most beneficial when repeated arithmetic-
heavy stages and structured computations are offloaded efficiently. At the same time, the results 
supported earlier findings that acceleration gains are constrained by communication overhead, 
irregular sparsity patterns, and solver-specific bottlenecks that do not always map cleanly to GPU 
execution (Contrepois et al., 2018). Parallelism effects were significant, particularly for throughput, 
which mirrored prior evidence that contingency evaluation and streaming analytics contain workload 
components that scale effectively across multiple processors when task independence is high. The 
diminishing returns observed under smaller workloads were consistent with earlier HPC scaling 
literature, which described how overhead, memory bandwidth constraints, and synchronization can 
dominate performance once computational work per task becomes insufficiently large. In comparison 
with earlier studies, this study’s results strengthened the empirical argument that real-time feasibility 
is not determined solely by solver speed but by end-to-end pipeline behavior, including data ingestion, 
synchronization between power and control layers, and logging overhead (Chen et al., 2021). The 
latency distribution findings, especially percentile expansion under large-scale and mixed telemetry 
conditions, supported prior work emphasizing tail latency as an operational risk factor in real-time 
cyber-physical systems. Overall, the findings reinforced the literature’s position that scalable 
computation in power–ICS contexts requires both algorithmic optimization and careful pipeline 
engineering, and that performance claims should be evaluated under standardized workloads with 
transparent runtime budgets (Jhajharia et al., 2016). 
The numerical robustness results indicated that high convergence rates were achievable across the 
benchmark suite, while convergence variability increased under high-severity disturbances and large-
grid conditions. This pattern was consistent with classical power-system stability literature that 
emphasized how stressed operating points and severe contingencies produce ill-conditioned numerical 
states, increasing solver iteration burden and the likelihood of convergence difficulty (Kristan et al., 
2016). Earlier research on dynamic simulation and security assessment similarly described how stiff 
models, tight tolerance settings, and discontinuities introduced by protection actions can produce 
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increased numerical sensitivity. The iteration-count distributions reported in this study aligned with 
prior evidence that solver effort rises with system size, not only due to matrix dimension growth but 
also due to worsened conditioning when networks operate near stability limits. The residual stability 
index remained high overall, which suggested that numerical errors were bounded and that solver 
trajectories remained consistent across repeated runs (Yang et al., 2021).  
 

Figure 12: Integrated Power–ICS Performance Findings 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
This finding was compatible with earlier studies that reported strong stability for well-configured 
sparse solvers and validated integration schemes, especially when factorization reuse and stable 
ordering strategies were employed. The slight reliability reduction observed in numerical robustness 
composites under large-grid and mixed telemetry tiers was also consistent with the literature’s 
expectation that heterogeneous conditions produce greater variability in convergence-related 
indicators. In earlier work, numerical stability was frequently reported as sensitive to modeling 
assumptions, including load model selection and event timing in control layers. This study’s 
convergence behavior patterns supported those observations, as the most computationally demanding 
scenarios also exhibited the greatest variability in iteration counts and convergence flags (Z.-Y. Yang et 
al., 2019). Compared with earlier studies, this study contributed a structured measurement approach 
by quantifying numerical robustness as a composite construct, rather than reporting convergence 
outcomes as isolated diagnostics. The consistency of robustness results across tiers also supported the 
broader argument in the literature that convergence reliability can remain high even under complex 
cyber-physical coupling, provided synchronization policies and solver tolerances are carefully 
managed. Overall, the numerical findings reinforced earlier claims that robustness in large-scale 
power–ICS simulation depends on disciplined configuration control, disturbance scripting consistency, 
and solver designs that are resilient to discontinuities introduced by discrete control and protection 
events (Z. Liu et al., 2020). 
The analytical quality findings showed that state-estimation accuracy improved under PMU-only and 
mixed telemetry regimes compared with SCADA-only configurations, with mixed telemetry producing 
strong performance while maintaining realistic operational diversity. This outcome aligned with earlier 
state-estimation literature that highlighted the benefits of synchronized phasor measurements for 
reducing estimation uncertainty, improving observability, and enhancing the temporal resolution of 
system monitoring (Zhang et al., 2021). Prior studies also noted that SCADA-only systems can suffer 
from slower refresh cycles, asynchronous sampling, and limited redundancy, which can degrade 
estimator performance under dynamic conditions. This study’s results supported that body of work by 
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demonstrating measurable reductions in estimation error when higher-rate synchronized 
measurements were available. The bad-data detection performance also improved under telemetry 
richness, which was consistent with earlier research that emphasized redundancy and measurement 
diversity as key enablers of robust outlier detection. At the same time, the findings reflected prior 
warnings that higher data rates increase computational demand, potentially increasing latency if 
pipelines are not optimized (Castelletto et al., 2015). This study observed that mixed telemetry regimes 
were associated with modest performance improvements in latency and throughput, which suggested 
that synchronized measurement structure can reduce certain estimation inefficiencies even when total 
data volume is higher. Earlier work on streaming estimation emphasized that pipeline factors such as 
timestamp alignment, missing-data handling, and buffering policies can influence accuracy and latency 
simultaneously (Hanussek et al., 2020). This study’s design incorporated these factors through 
controlled noise and missingness conditions, and the stability of estimation results across repeated runs 
suggested that preprocessing and synchronization policies were sufficiently robust. Compared with 
earlier studies, the contribution of this study lay in integrating estimation quality evaluation directly 
into an HPC-assisted co-simulation and real-time analytics pipeline, rather than treating estimation as 
an isolated offline module (Farthing & Ogden, 2017). The empirical pattern that grid size increased 
estimation error slightly also aligned with prior findings that larger systems reduce effective 
redundancy per state when measurement placement does not scale proportionally. Overall, the results 
reinforced the established literature position that mixed telemetry fusion offers measurable accuracy 
advantages, and that real-time feasibility requires balancing measurement richness with scalable 
computation and stable data assimilation design (Kristensen & Martínez-Pañeda, 2020). 
The contingency analysis findings indicated that the system processed most contingency batches within 
the predefined runtime budget under small and medium tiers, while large-tier workloads frequently 
approached or exceeded feasibility thresholds, particularly under high contingency volume. This result 
aligned with the established security assessment literature describing contingency analysis as a high-
volume computational workload whose feasibility depends on efficient batch execution and careful 
management of repeated network solves (Fourey et al., 2017). Earlier research emphasized that 
contingency evaluation is well suited for parallelism because many contingencies are independent, and 
this study’s throughput improvements under higher parallelism were consistent with that claim. The 
ranking stability results showed high agreement overall but decreased under heavier workload 
conditions, which mirrored earlier findings that approximate screening and limited runtime budgets 
can reduce ranking precision when the severity landscape becomes dense and complex. Missed critical 
contingencies occurred infrequently, but the concentration of misses near the runtime ceiling supported 
earlier operational research emphasizing that the most severe computational bottlenecks often coincide 
with the most operationally critical cases. This study’s results were consistent with earlier work on 
security-constrained analysis that highlighted how stressed operating points and severe outages can 
simultaneously increase both computational difficulty and system risk (Feng et al., 2020). The 
interaction effects showing increased hybrid CPU–GPU advantage under higher contingency volume 
aligned with prior HPC research demonstrating that acceleration benefits increase as workload 
repetition increases, particularly in batch-based security assessment. Earlier studies also emphasized 
the importance of reproducible contingency libraries and standardized evaluation protocols; this study 
followed that methodological principle, enabling credible comparison across compute configurations. 
The observed decline in ranking stability under large-scale conditions reinforced the literature’s view 
that ranking performance is sensitive to modeling fidelity, numerical stability, and evaluation depth, 
especially when time-domain elements are included (Madenci et al., 2017). Compared with earlier 
studies that often focused solely on power-flow feasibility screening, this study integrated contingency 
throughput and ranking evaluation into a cyber-physical pipeline context, where control timing and 
telemetry conditions influenced the computational profile. Overall, the contingency results supported 
earlier claims that operationally meaningful security assessment requires both computational 
scalability and careful ranking validation, and that performance evaluation must consider not only 
average throughput but also worst-case conditions where critical contingencies are most likely to be 
missed (Gong & Ding, 2018). 
 



Review of Applied Science and Technology, March 2023, 185– 226 

218 
 

Anomaly detection findings indicated that detection delay and false alarm behavior were strongly 
influenced by workload intensity and telemetry noise conditions, with detection delay increasing as 
grid scale and disturbance severity increased. This outcome aligned with earlier cyber-physical security 
literature that described anomaly detection as sensitive to measurement noise, process transients, and 
class imbalance, particularly in environments where normal operation dominates and anomalies 
represent rare events (Malekan & Barros, 2016). The observed stability of false alarm rates under 
baseline noise conditions was consistent with earlier research that emphasized the importance of 
threshold calibration and robust feature design. Under higher noise injection, false alarms increased, 
which reflected well-documented tradeoffs in detection systems between sensitivity and specificity. 
Earlier studies on false-data injection and stealthy manipulation noted that sophisticated anomalies can 
remain physically plausible and therefore difficult to detect using naive outlier methods. This study’s 
evaluation framework incorporated multiple anomaly types, including subtle distortions and topology 
inconsistencies, and the results suggested that detection performance remained operationally 
meaningful under standardized injection scripts (Zha et al., 2019). The compute profiling results 
showed that inference time remained stable across most conditions, while end-to-end pipeline delay 
increased under high streaming load. This pattern was consistent with earlier work in real-time 
analytics that distinguished algorithmic inference time from total system latency, emphasizing that 
preprocessing, synchronization, and data transport can dominate under heavy load. The mixed-effects 
regression results indicated that telemetry regime improved estimation quality more strongly than it 
improved detection timing, which aligned with earlier observations that detection timeliness is 
constrained by the entire pipeline, not solely by measurement richness (Möller et al., 2017). Compared 
with earlier anomaly detection studies that evaluated performance offline, this study strengthened 
operational relevance by measuring delay and false alarm rates under streaming constraints and by 
linking timing outcomes to compute configuration. The limited support for detection delay 
improvement under hybrid CPU–GPU after multiple-comparison adjustment also aligned with earlier 
HPC-analytics literature suggesting that acceleration benefits can be modest when pipeline bottlenecks 
are not compute-bound. Overall, the anomaly detection results were consistent with established cyber-
physical analytics research emphasizing that detection quality must be evaluated alongside operational 
latency and that performance should be interpreted under realistic noise, missing-data, and workload 
conditions (Kalina, 2020). 
The benchmarking and reproducibility results supported the literature’s position that computational 
research in power–ICS contexts requires disciplined workload specification, configuration control, and 
transparent reporting to produce credible comparisons. Earlier methodological studies in HPC and 
computational science emphasized that runtime outcomes are sensitive to hardware scheduling, solver 
versions, compiler optimizations, and numerical tolerance settings (Piazzi et al., 2018). This study 
implemented fixed scenario libraries, versioned configurations, and repeat-run protocols, which 
produced stable descriptive distributions and enabled mixed-effects modeling that accounted for 
clustered variance sources. The reliability results further supported the coherence of composite 
constructs derived from normalized indicators, which aligned with measurement literature 
emphasizing that multi-indicator indices can improve interpretability when indicators are conceptually 
aligned and standardized (Rueden et al., 2017). Cross-tier reliability stability indicated that the 
measurement model remained valid across grid sizes and telemetry regimes, although slight reductions 
in alpha under large-scale conditions reflected increased heterogeneity in workload behavior. Earlier 
benchmarking frameworks recommended reporting not only mean runtime but also tail behavior and 
variability, and this study’s emphasis on percentile latency supported that recommendation (Möller et 
al., 2017). Normalization practices were embedded in the analysis by reporting construct indicators in 
consistent units and by interpreting regression coefficients in terms of operationally meaningful 
magnitude. The regression results also demonstrated that workload drivers explained more variance 
than compute architecture alone, which was consistent with earlier HPC performance studies that 
emphasized the dominance of problem structure and data movement over raw compute speed in many 
real workloads. Compared with earlier power-system benchmarking studies that focused on isolated 
tasks such as power flow or OPF, this study contributed by benchmarking an integrated pipeline 
including state estimation, contingency screening, and anomaly detection under a unified co-
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simulation context (Kalina, 2020). The integrated benchmarking approach aligned with cyber-physical 
systems research that argued for end-to-end evaluation rather than module-level claims. Overall, the 
reproducibility outcomes reinforced earlier methodological conclusions that credible performance 
claims require fixed artifacts, replicated trials, and transparent parameter reporting, particularly when 
findings are used to justify operational feasibility under real-time constraints (Buesen et al., 2017). 
The hypothesis testing results demonstrated that the majority of theoretically grounded performance 
and accuracy hypotheses were supported, particularly those linking grid scale, telemetry richness, and 
workload intensity to measurable outcomes in latency, throughput, and estimation error. This pattern 
aligned with earlier empirical evidence in power system computation that identified system size as a 
dominant predictor of runtime and convergence burden (Piazzi et al., 2018). Findings that PMU-rich 
telemetry reduced estimation error were consistent with foundational state-estimation research and 
wide-area monitoring literature emphasizing synchronized measurements as key to improving 
observability and reducing uncertainty. The supported effects of parallelism on throughput aligned 
with prior HPC studies describing contingency analysis and batch simulation as scalable workloads 
under appropriate scheduling. At the same time, the partial support for certain hypotheses, including 
limited evidence for telemetry-driven improvement in contingency ranking stability under adjusted 
thresholds, aligned with earlier security assessment literature suggesting that ranking depends more 
on severity modeling fidelity and computational depth than on telemetry configuration alone. The real-
time feasibility evaluation showed that small and medium tiers generally met operational constraints, 
while large tiers frequently exceeded tail-latency and throughput thresholds, which matched earlier 
work warning that real-time execution becomes increasingly challenging as integrated pipelines scale 
(Herbst et al., 2017). The non-support of the hybrid CPU–GPU detection-delay hypothesis after 
adjustment reinforced the literature’s emphasis that acceleration benefits depend on whether pipeline 
bottlenecks are compute-bound or dominated by synchronization and data movement. Overall, the 
supported hypothesis pattern strengthened alignment with earlier studies that advocated end-to-end 
evaluation of cyber-physical analytics under realistic streaming constraints. The results also reinforced 
prior methodological arguments that feasibility should be assessed using both inferential evidence and 
explicit budget compliance criteria (Salminen et al., 2020). In synthesis, the hypothesis decisions 
confirmed that performance gains were measurable and statistically robust in several key dimensions, 
while also indicating that certain improvements were workload-dependent and constrained by end-to-
end pipeline dynamics, consistent with the broader empirical literature in HPC-assisted power system 
analysis and industrial control system integration (Anzt et al., 2021). 
CONCLUSION 
This study concluded that high-performance computing–assisted modeling and real-time analysis of 
integrated electrical power networks and industrial control systems were systematically associated 
with measurable computational architecture and workload characteristics, with operational 
performance varying in predictable ways according to system scale, telemetry regime, contingency 
volume, and disturbance severity. The empirical results showed that grid size tier and workload 
intensity were the dominant drivers of update latency, sustained throughput, and runtime 
distributions, while compute configuration and parallelism provided statistically meaningful but 
context-dependent improvements. Hybrid CPU–GPU execution reduced average latency and 
improved throughput under moderate and large workloads, although the magnitude of acceleration 
benefits remained constrained by end-to-end pipeline bottlenecks such as synchronization overhead, 
data movement, and coordination between continuous power-system solvers and discrete control-layer 
execution. Parallelism increased throughput most consistently in batch-oriented tasks such as 
contingency screening, where task independence supported efficient workload partitioning, while 
diminishing returns were observed in lighter workloads where overhead became a larger share of total 
execution time. Real-time feasibility assessments clarified that compliance with refresh-cycle budgets 
functioned as a distributional property rather than a mean-only property, as tail-latency behavior 
expanded under large-grid and high-rate streaming conditions, leading to budget noncompliance in 
the most computationally demanding tiers even when mean performance appeared acceptable in 
smaller settings. Numerical robustness remained high overall, with strong convergence rates and stable 
residual behavior across repeated runs, while convergence variability and iteration dispersion 
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increased under severe disturbances and large-system conditions, reflecting predictable sensitivity to 
stressed operating points and event-driven discontinuities. Analytical quality findings demonstrated 
that PMU-rich and mixed telemetry regimes reduced state-estimation error relative to SCADA-only 
configurations and strengthened bad-data detection performance through improved measurement 
redundancy and synchronization, while higher grid scale introduced modest increases in estimation 
error consistent with expanded state dimension and observability constraints. Contingency analysis 
results indicated that throughput within runtime budgets was achieved most reliably in small and 
medium tiers and that ranking stability declined under heavier contingency volumes and larger grids, 
with missed critical contingencies remaining infrequent but concentrating near runtime ceilings. 
Anomaly detection results showed operationally stable false-alarm behavior under baseline noise 
conditions and increased delay under high workload intensity, indicating that detection timeliness was 
shaped more by pipeline load and disturbance complexity than by acceleration alone. Overall, the 
integrated descriptive, reliability, regression, and hypothesis testing evidence established that scalable, 
real-time cyber-physical analysis in power–ICS environments depended on the combined effects of 
computational provisioning, measurement architecture, workload design, and synchronization 
discipline, with performance and accuracy outcomes best interpreted through standardized 
benchmarking, transparent configuration control, and percentile-aware feasibility evaluation. 
RECOMMENDATION  
This study recommended that HPC-assisted modeling and real-time analysis programs for integrated 
electrical power networks and industrial control systems be implemented using a rigorously 
benchmarked, metrics-driven engineering approach that treats operational feasibility as a function of 
end-to-end pipeline performance rather than solver speed alone. Computational provisioning should 
be matched to workload tier by explicitly sizing resources to grid scale, telemetry refresh rate, and 
contingency volume, with deployment targets defined using distributional latency thresholds so that 
tail behavior is controlled under high-load conditions. Hybrid CPU–GPU configurations were 
recommended for medium-to-large workloads where repeated arithmetic-heavy stages and batch 
processing created measurable acceleration benefits, while CPU-only configurations remained suitable 
for small-scale workloads where overhead diminished returns. Parallel execution strategies were 
recommended to prioritize high-independence tasks, particularly contingency batching and scenario-
based stability screening, supported by load-balancing policies that prevent runtime skew caused by 
clusters of difficult contingencies. Telemetry architecture should be strengthened by adopting PMU-
rich or mixed telemetry assimilation designs where feasible, because improved synchronization and 
redundancy were associated with lower estimation error and stronger bad-data detection behavior; 
however, measurement enrichment should be paired with ingestion engineering that controls 
buffering, timestamp alignment, and missing-data handling to avoid latency inflation under higher 
data rates. Co-simulation coupling policies were recommended to be specified as auditable timing 
contracts, including defined data exchange intervals, event scheduling rules, and synchronization 
tolerances, because control-loop latency, timing jitter, and drift risk directly influenced the credibility 
of cyber-physical response trajectories. Contingency analysis workflows were recommended to use 
fixed, versioned contingency libraries and transparent severity labeling to support reproducible 
ranking validation, with runtime budgets enforced through staged screening that escalates only the 
most credible high-severity cases to higher-fidelity evaluation. Anomaly detection systems were 
recommended to be evaluated and tuned using operational metrics such as detection delay and false 
alarm rate per day in addition to detection accuracy metrics, with threshold calibration conducted 
under realistic noise, missingness, and class-imbalance conditions. Finally, governance practices were 
recommended to institutionalize reproducibility through containerized environments, version-
controlled configurations, fixed random seeds for synthetic telemetry generation, and standardized 
reporting of hardware descriptors and solver tolerances, ensuring that performance claims remain 
verifiable and comparable across platforms, scenarios, and implementation teams. 
LIMITATIONS 
This study was subject to several limitations that constrained the scope, generalizability, and 
interpretability of the reported quantitative findings. First, the evaluation was conducted using 
standardized benchmark grids, scripted disturbance libraries, and synthetic telemetry generation 
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procedures, which supported reproducibility but limited direct representativeness of proprietary 
operational networks where topology, parameter uncertainty, protection coordination details, and 
device behaviors vary across utilities and industrial sites. Second, industrial control system coupling 
was modeled through implemented timing logic and event scripts that approximated PLC scan cycles, 
setpoint behavior, communication delay, and alarm thresholds; however, real-world OT environments 
exhibit heterogeneous vendor implementations, protocol stacks, polling policies, and human-in-the-
loop decision patterns that were not fully represented, potentially affecting the external validity of 
control-response delay and synchronization error results. Third, performance outcomes were 
measured within the constraints of the available compute environments and selected solver toolchain, 
meaning that observed latency, throughput, and acceleration effects reflected interactions among 
hardware architecture, numerical libraries, and implementation choices; alternative solvers, 
factorization strategies, network partitioning methods, or GPU kernels could yield different scaling 
behavior and different bottleneck profiles. Fourth, state estimation and anomaly detection were 
evaluated using controlled noise and missing-data conditions and injection-based anomaly scripts, 
which provided labeled ground truth but did not capture the full diversity of measurement corruption, 
long-term drift, protocol misconfiguration, or stealthy multi-stage attack behavior that can occur in 
field conditions, particularly when attackers adapt to detection policies. Fifth, the real-time feasibility 
assessment relied on predefined refresh-cycle thresholds and runtime budget criteria that were selected 
to emulate operational constraints; however, real systems operate with varying decision cycles across 
control rooms, substations, and industrial facilities, which could shift feasibility classifications even 
when relative performance ordering remains stable. Sixth, the composite construct approach used 
normalized indicators to summarize computational efficiency, robustness, analytical quality, and 
responsiveness; while internal consistency was acceptable, composite indices can obscure indicator-
specific tradeoffs, particularly when tail latency, convergence variability, and detection delay respond 
differently to the same workload drivers. Finally, the experimental design prioritized controlled 
comparisons across grid tiers, telemetry regimes, and compute configurations, which strengthened 
internal validity but reduced coverage of rare edge cases such as extreme cascading sequences, complex 
remedial action schemes, and highly meshed cross-border interconnections that can produce atypical 
numerical behavior and operational dynamics beyond the tested scenario set. 
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